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Copyright, Confidentiality and Disclaimer Statements.

While the information in this publication is believed to be accurate, Ellisys makes no warranty of
any kind to this material including, but not limited to, the implied warranties of merchantability
and fitness for a particular purpose. Ellisys shall not be liable for any errors contained herein, or
for incidental or consequential damages in connection with the furnishing, performance or use
of this material.

No part of this publication may be reproduced, stored in a retrieval system or transmitted, in
any form or by any means, photocopying, recording or otherwise, without prior written consent
of Ellisys. No third party intellectual property right liability is assumed with respect to the use of
the information contained herein. Ellisys assumes no responsibility for errors or omissions
contained in this book. This publication and features described herein are subject to change
without notice.

Copyright (C) Ellisys 2014. All rights reserved.

All products or services mentioned in this manual are covered by trademarks, service marks, or
product names as designated by the companies who market those products.

The Bluetooth word mark and logo are registered trademarks and are owned by the Bluetooth

SIG, Inc.

Ellisys, the Ellisys logo, Better Analysis, and Ellisys Explorer are trademarks of Ellisys, and may

be registered in some jurisdictions.

This manual is populated throughout with screenshots captured from a specific version of Ellisys
Protocol Analyzer software. All information contained in these screenshots should be considered
samples, and are intended to serve for instructional purposes only.

Document Revision History

Date Revision | Changes

May 11, 2011 1.0 Initial release.

January 9, 2012 1.1 Updated to version 3.0 of the software.
February 21, 2013 1.2 Updated to version 4.0 of the software.
June 1, 2014 1.3 Updated to version 5.0 of the software.
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Contacting Ellisys

ELLISYS WORLDWIDE HEADQUARTERS

Ellisys SA Phone: +41 22777 77 89
Chemin du Grand-Puits 38 FAX: +4122777 77 90
CH-1217 Meyrin Geneva E-Mail: sales@ellisys.com
Switzerland Web: www.ellisys.com

ELLISYS AMERICAN HEADQUARTERS

Ellisys Corporation Phone: +1 (866) 724-9185
Vancouver, WA FAX: +1 (408) 521-0347
USA E-Mail: sales.usa@ellisys.com

ELLISYS ASIAN HEADQUARTERS

Ellisys HK Limited Phone: +852 3073 2033
13A/F South Tower, World Finance Center FAX: +852 21258114

17 Canton Road, Tsim Sha Tsui, Kowloon E-Mail: sales.asia@ellisys.com
Hong Kong
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Conditions of Use and
Limited Warranty Terms

These conditions and terms are deemed to be accepted by the customer at
the time the product is purchased, leased, lent or used, whether or not
acknowledged in writing.

Conditions of Use

The customer is only authorized to use the product for its own activities,
whether professional or private. Thus, the customer is, in particular,
forbidden to resell, lease or lend the product to any third party. In addition,
the customer has, in particular, no right to disassembly, modify, copy,
reverse engineer, create derivative works from or otherwise reduce or alter
the product. The product may also not be used in any improper way.

Limited Warranty Coverage

Ellisys warrants to the original customer of its products that its products are
free from defects in material and workmanship for the warranty period.
Subject to the conditions and limitations set forth below, Ellisys will, at its
option, either repair or replace any part of its products that prove defective
by reason of improper workmanship or materials. Repaired parts or
replacement products will be provided by Ellisys on an exchange basis, and
will be either new or refurbished to be functionally equivalent to new. If
Ellisys is unable to repair or replace the product, it will refund the current
value of the product at the time the warranty claim is made. In no event
shall Ellisys' liability exceed the original purchase price of product.

Excluded Products and Problems

This limited warranty does not cover any damage to this product that results
from improper installation, accident, abuse, misuse, natural disaster,
insufficient or supply,
environmental conditions, or any unauthorized disassembly, repair, or
modification. This limited warranty also does not apply to any product on
which the original identification information has been altered, obliterated or
removed, has not been handled or packaged correctly, or has been sold as
second-hand. This limited warranty only applies to the original customer of
the product for so long as the original customer owns the product. This
limited warranty is non-transferable.

excessive electrical abnormal mechanical or

This limited warranty covers only repair, replacement or refund for defective
Ellisys products, as provided above. Ellisys is not liable for, and does not
cover under warranty, any loss of data or any costs associated with
determining the source of system problems or removing, servicing or
installing Ellisys products.

Obtaining Warranty Service

To obtain warranty service, you may return a defective product to the
authorized Ellisys dealer or distributor from which you purchased the Ellisys
product. Please confirm the terms of your dealer's or distributor's return
policies prior to returning the product. Typically, you must include product
identification information, including model number and serial number with a
detailed description of the problem you are experiencing. You must also
include proof of the date of original retail purchase as evidence that the
product is within the applicable warranty period.

The returned product will become the property of Ellisys. Repaired or
replacement product will be shipped at Ellisys' expense. Repaired or
replacement product will continue to be covered by this limited warranty for
the remainder of the original warranty or 90 days, whichever is longer.
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Limitations

THE FOREGOING IS THE COMPLETE WARRANTY FOR ELLISYS PRODUCTS
AND SUPERSEDES ALL OTHER WARRANTIES AND REPRESENTATIONS,
WHETHER ORAL OR WRITTEN. EXCEPT AS EXPRESSLY SET FORTH ABOVE,
NO OTHER WARRANTIES ARE MADE WITH RESPECT TO ELLISYS PRODUCTS
AND ELLISYS EXPRESSLY DISCLAIMS ALL WARRANTIES NOT STATED
HEREIN, INCLUDING, TO THE EXTENT PERMITTED BY APPLICABLE LAW,
ANY WARRANTY THAT MAY EXIST UNDER NATIONAL, STATE, PROVINCIAL
OR LOCAL LAW INCLUDING BUT NOT LIMITED TO ANY IMPLIED WARRANTY
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED,
ARE LIMITED TO THE PERIODS OF TIME SET FORTH ABOVE. SOME STATES
OR OTHER JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES OR LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY
LASTS, SO THE ABOVE LIMITATIONS MAY NOT APPLY TO YOU.

ELLISYS PRODUCTS ARE NOT AUTHORIZED FOR USE AS CRITICAL
COMPONENTS IN LIFE SUPPORT EQUIPMENT OR FOR APPLICATIONS IN
WHICH THE FAILURE OR MALFUNCTION OF THE PRODUCTS WOULD CREATE
A SITUATION IN WHICH PERSONAL INJURY OR DEATH IS LIKELY TO
OCCUR. ELLISYS SHALL NOT BE LIABLE FOR THE DEATH OF ANY PERSON
OR ANY LOSS, INJURY OR DAMAGE TO PERSONS OR PROPERTY BY USE OF
PRODUCTS USED IN APPLICATIONS INCLUDING, BUT NOT LIMITED TO,
MILITARY OR MILITARY-RELATED EQUIPMENT, TRAFFIC CONTROL
EQUIPMENT, DISASTER PREVENTION SYSTEMS AND MEDICAL OR MEDICAL-
RELATED EQUIPMENT.

ELLISYS' TOTAL LIABILITY UNDER THIS OR ANY OTHER WARRANTY,
EXPRESS OR IMPLIED, IS LIMITED TO REPAIR, REPLACEMENT OR REFUND.
REPAIR, REPLACEMENT OR REFUND ARE THE SOLE AND EXCLUSIVE
REMEDIES FOR BREACH OF WARRANTY OR ANY OTHER LEGAL THEORY. TO
THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW, ELLISYS SHALL
NOT BE LIABLE TO THE CUSTOMER OF AN ELLISYS PRODUCT FOR ANY
DAMAGES, EXPENSES, LOST DATA, LOST REVENUES, LOST SAVINGS, LOST
PROFITS, OR ANY OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING FROM THE PURCHASE, USE OR INABILITY TO USE THE ELLISYS
PRODUCT, EVEN IF ELLISYS HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. SOME STATES OR OTHER JURISDICTIONS DO NOT ALLOW
THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL
DAMAGES, SO THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY
TO YOU.

Severability

If any provision or any portion of any provision contained in these terms is
held to be invalid, illegal or unenforceable by a court of competent
jurisdiction, then the remaining provisions, and if a portion of any provision
is unenforceable, then the remaining portion of such provision shall,
nevertheless, remain in full force and effect. The parties undertake to
negotiate in good faith with a view to replace such invalid, illegal or
unenforceable provision or part thereof with another provision not so
invalid, illegal or unenforceable with the same or similar effect, and further
agree to be bound by the mutually agreed substitute provision.

Warranty Period

The warranty begins on the date of purchase and covers a period of two (2)
years.

Governing Law

These conditions and terms shall be governed by and construed in
accordance with the law of Switzerland.

Jurisdiction; Venue

The parties consent to the exclusive personal jurisdiction of, and venue in,
the District Court of Geneva, Switzerland.
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About this Manual
Typographic Conventions

Bold is used to indicate menu commands, buttons, and tabs.

Italics are used to indicate fields, pane names, window names and cross references.

& A warning symbol describes a possible critical situation and how to avoid it.

An information symbol tells you how to respond to a situation that may arise.

@ A tip symbol tells you information that will help you carry out a procedure.

Where to Find More Help
Go to the Ellisys website and the following pages for the latest information:

= Ellisys products page - Go to www.ellisys.com/products/ for the latest product
information and documentation.

= Application notes and white papers - Go to www.ellisys.com/technology/ to find up-
to-date information about the technology.

= Distributors - Go to www.ellisys.com/sales/ to find a list of Ellisys distributors.

= Technical support - Go to www.ellisys.com/support/ to send a question directly to
the Ellisys support team.
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1. Analyzer Overview

1.1 Introduction

The Ellisys Bluetooth Explorer 400, employing the revolutionary Ellisys Rainbow™ All-Channel
Capture Technology, is a full-spectrum protocol analysis system which provides for concurrent
and synchronous capture and analysis of Classic Bluetooth technology (BR/EDR) and Bluetooth
low energy (LE) technology (Bluetooth Smart), as well as Host Controller Interface (HCI) traffic,

logic signals, wireless spectrum information, Audio I2S (Inter-IC Sound), and Wireless
Coexistence Interface traffic (WCI-2).

The analyzer non-intrusively records all neighboring Bluetooth traffic, RF energy within the
Bluetooth spectrum, and any attached HCI, WCI-2, Audio I2S, or logic signals and presents this
captured traffic to the user in easy-to-understand and comprehensive formats, using the

associated BEX400 software application.

Captured traffic is presented real-time to the user, and includes various advanced analytical
presentations, including detailed packet, profile, and protocol information, protocol error
detection, topology analysis, security features, throughput characterizations, audio analysis,
timing characterizations, transmission errors, spectrum energy characteristics, and other

related information.

Major uses for the analyzer include verification of specification conformance and design goals,
interoperability testing, debugging of software stacks and applications, system performance

characterizations, and wireless coexistence analysis.

Generate BR/EDR

ellisys “"'ZZZ ;

9
Power Explo rep

- alysis
operating stant protocol Analy!

Trigger Bluetooth In
i

Figure 1-1 Bluetooth Explorer 400 (BEX400) All-in-One Protocol Analysis System

ellisys Analyzer Overview |
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1.2 Main Features and Capabilities

The analyzer includes the following main features capture features. All capture features shown
below can be captured concurrently. Certain features may be optional, or provided only with
certain configurations. The Help menu (About) in the application will provide a list of features
enabled when the unit is attached to the controlling PC.

Wireless Capture:

= Bluetooth Basic Rate/Enhanced Data Rate (BR/EDR)
= Bluetooth Low Energy (LE)/Bluetooth Smart Technology
= Raw Spectrum information in the 2.4 GHz ISM band

Wired Capture:

= Universal Serial Bus (USB 2.0) HCI

= Serial Peripheral Interface (SPI) HCI

= Universal Asynchronous Receiver/Transmitter (UART) HCI
= Wireless Coexistence Interface 2 (WCI-2)

» Logic Signals

= Audio I2S (Inter-IC Sound)

The analyzer includes the following major capabilities:

= Instant Piconet™ - visualization of the evolution of piconets and scatternets

= Instant Timing™ - visualization of packets with 1/8™ symbol accuracy

= Instant Spectrum™ - visualization of raw spectrum information

= Instant Audio™ - integrated audio analysis

= [nstant Channels™ - per-channel characterization of retransmissions and errors
= Instant Throughput™ - performance characterization

= HCI Injection API - software-based capture of UDP-injected HCI

= Export of captured data to various formats, including Message Sequence Chart (MSC)
= Detailed decodes on Bluetooth protocols and profiles

= Automatic PIN code deciphering and associated link key calculation

= Support for Secure Simple Pairing (SSP)

= Automatic support for SSP Debug Mode

= Automated link key extraction from HCI Captures

= Protocol error detection

12 of 201 | Analyzer Overview e||isys



2. Installing the Application

2.1 Software Prerequisites

Before installing the Bluetooth Explorer 400 analyzer software application, please ensure the
computer system on which it will reside meets the following minimum requirements.
= Microsoft Windows XP SP1 or later.

=  Microsoft Windows Installer 3.0 or later. If the installation does not run smoothly, or if
the system indicates a version error, update your Windows installer.

= Microsoft .NET Framework version 2.0 or later.
= Intel Core, 1.5 GHz or compatible processor, or better.
= 512 MB RAM or more.

= 1280 x 1024 screen display resolution with 65,536 colors, or better.

USB 2.0 EHCI Host Controller.

The Bluetooth Explorer 400 analyzer requires several software components. Ellisys
recommends that you visit the following web pages as needed, to update your versions of
Microsoft .NET Framework and Windows:

=  www.microsoft.com/net to download the Microsoft .NET Framework version 2.0.

= www.update.microsoft.com to update your version of Windows. When using the
Windows update service it will automatically download and install the Microsoft .NET
Framework version 2.0.

See your system administrator for more information about updating Microsoft .NET Framework
and Windows.

2.2 Software Installation

1. Insert the CD-ROM that accompanies the product into the computer’'s CD-ROM drive, or
alternatively, download and run the setup application from a link provided by Ellisys.

To request the application software from Ellisys, please visit the Downloads
section on the Ellisys website at www.ellisys.com or contact
support@ellisys.com.

Once the software application is installed, users can check for new updates and
install these updates from the application’s Help menu.
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The Ellisys Bluetooth Analyzer Setup Wizard screen appears:

ﬁEIIisys Bluetooth Analyzer El = @
Welcome to the Ellisys Bluetooth Analyzer Setup
Wizard ellisys’

The installer will quide pou through the steps required ta install Ellizys Bluetooth Analyzer an pour
computer.

WARNIMG: Thiz computer program iz protected by copyright law and intermational treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted bo the maximum extent possible under the law.

If the Ellisys Bluetooth Explorer Analyzer Setup Wizard does not appear

automatically, click the START button on your Windows toolbar, then RUN, and

type d:\setup.exe (change d: to match the drive letter designation of your CD-

ROM drive as needed), then click OK.

2. Read the WARNING note and click on Next.

The Ellisys Bluetooth Analyzer License Agreement screen appears:

‘H Ellisys Bluetooth Analyzer El = @

License Agreement
ellisys-

Flease take a moment ta read the licensze agreement now. If you accept the terms belaw, click "l
Agree’’, then "Mext”. Otherwise click "Cancel".

Ellisys Bluetooth Explorer End-User License Agreement o

READ CAREFULLY: This End-User License Agreement ("EULA™) is

a legal agreement between vou (either an individual person or a single

legal entity, who will be referred to in the following as “you™) and Ellisys.

In the following, “this product” refers to the software displaving this
agreement, accompanying software_ associated print and electronic
documentation, as well as software updates, web-based materials, and -

| Do Mot Agres

| Cancel | | ¢ Back | [ Mest »

3. Read the License Agreement carefully, and then select I Agree.
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4. Click on Next.

The Select Installation Folder screen appears:

Select Installation Folder
ellisys’

The installer will install Elizys Bluetooth Analyzer to the following folder.

To install in this folder, click "Mext". Toinstall to a different folder. enter it below or click "Browse™.

Folder:

C:\Program Files [#8E]AE lisys'Elisys Bluetooth Analyzert Browsze. ..
Dizk Cost...

Install Ellisys Bluetooth Analyzer for yourself, or for amyone who uses this computer:

@) Evervone

Juzt me

| Cahcel | | < Back | [ Mest » l

ﬁ Ellisys Bluetooth Analyzer EI =] @

5. The default installation folder appears in the Folder field. Ellisys recommends that you use

the default folder, however if you wish to change this folder, click on Browse and navigate
to the folder required.

6. Select whether anyone or only the user currently logged on can access the software by
selecting either Everyone or Just me. Click on Next.

The Confirm Installation screen appears:

ellisys

‘j@ Ellisys Bluetooth Analyzer EI =] @
Confirm Installation
ellisys’
The installer is ready to install Ellisyz Bluetooth Analyzer on your computer.
Click "MNext" to start the installation.
Cahcel | | < Back | [ Mest »

Installing the Application |
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7. Click on Next to continue the installation.

An Installation Progress screen appears:

ﬁ Ellisys Bluetooth Analyzer EI =] @
Installing Ellisys Bluetooth Analyzer
ellisys’
Ellizys Bluetooth Analyzer is being inztalled.
Please wait...
Cancel < Back Meut »

When the software has been installed, the Installation Complete screen appears:

‘H Ellisys Bluetooth Analyzer El = @

Installation Complete
ellisys-

Ellizyz Bluetooth Analyzer haz been successfully installed.

Click "Cloze" to exit.

Flease uze Windows Update to check for any critical updates ta the MET Framewaork.

8. Click on Close.

The Bluetooth Explorer 400 Analyzer software is now installed.
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2.3 Front Panel Overview

The front panel of the Bluetooth Explorer 400 Analyzer is shown below:

.
e I I I S y S BR/EDR Generate BR/EDR @

LE LE@®

e EXPlOre )

Trigger Bluetooth” Instant Protocol Analysis [_]

Power @

When attaching an antenna to the front panel, DO NOT over tighten. Screw on
the antenna to a light finger-tight torque only.

Capture Connector

The (Standard SMA) Capture connector is used to connect the antenna (supplied) for capture of
BR/EDR and LE traffic.

Generate Connector

The (Standard SMA) Generate connector is for future implementations (not currently used).

HCI Connectors

The HCI connectors (USB 2.0 Standard-A and Micro-B) are used for USB HCI traffic capture.

Power LED

The Power LED indicates if the unit is correctly powered from the supplied 12VDC/2A power
adapter and connected to the control computer (with USB driver installed).

. Constant green: DC-powered and USB-connected, ready to operate.
Flashing green: DC-powered but not USB-connected.

//.\\ Flashing red: USB-connected but not DC-powered.

N7

Off: Not DC-powered and not USB-connected. The Power LED may also be off if
when the unit is in power-saving mode after the control computer has been
turned off.
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Operating LED

The Operating LED indicates if the unit is presently performing a task directed by the user, for
example when the user has initiated a recording action.

Off: Unit is not in use and available.
() Constant green: Unit is in use.
Orange: In use, waiting for trigger.

. Red: Memory full, downloading; or trigger occurred, downloading.

Trigger LED

The Trigger LED indicates whether a trigger event has occurred.

Off: No trigger event detected.

//‘\\ Green flash: Trigger event detected.
N
Capture BR/EDR LED

The Capture BR/EDR LED indicates that the analyzer detects the presence of BR/EDR traffic,

irrespective of whether a recording is underway.

Off: No BR/EDR traffic detected.

/’.\\ Flashing green: BR/EDR traffic detected.
Ny
Capture LE LED

The Capture LE LED indicates that the analyzer detects the presence of Bluetooth Smart (LE)
traffic, irrespective of whether a recording is underway.

Off: No Bluetooth Smart (LE) traffic detected.

7 g\

ANt

Flashing green: Bluetooth Smart (LE) traffic detected.

Generate BR/EDR LED

Reserved for future implementation.
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Generate LE LED

Reserved for future implementation.

2.4 Back Panel Overview

The back panel of the Bluetooth Explorer 400 Analyzer is shown below:

Ellisys Bluetooth® Explorer 400 O O F@ c € @ui_sﬁ

Serial: BEX400-12345 Rev: A FOR OFFICE USE

The Bluetaoth word mark and logo are registered trademarks .
and are owned by the Blustooth SIG, Inc. Inter-equipment

Trigger —
Power Computer 57 9d N

OO D O O 10 Probe

12-24VDC Max 5VDC

& When connecting the USB cable DO NOT force the connector into the unit. The
metal part of the connector should not be inserted completely into the
connection port. Forcing the connector or inserting all of the metal part of the
connector will break the port connection and is not covered by the warranty.

Power

DC jack power input. The adjacent LED illuminates constant green if a correct voltage is
applied, and illuminates constant red if the voltage is applied reversed.

Accepted Voltage Range: 12VDC to 24VDC.

Minimum Power: 18W

Computer

Type B USB 2.0 receptacle. Attaches to the control computer.

Trigger OUT

SMA connector used for sending TTL voltage level shift or pulse to external equipment.

Trigger IN

SMA connector used for accepting TTL voltage level shift or pulse from external equipment.

I0 Probe

Integrated logic analyzer probe for capturing UART and SPI HCI traffic, Audio I2S signals, WCI-
2 traffic, and logic signals. A flying-leads adapter cable is supplied when these options are
included with purchase. See Appendix A - Flying Leads Cable for details.
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Inter-equipment IN and OUT

Reserved for future extensions.

2.5 Connecting to the Control Computer

The Bluetooth Explorer 400 Analyzer is controlled over a high-speed USB 2.0 connection by a
PC hosting the Analyzer application, enabling the use of any notebook or desktop computer.

The USB driver must be installed before the analyzer can be used.

Driver installation procedures may vary depending on the user’s Operating System. Therefore,
no specific driver installation procedures are described herein. A given Operating System may

present a series of dialogs to enable the driver installation, and another Operating System may
make this process more automated. If assistance is needed to install the driver, please contact
Ellisys at support@ellisys.com.

Note that the driver is installed with the application software, and is located as described in the
note below.

If the controlling PC does not detect the presence of the rear USB port on the
analyzer (or if the driver otherwise fails to install), the user can manually install
the USB driver by going to the operating system’s Device Manager, typically
located in the Windows Control Panel, selecting the attached Ellisys analyzer,
and manually pointing via “Update Driver” to the Ellisys “Drivers” folder which
installs with the Bluetooth Explorer application. This folder is typically located in
your Program Files folder at [path]\Ellisys\Ellisys Bluetooth Analyzer\Drivers.

Although the unit can upload or download data on a full speed USB 1.1
connection, Ellisys strongly recommends that you connect it to a high speed
USB 2.0 port or a SuperSpeed USB 3.0 port (which will default to USB 2.0 high
speed) to obtain optimal performance. If you experience connection problems
with the Bluetooth Explorer 400, please ensure it is connected on a high speed
USB 2.0 or USB 3.0 host controller before contacting technical support.
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Menu Bar
Filters Bar

Overviews

Instant
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Instant Timing
Pane

Instant
Throughput
Pane

Instant Audio
Pane

Status Bar

3. User Interface Reference

The user interface of the Bluetooth Explorer 400 Analyzer application provides various windows,
panes, menus, toolbars, and other visual elements. All panes are dockable and can be hidden,

resized, and re-positioned to suit the needs and preferences of the user. Most panes are inter-

linked to provide synchronization with other panes and include various display options.
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The Analyzer application displays several windows and panes in the default layout. Each pane
displays specific information or allows the user to interact with the software for a given task:

= Overviews (BR/EDR, Low Energy, HCI, WCI-2) - Displays chronological records of
BR/EDR, LE, USB / UART / SPI HCI, and WCI-2 traffic and events.

= Details Pane - Displays a detailed breakdown of the event selected in the active
Overview.

= Raw Data Pane - Displays the raw data of the event selected in the active Overview.
Fields selected in the Details Pane are highlighted here.

= Instant Timing Pane - Displays a graphical representation of through-the-air, HCI,
and logic signals captured, and allows for various timing analyses and measurements.

= Instant Spectrum - Displays spectral RF energy characteristics concurrent with
Bluetooth packets.

= Instant Audio Pane - Displays captured audio streams and provides a variety of
controls including real-time audio play, playback, looping, and other features.

= Instant Piconet Pane - Displays a graphical representation of devices, piconets, and
scatternets, along with connection and topology characteristics, throughput, and RSSI
indications.

= Instant Channels Pane - Displays various per-channel transmission statistics.

= Instant Throughput Pane - Displays various data throughput characteristics.
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= Summary Pane - Displays a statistical summary of traffic captured.
= Security Pane - Displays security information and allows for user input of Link Keys.

= Message Log - Displays printf user inputs associated with the HCI Injection API.

3.1 Organizing Panes

The various panes provided can be shown or hidden, moved, docked, and resized to suit the
user’s preferences. See 5.2, Using Layouts, for more information on saving display
preferences.

To open or display a pane or an Overview:

1. Select View in the menu and select the desired pane or Overview.

View
Details

Raw data

5]
o1t
2 summary
H Instant Timing
H Instant Spectrum
'... Instant Piconet
““““ Instant Channels
“,  Instant Throughput
fj Instant Audio

) Security

[E]

Device Traffic Filters

| Overviews 4 | BR/EDR. Overview

Other Windows ¥ ||+ | Low Energy Qverview

HCI Overview (Serial)

HCI Overview (Secondary Serial)
HCI Overview (Injection)

HCI Overview (USE)

WCI-2 Overview

Message Log

FIEEEEEE]

The selected pane opens.

To close a pane:

1. Click on Close * positioned at the top-right corner of the title bar of the pane.
The pane closes.

To hide a pane:

1. Click on Auto-Hide ® positioned at the top-right corner of the title bar.
The pane is hidden and the pane’s hame now appears as a tab at the right side of the screen.

To move a pane or a window:

1. Click on the title bar of the desired pane or window.
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2. Depress and hold the left mouse button and drag the pane or window.

A window placer appears:

3. Keep the mouse button depressed and point to one of the following:

=
Ly

ellisys

Center to open a pane as a floating window in the screen.
Top to move the pane to the top of the screen or pane group.
Right to move the pane to the right of the screen or pane group.

Left to move the pane to the left of the screen or pane group.

Bottom to move the pane to the bottom of the screen or pane group.

User Interface Reference |
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3.2 Main Toolbar

The table below shows the Bluetooth Explorer 400 Analyzer toolbar buttons and their actions:

24 of 201

New

Open

Save

Save Filtered

Search

Start Recording

Stop Recording
Restart

Set Time Reference
Reset Time Reference
Navigate Backward
Navigate Forward
Markers

Find Previous Marker
Find Next Marker
Filtering

Save & Continue

User Manual

User Interface Reference

Creates a new empty capture file.

Opens a previously saved capture file.

Saves a capture file.

Saves a filtered capture file (by selected devices).
Opens the Search dialog.

Starts a recording on the selected analyzer.
Stops the current recording.

Aborts current recording and restarts a new one.
Sets the line selected in an Overview at 0.000 000 000
Resets the time reference to its original value.
Navigate to the previous selection history.
Navigate to the next selection history.

Opens the Markers menu.

Jumps to previous marker.

Jumps to next marker.

Opens the Device Traffic Filters menu.

Saves the current capture and starts the next.

Opens the User Manual.

ellisys



3.3 Main Menu

The table below shows the Analyzer’'s main menu options and their actions, with shortcuts
shown in parentheses:

File

-

=

B

e

New (Ctrl+N)
Open (Ctrl+0)
Save (Ctrl+S)
Save As

Save Filtered Copy

Load Sample
Trace Information

Share to Cloud

Retrieve from Cloud

Import (Ctrl+P)
Export (Ctrl+E)

Switch Workspace

Import and Export Settings

Page Setup

Print Preview
Print

Exit

ellisys

Creates a new capture file.

Opens a folder to open a previously saved capture.
Saves the current capture.

Saves the current capture to a new name.

Saves the current capture as defined by the Traffic
Filter.

Opens sample files provided with application.
Provides details on the trace currently opened.

Opens a dialog allowing the user to upload capture
to the Ellisys secure cloud storage.

Opens a dialog allowing the user to retrieve a shared
capture from the Ellisys secure cloud storage.

Imports a file to view in the analyzer application.
Exports a capture to various formats.

Allows user to switch to a different Workspace or to
create a new Workspace.

Opens the Import and Export Settings Wizard.

Opens Page Setup dialog allowing user to set page
margins and other printing parameters.

Opens the Print Preview window.
Print the selected Overview window.

Closes the application.
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View

-,_J Details

Raw Data

Summary

Instant Spectrum

101
011
o
H Instant Timing

w+ Instant Piconet

Instant Channels

. Instant Throughput

4 Instant Audio

&

. Security

Y| Device Traffic Filters

View | Overviews

BR/EDR Overview

Low Energy Overview

HCI Overview (Serial)

HCI Overview (Secondary Serial)

HCI Overview (Injection)

HCI Overview (USB)

HCI Overview (WCI-2)

Message Log

View | Other Windows

#4 Welcome

Tasks

Layout
Analysis
Full Screen

Rename Layout

Reset Layout

Delete Layout

[H New Layout
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Opens the Details pane.
Opens the Raw Data pane.
Opens the Summary pane.

Opens the Instant Timing pane.

Opens the Instant Spectrum window

Opens the Instant Piconet pane.
Opens the Instant Channels pane.

Opens the Instant Throughput pane.
Opens the Instant Audio pane.

Opens the Security pane.

Opens the Device Traffic Filters window.

Opens the BR/EDR Overview.

Opens the Low Energy Overview.
Opens the Serial HCI Overview.
Opens the Secondary Serial Overview.
Opens the Injection HCI Overview.
Opens the USB HCI Overview.

Opens the WCI-2 Overview.

Opens the Message Log.

Opens the Welcome screen.

Opens the Tasks pane.

Changes the layout to the Analysis layout.

Changes the layout to the Full Screen layout.

Renames the existing layout.
Resets the existing layout to default.

Deletes the user-defined layout.

Creates a new layout based on the current layout.
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Search

Search (Ctrl+F) Opens the Find menu.
Search In Designates the Overview in which to search
#4 Instant Search (Ctrl+I) Places the cursor in the Instant Search window.
Go To (Ctrl+G) Opens the Go To Item window.
Go To Next Expands a menu to enable search for next various

Bluetooth or HCI items.

Go To Previous Expands a dialog to enable search for previous
various Bluetooth or HCI items.

Find Next (F3) Searches forward for the last event found in a
search.
&1 Navigate Backward (Alt+Left) Navigate to the previous selection history.
_':";. Navigate Forward (Alt+Right) Navigate to the next selection history.
Record
B Start Recording (Ctrl+R) Starts a recording.
rl Stop Recording (Ctrl+Shift+R) Stops the current recording.
z} Save and Continue Recording During segmentation, forces save of current

capture and restarts the recording

| Restart Recording Aborts the current recording and starts a new one.
Select an Analyzer Opens the Available Analyzers dialog to allow for
selection of attached analyzer to be used or opens
Injection API.
LF Recording Options Opens the Recording Options dialog.
Tools
Prepare support info Opens a Save-As dialog to save technical support

information in a compressed format.

Web control interface Opens the Ellisys Web Capture Control interface in
the default browser

%% Set Time Reference (Ctrl+T) Sets the time of the line selected in the current
Overview at 0.000 000 000.

—= Reset Time Reference Resets the time reference to its original value.
(Ctrl+Shift+T)

2 Options Open the Options dialog.
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Help

@ User Guide
iEj Ellisys website
=

Contact support

Check for updates
& About
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Opens the User Guide.
Opens the Ellisys website in the default browser.

Opens a form in the default browser to contact
Ellisys technical support.

Checks online for the latest software version.

Opens the About window. When unit is attached to

the controlling computer, also provides information
on enabled features.
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4. Managing Capture Files

4.1 Opening a Capture File

To open a capture file:

Select File |Open in the menu or click on Open. =7

The Open menu appears:

"M Cornnuter

File name: HfpSco

Open (=5
@uv‘ < Ellisys » Ellisys Bluetooth Analyzer » Samples - |&,| Search Samples §el [
Organize = Mew folder =~ 0 @

 Favorites i Mame : Date modified Type Size
Bl Desktop A2dpMusicStreaming 10/21/2011 9:29 PM  Ellisys Bluetooth T... 1,051 KB
EnepTethering 5/12/2011 8:04 PM Ellisys Bluetooth T... 10,610 KB
= Libraries L DunModem 5/12/2011 8:03 PM Ell luetooth T... 1,058 KB
] Documents HfpSco 5/12/2011 8:03 PM  Ellisys Bluetooth T... 2478 KB
J Music LowEnergyBattery 5/12/201111:51 AM  Ell uetooth T... 101 KB
| Pictures Ed LowEnergySecuri 5/12/201111:50 AM  Ell luetooth T... 1,930 KB

gy ty
B videos 5/17/201110:29 AM  Ellisys Bluetooth T... 5,053 KB
EJ SimpleScatternet 12/20/2011 2:40 PM  Ellisys Bluetooth T... 1321 KB
P ¥
ma Homegroup
-« i 3

~ [ Elisys Bluetooth Trace Files ("t ~|

[ open |v] [ cand |

1. Select the file required and click Open.

The selected file opens in the software.

4.2 Saving a Capture File

To save a capture file:

1. Select File | Save As in the menu or click on Save. =

The file is saved.

To save a capture file with a new name:

Select File | Save As in the menu.

ellisys
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The Save As menu appears:

Save As @
————
borlis | . < Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples - | 5 | Search § les jel |
Organize » MNew folder 4= - i@}
X Favorites Name ~  Date modified Type Size
Bl Desktop ﬂ A2dpMusicStreaming 10/21/2011 9:29 PM sys Bluetooth T... 1051 KB
= EnepTethering 5/12/2011 &:04 PM Bluetooth T... 10,610 KB
w9 Libraries B3 DunModem 5/12/2011 8:03 PM 1,058 KB
| Documents B3 Hfpsco 5/12/2011 8:03 PM 2478 KB
&' Music LowEnergyBattery 5/12/2011 11:51 A Bluetooth T... 101 KB
[/ Pictures LowEnergySecurity 5/12/2011 1 Bluetooth T... 1930 KB
B videos B3 Obexftp 5/17/2011 1€ y sys Bluetooth T... 5,053 KB
SimpleScatternet 12/20/2011 2:40 PM  Ellisys Bluetooth T... 1321 KB
#d Homearouo
File name: -
Save as type: [Ellisys Bluetooth Trace Files (*.btt) ']
“ Hide Folders Save ] [ Cancel ]

1. Navigate to the directory where the file is to be saved.
2. Enter the desired name of the file in the File name field and click on Save.

The file is saved with the modified name and the original file is not modified.

4.3 Saving a Filtered Copy of a Capture File

The analyzer captures traffic from all neighboring devices. The application provides a Device
Traffic Filter to allow the user to display only the device(s) of interest (see Section 8.4 Device
Traffic Filter). Once this filter is configured, the user can save a filtered version of the capture
containing just the traffic involving the selected devices.

@ The Save Filtered Copy feature is based only on the Device Traffic Filter. To
create traces based on other filtering approaches requires the use of the Export
feature. See Section 4.9 Export Options for details.

To save a filtered version of a capture file based on the Device Traffic Filter:

1. Configure the Device Traffic Filter as desired.

2. Select File | Save Filtered Copy # in the menu.
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The Save As window appears:

SaveAs @I
Qn\:/l | .« Windows7_05 (C:) » Program Files (x36) » Ellisys » Ellisys Bluetooth Analyzer » Samples - |¢?|| Search Samples p'
Organize « MNew folder 4= - .j@.
‘r Favorites “*  Name : Date Size Tags
Bl Desktop ﬂ A2dpMusicStreaming.btt 2/24/2013 5:03 PM ys Bluetooth T... 1045 KB
4 Downloads BnepTethering.btt 7/10. 4:01 PM Bluetooth T... 10,611 KB
[ Google Driv| = E DunModem.btt 12/16/2013 4:27 PM Bluetooth T... 1,058 KB
B Morton Zor E HfpSco.btt 2/24/2013 6:03 PM Bluetooth T... 2480 KB
=] Recent Plac ﬂ LowEnergyBattery.btt 5/12/2011 10:51 AM Bluetooth T... 101 KB
E LowEnergySecurity. btt 5/12/2011 10 Bluetooth T... 1930 KB
4 Libraries E LowEnergyWatch.btt Bluetooth T... 167 KB
3 Documents E ObexFtp.btt Bluetooth T... 5,054 KB
g] Downloads E SimpleScatternet.bit ys Bluetooth T... 1323 KB
J’- Music
| Pictures
B videos
File name: -
Save as type: [Ellisys Bluetooth Trace Files (*.btt) v]
“ Hide Folders Save ] [ Cancel ]
3. Enter a file name.
When selecting Save Filtered Copy, the File Name box in the Save As dialog
is appended with _Filtered in order to avoid potentially overwriting the original
file.
4. Click Save.
4.4 Opening a Sample Capture File
Several sample capture files are included with the application.
To open a sample file:
1. Select File | Load Sample in the menu.
2. Click on the desired sample.
4.5 Sharing a Capture File to the Cloud
The application provides a convenient feature allowing users to share a capture file, markers,
and optionally other files, to the Ellisys secure storage Cloud for retrieval by other persons.
To share a file to the Cloud:
1. Open the capture file to be uploaded to the Cloud.
2. Select File | Share to cloud in the menu.
Managing Capture Files | 31 of 201
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The Capture Upload Welcome dialog appears:

Capture Upload

Welcome

Welcome to the capture upload wizard. This wizard will guide you through the few steps for uploading your capture
file to the Ellisys secure storage doud.

What do you wish sharing?

@ The complete capture file

Attach additional files

[ Mext = ][ Cancel ]

3. Select the Attach additional files checkbox if files in addition to the capture files are to be
uploaded to the Cloud, then click Next.

The Capture Upload dialog shows Upload in progress:

Capture Upload

Upload
Pleaze wait while the data iz uploaded to the Ellisys secure storage doud.

Upload in progress, please wait...

Cancel
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When the upload is complete, the Capture Upload dialog shows Upload Completed:

Capture Upload
Upload
Pleaze wait while the data is uploaded to the Ellisys secure storage doud.

Upload completed.

Mext > ][ Cancel

4, Click Next.

The Capture Upload Notification appears:

Capture Upload
MNotification

Please enter your email address and select the redpients that will be notified about your sharing, For getting
support on a capture file, please spedfy support@ellisys.com in the To field.

Send notification emaik:

From: ct@elisys.com

To: support@ellisys. com,someone @mycompany. com

Message: | My message here,

’ Next = ][ Cancel ]

5. 1If desired, check the Send notification email checkbox to have an email sent to notify one
or more recipients of your shared file(s).
@ Separate individual email addresses with a comma or semi-colon.
9 To send your capture file to Ellisys Technical Support, include
support@ellisys.com in the To: field.
ellisys
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6. If Send notification email was checked, the specified recipient(s) will receive an email
with retrieval instructions, as shown below:
Hello,
The following files have been shared for you on the Ellisys storage cloud by me@mycompany.com:
= DunModem.btt (1.03 MB)
= ellisys.bmp (365 kB)
Shared files can be retrieved from the Ellisys software, in the File > Retrieve menu, by using this identifier:

{cc19d6ea-c962-46aa-bdde-d1dfffed25c9}

Message from the sender:

test

Thank you for using Ellisys products!

7. Click Next.

The Capture Upload Completed dialog appears:

Capture Upload

Completed
Thank you for having shared your data on the Ellisys secure storage doud.

Your data is successfully shared!

Sharing identifier:  {4d263d83-11%a-4d%b-a31b-25153d6b730c} Copy to dipboard
Expiration date: Saturday, January 07, 2012

The sharing identifier is required in order to download the data.

| Finsh |

8. If desired, click on Copy to clipboard to copy the Sharing Identifier to your system'’s
clipboard. This identifier is needed to retrieve the shared file(s).

9. Click Finish.

4.6 Retrieving a Shared Capture File from the Cloud

Once a capture file is uploaded to the Cloud, it is accessible to anyone having the sharing
identifier (produced during the upload) and the Bluetooth Explorer 400 application.

To retrieve a shared file:

1. Select File | Retrieve from cloud from the menu.
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The Capture Download dialog appears:

Capture Download

Welcome

previously stored to the Ellisys secure capture doud storage.

Specify the data Sharing identifier:

Jcc19dee 4096 2-46aa-bdde-d 1dfffed 2509}

Welcome to the capture download wizard. This wizard will guide you through the few steps for downloading data

I Mext > I[ Cancel ]

2. Enter the Sharing Identifier in the box (include the brackets), and click Next.

The Capture Download, Files Selection dialog appears, listing the available shared files.

Capture Download

Files selection

should be downloaded.

Choose the files you wish downloading:

Please select which files you wish downloading from the Ellisys storage doud, and to which directory these filles

Filename Size
¥ DunModem.btt 1.03 MB
+ elligys.bmp 365 kB
Download directory: | C:\Users'chudk\Desktop\BT video -
Next = ‘ I Cancel ‘

3. Uncheck any files not desired for download.

4. Specify a destination in the Download directory box.

5. Click Next to begin the download.

ellisys
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The Capture Download Progress dialog appears

Capture Download

Download
Pleaze wait while the data iz downloaded from the Ellisys secure storage doud.

Download in progress, please wait...

Cancel

When the download completes, the Capture Download Completed dialog appears:

Capture Download

Completed
Thank you for having downloaded your data from the Ellisys capture storage doud.

Your data is successfully downloaded!

Open the capture file

I

Finish

I I Cancel

I

6. If desired, check Open the Capture File checkbox to open the shared capture file.

7. Click Finish.

4.7 Printing a Capture File

Use the Page Setup option, File | Page Setup, to setup how the capture should be printed.
This option will depend on the printer; please see your printer’s documentation for more

information.

To preview a print job:

1. Select File | Print Preview from the menu.
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2. Select the Overview desired.

A file can be very large therefore it is advisable to check the size of the file

before trying to print the file.

The Print Preview window appears:

2.751 136 250

2.944 887 500

2.951 137 375

2.956 138 625

2.962 387 625

3.020 514 375

3.023 638 000

3.024 888 125

3.182 389 125

3.238 265 375

38.611 389 375
40.005 149 375
41.341 409 000
41.346 409 000
41.351 409 000
41.356 409 000
41.364 535 125
41.365 160 125
41.366 409 125
41.516 410 125
41.517 660 125
41.518 286 250
41.518 911 125
41.519 536 375
41.520 160 250
41.520 786 125
41.522 036 250
41.530 160 250
41.532 660 375
41.536 410 250
41.537 660 250
41.540 161 250
41.542 660 250
41.658 287 125
41.662 661 250
41.670 161 375
41.677 661 375
41.685 161 375
41.692 661 375
41.701 411 500
41.708 911 625
41.716 412 625
41.723 911 625
41.731 411 625
41.738 911 750
41.746 411 750
41,753 911 875
41.761 411 875
41.768 912 000
41.776 412 125

# % Paging 1 ("Laptop” 70:F3:95:7A:06:39 > "Phone” 00:24:95:55:88:58)

1# &g LMP Features Exchange

+ &2 LMP Version Exchange {Master: 2.1, Slave: 2.0)

# =g LMP Extended Features Exchange

1%, &2 LMP Host Connection (Accepted)

# 7 LMP Setup Complete

1# &g LMP PacketType Table (Accepted)

+ 53 LMP Set AFH

#, 7= LMP Init Randam Number Transaction

1# &2 LMP Name Transaction ("Jay's Laptop")

# ¥ Paging 2 {Unknown Pager > "Phone” 00:24:95:55:BB:58, not found)

# % Paging 3 ("Laptop” 70:F3:95:7A:06:39 > "Phone” 00:24:95:55:68:58)

+ 52 LMP Features Exchange

# =@ LMP Version Exchange (Master: 2.1, Slave: 2.0)

1# &2 LMP Extended Features Exchange

# &2 LMP Host Connection {Accepted)

# %2 LMP Setup Complete

+ 52 LMP PacketType Table {Accepted)

# =3 LMP Set AFH

1# &g LMP Max Slot (5 slots)

# =gl LMP Max Slot Request {Accepted, 5 slots)

# % LMP Auto Rate

+ &3 LMP Auto Rate

# &2 LMP Page Scan Mode (Accepted)

% #@ LICAP Information

® &g LMP Max Siot (5 slots)

# ®2 LMP Timing Accuracy Transaction

&2 LMP Timing Accuracy Transaction

# #a L2CAP Connection (0x004B, 0x0040: SDP)

1= &2 LMP Clack Offset Transaction (0x60B2)

# &3 LMP Supervision Timeout

[# g L2CAP Configure {Dx0048, 0x0040)

# &2 LMP Name Transaction ("Jay Motorola Phone”)

# ¥y L2CAP Configure (0x0040, 0x004B)

[} ,_A‘ SDP Service Search Transaction (Public Browse Group: 0x00010000, 0x00010001, 0x00010002,
¥ J_J SDP Service Attribute Transaction (0x00010000: Hands-Free Audio Gateway Generic Audio L2CA
# Jd SDP Service Attribute Transaction (0x00010001: Dialup Networking Generic Networking LZCAP
# 4=l SDP Service Attribute Transaction {0x00010002: Headset Audio Gateway Generic Audio L2CAP
# Jo SDP Service Attribute Transaction (0x00010003: Serial Port LZCAP RFCOMM Ch 1 Public Browse
i# J SDP Service Attribute Transaction {0x00010004: Audio Source L2CAP AVDTP V1.0 Public Browse
® ;_J SDP Service Attribute Transaction (0x00010005: A/V Remote Control Target L2CAP AVCTP V1.2
# Jd SDP Service Attribute Transaction (0x00010005: OBEX Object Push L2CAP RFCOMM Ch 5 OBEX
i “/_A‘ SDP Service Attribute Transaction (0x00010007: Phonebook Access - PSE L2CAP RFCOMM Ch 6
® 4;-1 SDP Service Search Transaction (LAN Access Using PPP)

i# J SDP Service Search Transaction (NAP)

® ;_J SDP Service Search Transaction (GN)

# J& SDP Service Search Transaction (PANU)

+ ;_A‘ SDP Service Search Transaction (OBEX File Transfer)

# J= SDP Service Search Transaction (IrMC Sync}

# = SDP Service Search Transaction (00000002-0000-1000-8000-0002EE000002)

3. Print directly from the Print preview window using the print icon i or select Close to return
to the capture file.

To print a file:

1. Select File | Print in the menu then select the desired Overview.
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The Print window appears:

= Print @
General

Select Printer

& Add Printer #5 HP Photosmart C7200 se

= Adobe PDF i HP Photosmart C7200 se

=i Fax =0 Microsoft XPS Documen

] I b
Status: Ready | Prrt tofle | Preferences

Location:

Comment: Find Printer...

Page Range
@ Al Number of copies: 1 5
_) Selection ) Cument Page

Pages:

[ Pt ][ cancel || feply

2. Select the printer and printer setup if required.

3. Select Print.

The file is printed.

4.8 Importing Data to View in a Capture File

The application permits the user to import data from certain files types for display in the Ellisys

viewer format. The analyzer hardware is not required for these operations.

HCI commands and events may be imported from the Wireshark BT Snoop format. Bluetooth
packets may be imported from an ASCII format.

V,

To import HCI commands and events or Bluetooth packets:

1. Select File | Import in the menu.
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The Import menu appears:

Import

Import

Please select the type of data to importin the list below, -~

What would you like to import?

HCI data, commands and events
Bluetooth packets

Description

Import HCI data, commands and events from standard formats

2. Select HCI commands and events or Bluetooth packets.

3. Click on Next.

The Import File and Format Menu appears:

Import

Import
Please choose the input file and format.

Import format:

Ellisys UART HCI Capture
Ellisys USE 2.0 HCI Capture

Import data from:

BTsmoophct |

i
W

C:fmyhdifiles/file 1. ptsnoop

Browse...

<Back || Mext> | [ cancel

4, Browse to the desired file, and Next.

ellisys
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5. If importing HCI Commands and Events in USB format, proceed to the next step, otherwise
proceed to step 7.

The Data Rate menu appears:

Import =]
Import =L
Please configure BtSnoop import. ..."E

Data Rate
@ Standard | USB Low-Speed {1.5 Mbps) -
) Custom bps
< Back ] [ Finish l [ Cancel

6. Select the desired data rate.
7. Select Finish to complete the import.

The application now displays the imported data.
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4.9 Export Options

A capture file can be exported for various ancillary purposes and in several formats.

Export Type

Export

Export Format

Comments/Usages

Options

Low Level Start Time Ellisys trace Exports data from the lowest protocol
b 3
Data Trace Length (*.btt) level (baseband packets).
(Bytes, Allows for exporting specific portions of
seconds, items) the trace to create a new Ellisys trace as
defined by the export options.
Low Level Start Time Libpcap HCI Exports data from the lowest protocol
Data Trace Length (Wireshark) level (baseband packets).
(Bytes, Allows for exporting specific portions of
seconds, items) the trace to Wireshark format as defined
by the export options.
Filtered None Ellisys trace Exports trace to a new Ellisys trace based
trace based (*.btt) on display filters installed on the currently
on Overview active Overview.
Bluetooth Fields (Name, Text, CSV, Exports raw data or payload from items in
raw data Time, Data) XML, Binary the Overview.
and payload Hierarchy (Root
items, All items,
Up to specific
level)
Active Columns CSV, XML Exports data as displayed in the rows of
Overview the active Overview (Item, Time, etc.)
R Export
ows :
Displayed
Export All
Bluetooth None ASCII Exports Bluetooth raw packets to the
raw packet Ellisys raw packet format.
import
format
Bluetooth PCM WAV Exports all SCO, eSCO, and A2DP audio
Audio Synchronization streams available in the trace.
buffer length
Bluetooth Single File Mobile Phone Exports Mobile Phone Data such as VCard
Mobile One fil Data, *.vcf and Messages.
Phone Data ne tie per
transfer/item
Message Procedures, *.PDF, *.PNG Exports the active overview into a
Sequence scale, message sequencing chart.
Chart orientation,

various display

options

ellisys
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Internet None Wireshark Exports filtered IP carrier protocols like

Protocol DUN, BNEP from active Overview

Spectrum None Csv Exports spectrum RSSI samples fopr each
channel.

Logic None Csv Exports logic signal transitions.

Signals

To use the export feature:

1. Open the desired capture file.

2. Select File | Export from the menu.

The Export menu appears:

Export

Export

Flease select the type of data to exportin the list below,

What would you like to export?

Low Level Data

Bluetooth Audio

Internet Protocol
Spectrum
Logic signals

Description

Active Overview Rows

Filtered trace based on Overview
Bluetooth raw data and payload
Bluetooth raw packet import format

Export logic signals transitions

Bluetooth Mabile Phone Data (VCards, Messages)
Message Sequence Chart (MSC)

< Back Mext = ] [ Cancel

3. Select the desired export method.

4. Click on Next.

5. Select any export options as applicable and click on Next.
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The Export menu appears:

Export =
Export ;'L )
Please choose the output file and format. .."L

Export format:

CSV (Comma Separated Values)
%ML (Extensible Markup Language)

Save exported file as:

< Back ” Finish ][ Cancel

6. Select an export format.

7. Select Browse to set a file name and destination.
8. Click on Finish.

The export is complete.

@ To customize the columns displayed in the Overview, right click on the column
headers in the Overview and add columns from a default list, or drag desired
fields from the Details view and drop in the Overview to create a new column.

Export of Low Level Data

With this selection, the user has the option to export in the Ellisys trace format or in Wireshark
format. Wireshark is a third-party open source software application and is available for
download at http://www.wireshark.org. The Wireshark export applies only to HCI captures.

When selecting the Ellisys trace format, the user has options to control the length of the export
(items, bytes, or seconds) using a user-specified starting point based on a timestamp.

Export of Active Overview Rows

With this selection, the user can export from the Overview that is selected (active). The user
may specify the particular columns to be exported, or may specify that all displayed columns be
exported. See Section 7.1 Configuring the Overview Columns for information on adding
columns to an Overview. CSV and XML export formats are provided.
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Export Filtered Trace Based on Overview
With this selection, the user can export the current trace based on the filtering applied.
Export of Bluetooth Raw Data and Payload

With this selection, the user can export into raw data (including headers, etc.) and/or payload
into CSV, text, or XML formats. The item’s name and timestamp can be exported or excluded.
The user may include root items only, or may select a hierarchy of items to export.

Export of Bluetooth Raw Packet Input Format
With this selection, the user can export the packets in a capture to an ASCII format.
Export of Bluetooth Audio

With this selection, the user can quickly export any captured SCO, eSCO, and A2DP audio
streams in the active Overview to WAV format. A PCM (Pulse-Code Modulation) selection allows
the user to specify buffering, no buffering, or to select a specific synchronization buffer length.
Audio streams are exported by direction, and individual audio streams are exported into
separate WAV files.

Export of Bluetooth Mobile Phone Data

With this selection, the user can export mobile phone information, including VCard and short
messaging. The user can elect to export a single file, one file per transfer, or one file per item.
If a photo is attached to the export, the user may elect to include or exclude the photo.

Export of a Message Sequence Chart

This selection exports a graphical master/slave depiction of message procedures from the active
Overview. The display of procedures is controlled by selections available in the export menu,
including Compact, Expand, and Flatten, as shown below.

Various export options are available, including display of timestamps, protocol layers, item
parameters, scale, and page orientation, as shown below:
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Compact (Shows Procedures without Children). LMP only is displayed for simplicity.

Master|

Export

Export
Please select the export options.

Procedures

Compact  Show procedures without children
@ Bxpand  Show procedures and children
Hatten Show procedures's children anly

Extra info
| Show time
| Show protocol layers individually

| Show item parameters (text in parenthesis)

Other options
Scale 100% -
Page orientation @ Portrait Landscape

[ < Back ” Next >

Cancel

SimpleScatternet.btt

Paging

Slave

LMP Version Exchange

LMP Features Exchange

LMP Extended Features Exchange

LMP Host Connection

LMP Setup Complete

LMP Auto Rate

LMP Auto Rate

LMP Timing Accuracy Transaction

LMP Channel Classification Request

LMP Channel Classification

LMP Features Exchange

Expand (Shows Procedures and Children). LMP only is displayed for simplicity.

Master|

SimpleScatternet.btt

Paging

Slave

LMRA Version Exchange

LMP Version Request

LMP Version Response

LMF Features Exchange

LMP Features Request

LMP Features Response

LMF Extended Features Exchange

LMP Extended Features Request

LMP Extended Features Response

LMHA Host Connection

LMP Host Connection Request

LMP Accepted

LMFA Setup Complete

LMP Setup Complete

LMP Setup Complete

ellisys
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Flatten (Shows Procedures’ Children Only). LMP only is displayed for simplicity.

SimpleScatternet.btt
Master| @L_el

Paging

LMP Version Request

LMP Version Response

LMP Features Request

LMP Features Response

LMP Extended Features Request

LMP Extended Features Response
LMP Host Connection Request
LMP Accepted
LMP Setup Complete
LMP Setup Complete
LMP Auto Rate
LMP Auto Rate
LMP Timing Accuracy Request
LMP Timing Accuracy Response

Below is an example of an MSC export, using the Compact selection, showing timestamps,
item parameters, and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX. The
option Show Protocol Layers Individually is selected.

ObexFtp.btt

Baseband
Master

Paging 11811382 750
CELLISYS SYLL >UELLISTS-OLN B'£6, responded, 1.29 5)
L2CAP L2CAP
haster Slave
L2CAP Connection 13213880 625
(100090, PEM=ED P > DT
L2CAP Configure 13238 800 760
(DSI=009A, MTUSGE'535, Flush THosinfit smourt of fat1ans mssons » Sro=0-C040)

L2CAP Configure 13250775 000

Baseband
Slave

(D==00090, MTU=E5'525, Flush Tio=Infinfte amount of rerans mesians > S1o=0-0048)

SDP SDP
Master Slave

SDP Service Search Aftribute Transaction 13322 68 250
(OBEX Fiz Trarster, LECAP AP MM Chd GBER)
L2CAP Connection 13732 6851 250
(Sr=T0at, PSR R COMM > Det00098)
L2CAP Configure 12782651 78
(s =E0095, MTU=0031 > S1c=00041)
L2CAP Configure 137785 7S
(s 0004, MTU=6081 » Sre=0x04E)
RFCOMM RFCOMM
Master Slave
RFCOMM Connect 13780 151 500
(Ghamnci-Signaling)
RFCOMM DLC Parameter Negotiatiol 13763 801 500
(il Creame=t0 |7 0}
RFCOMM Connect 12.807 651 500
Channeea)
OBEX OBEX|
haster Slave
OBEX Operation Connect 14760 188 125
(Targer s Bransing)
OBEX Operation Get 17.085 171 760
(Servioe=File Browsing. Type=x bexfolde  lsting)
OBEX Operation Get 46785338 375
(Servioe=Fils Bronzing, Typa=be bodfolds  leting)
L2CAP Disconnection 46,341 538 250
(S1o=0xE00D. DEO00Ay
OBEX Operation Disconnect a5.360 067 375
CBenioeFile Browsing)
RFCOMM Disconnect 46354088 500
Channea)
L2CAP Disconnection e w25
(S1o=0x0041. D= 00038
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Below is an example of an MSC export, using the Compact selection with no layers. The option
Show Protocol Layers Individually is unselected. Item parameters are displayed.

ObexFtp.btt
Master Slave
Paging
CELLSTS-SYLUAN" » PELLUSYS-OLNGZ" responded. 1283)
L2CAP Connection
(Sromth0040, PEMISDP » D D004
L2CAP Configure

(DF:008, LTU=ES/535, Flush Tiaslnfinfts amart of etrans misz ons » S16=0-000)
L2CAP Configure
(Dst=0-0040, MTU=B5'535, Flush T/o=Infinite amourt of retr ansmissions » Sro=h0044)
SDP Service Search Aftribute Transaction
COBEX Flls Trarefar, LECAP RFC OMM Ch & DBER)
L 2CAP Connection
(Sremha041, PENERE C Ol > De-0-0098)
L2CAP Configure
(Dst=0:0048, MTU=E'081 » Sro=0:0041)
L2CAP Configure
D000, WTU=H031 » Sro=0028)
RFCOMM Connect
(Charnel=Sianaing)
RFCOMM DLC Parameter Negotiation
(il Credis=1:0 [R: )
RFCOMM Connect
(Channerd
OBEX Operation Connect
CTargetFils Browsing)
QBEX Operation Get
(Senvica=File Bronsing. Typ =" sbedfokler loting)
QBEX Operation Get
(S erviceFile Brans ing, Typ =" cbedtoker feting)
L2CAP Disconnection
(Sre=0n00490, Dst=0-0094)
QBEX Operation Digsconnect

(Service=File Bronsing)
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Below is an example of an MSC export, using the Expand selection, showing timestamps, item

parameters, and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX.

ObexFtp.btt
Baseband Baseband
Master Slave
Paging 11211302 780
CELLISTS SYLY > "ELLISYS-OL B46, respanded, 128 5)
L2CAP Connection
(Sre=0400D, PSMESD P > D =0.0044)
L2CAP Connection Request 13213868 25
€5ro=0-0040. P Sh=5DF)
L2CAP Connection Response 12223275 825
(517050040, Dat-0004A, Comn echon suosesshul)
L2CAP Configure
(Bst-0N048, MTU=E535, Flush Tho=Infinte amount of retaremissiors > Sro=0h0040)
L2CAP Configure Reguest 13238 888 750
(©E0X08A, WTU=65535. FIieh Thosiinte s mount of retans missiors)
L2CAP Configure Response 13248 275 000
(5000040, Suscess)
L2CAP Configure
(DSt=0X004D, M TUSEE535, Flush To=Infinits amourt of retrarsmissiors > Sro=00aR)
L2CAP Configure Request 12200775 000
(DS=0004. MTU=B6'535, Flush To=Infite amourt of etranmizsions)
L2CAP Configure Response 13258 198 000
(Sro=0x04A, Succsss)
SDP
Slave
SOP Service Search Attribute Transaction |
(OBEX Fils Trarsfar: L2CAP RFCOMM £h 4 DBEX) |
SDP Service Search Aftribute Request 1332284 250
| (DBEX File Trarstar)
SDP Service Search Attribute Response 133320 828
T (ZCAP RFCOMMENG DBER)
L2CAP Connection |
(Sre=0n0041, PSM=RFCOMM > Dst=00048)
L2CAP Connection Request 13752651 250
(5r =DM, PS5 hi=RF CORMM)
L2CAP Connection Response 12757 027 250
(51050041, Dat-0004B, Comnachon suosesshal)
L2CAP Configure
(Lst=0:D048, MTU=E#031 » 510=0x0041)
L2CAP Configure Request 13762851 373
(©E0x0045, MTU=5aT)
L2CAP Configure Response 1377202 375
(G T00H. S ucoess)
L2CAP Configure
(BSt=OXI041, MTUSE091 > Sro=0xE048)
L2CAP Configure Request 1377452 378
(D=0001, MTU=B0GT)
L2CAP Configure Response 12778801 200
CSro=0E04B, Suceass)
RFCOMM RFCOMM|
Master Slave
RFCOMM Connect
(ChannamSigraling:
RECOMM SABM Frame 1370 151 00
RECOMM UA Frame 13799527 375
RFCOWM DLC Parameter Negotiation
nitia Cradis=t0 | R: )
RFCOMM DLC Parameter MNegotiation Command 13785 801 500
(Initial Cre dits=0)
RFCOMM DLC Parameter Megotiation Response 12803 278 S0
(Initial Cre dits=01)
RFCOMM Connect
(Channes)
RFCOMM SABM Frame 13807651 500
(Channekdy
RECOMM UA Frame 13817 027 &25
(Channekdy
OBEX
Slave
OBEX Operation Connect
(Target=File Braning)
OBEX Connect 14780 15 125
(Target=Fils Bron ing)
OBEX OK 17.520 767 250
(Sanow=Fila Broms ng, Wha=Fila Bramsing)
OBEX Operation Get
. Type=t 2
OBEX Get 17905 171 750
(Servioe=Fils Broweing, Type"s ob wofolder ieting')
OBEX OK 17988 208 78
(Semica=rils Branting, Lengthegag)
OBEX Operation Get
 Trpe=! "
OBEX Get 4570553 75
(Servioe=File Browsing, Type" ob sufolder Iting')
OBEX OK 4574700 125
emica=Fils Bransing, Lengtha)
L2CAP Disconnection
(Sro=000040, DsEO-I044)
L2CAP Disconnection Request 4834155 250
(G1e=051090. Da=XI0AR)
L2CAP Discannection Response 46363 963 376
(G1e=05100  Da=X008)
{ OBEX Operation Disconnect
| ServivesFite Brosing) 1
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Below is an example of an MSC export, using the Flatten selection, showing timestamps, item
parameters, and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX.

RFCOMM
Master

SDP
Master

L2CAP
Master

Baseband
Master

ObexFtp.btt

Bageband
Slave

Paging

>,

(ELLSYS YL

SUELLISYS-OL)

L2CAP Connection

 rasponded, 129 5)

11811302 750

L2CAP
Slave

1321389 625

(51=0-0090, PEM=SDP > D-0:4048)

L2CAP Configure

13.239 899 750

(DeE0009A,

(TU=EE'G35, Flush Tio=Infi

mourt of atian:

L2CAP gure

13250775 000

(DSE0000,

SC

TU=E5%535, Flush Tio=Infinfte amourt of retan

P Service Search Aftribute Transaction

SDP
Slave

1222269 250

(DBEX File Trarster: LZCAP RFC OMM Cha DBEX)

L2CAP Connection

1373268 250

(5100041, PSNERF COMM = Ds-0:0048)
L2CAP Configure

13782681 975

(DEHODAB, MTU=E091 > S10=0-0041)

L2CAP Configure

1774650 376

(DsEGO0AT, MTU=B081 = Sro=0x098)

RFCOMM Connect

RFCOMM
Slave

13780 181 =00

RFCOWM DLC Parameter Negotiatiol

(Channel=signalng)

13783 901 500

(nifal Credis=t:0 | R: ©)
RFCOMM Connect

13207 551 500

OBEX
haster

(Channea)

QBEX Operation Connect

OBEX|
Slave

14780128 125

(Target=Fis Brasing)

OBEX Operation Get

1785 171 750

(S ervice=File Browsing. Typ e ob afolde  lsting’)

OBEX Operation Get

578833 75

(3ervies=Fils Browsing, Typ s ab edfolder loting')

L2CAP Disconnection

26.941 598 250

(SI1=05009D, DSt-0¥0035)

OBEX Operation Disconnect

a6.350 087 378

(Sernica=File Bromsing)

RFCOMM Disconnect

46354008 500

(Channeea)

L2CAP Disconnection

8,307 837 B2

Export of Internet Protocol

(S10=0x0041, D5t=0+0038)

This selection allows for export of IP carrier protocols, such as BNEP and DUN. The export is
carried out from the currently selected Overview (i.e., the active Overview). Wireshark format

is supported.

Export of Raw Spectrum Information

This selection allows for export to CSV of RSSI for each channel. The raw spectrum capture
option must be enabled on the BEX400 unit and Wireless Spectrum must be selected in the
Wireless tab located in the Record menu, under Recording Options | Wireless. With the unit
attached to the PC via the USB control connection, see Help | About for a list of installed

options.

Export ogf Logic Signals

This selection allows for export of captured logic signal transitions into CSV format. The logic
signals capture option must be enabled on the BEX400 unit and Logic Signals must be
selected in the Wired tab located in the Record menu, under Recording Options | Wired.
With the unit attached to the PC via the USB control connection, see Help | About for a list of

installed options.
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5. Workspaces and Layouts

5.1 Using Workspaces

The application allows the user to define a Workspace, which is a way of saving different sets of
user settings preferences, such as display settings and other settings, like recording options,
window/pane layouts and protocol verifications options (such as those available in the Tools
menu, under Protocol Verifications).

Workspaces can be edited and can also be exported for use on another PC.

A default Workspace is provided by the application, but users may create and save new
Workspaces as desired. A non-exhaustive list of items affected by Workspace settings is shown
below:

General options

Window layouts

Most recently used (MRU) files
Recording options

Overviews (BR/EDR, LE, HCI, WCI-2, Injection)
Details pane

Protocol Sight

Instant Audio pane

Instant Channels pane
Instant Throughout pane
Instant Spectrum view

Raw Data pane

Summary pane

Instant Timing pane

Bluetooth analysis

Remote Control

To create a new Workspace:

1. Select File | Switch Workspace from the menu.

The Workspace menu appears:

Workspace @
Select a workspace
The workspace contains all your settings and options. Choose a workspace name to use
below.
Workspace name:  Default - Mew
0K || Cancel
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2. Click on New.

A new Workspace name appears:

Workspace @

Select a workspace

The workspace contains all your settings and options, Choose a workspace name to use
below,

Workspace name: | [Nk e -
@ Create using default settings

Create using curent workspace’s settings

[ ok ][ cancel |

3. Accept the name provided by the application, or type in a new name in the Workspace
name box. Select Create using default settings to establish a new Workspace based on
the default settings.

Alternatively, select Create using current workspace’s settings to establish the new
workspace based on the current settings.

4, Select OK.

To change from one Workspace to another:

1. Select File | Switch Workspace from the menu.

The Workspace menu appears:

Workspace @

Select a workspace

The workspace contains all your settings and options, Choose a workspace name to use
below,

Workspace name:  Default - MNew

oK || Cancel

2. Select the Workspace name drop-down arrow.

3. Select the desired Workspace name.

4, Click on OK.

To remove a Workspace:

1. Select File | Switch Workspace from the menu.
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The Workspace menu appears:

Workspace @
Select a workspace
The workspace contains all your settings and options. Choose a workspace name to use
below.
Workspace name:  Default - Mew
0K || Cancel

2. Select the Workspace name drop-down arrow.
3. Select the desired Workspace name.

4. Click on Remove.

5. Click on OK.

To export Workspace settings to a file:

1. Select File | Import and Export Settings from the menu.

The Import and Export Settings Wizard menu appears:

Import and Export Settings Wizard

A

Import and Export Workspace Settings =
You can use this wizard to import or export specific categories of settings, or to reset your -t
workspace to the default settings.

What do you want to do?

@ Export settings
Settings will be saved to a file so they can be imported on another computer.

Import settings
Import settings from a file to apply them to the environment.

Restore default settings
Reset all environment settings to the defaults.

Mext = || Cancel

2. Select Export settings.

3. Click on Next.
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The Export menu appears:

Import and Export Settings Wizard @
Import and Export Workspace Settings = )
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

Store my settings in this file:

myexpor}: Browse...

@ Export all workspace's settings
_) Export only the selected categories of settings below

Window Layouts -
Most Recently Used Files (MRLI)
Recording Options

BR/EDR Overview

Law Energy Overview

HCI Overview

Details View

Raw Data View

Summary View

Bluetooth Analysis <

m

[ < Back “ Finish ‘I Cancel J

Select Export all workspace’s setting or alternatively, select Export only the selected
categories of settings below and check the desired categories.

4. Select Browse to specify a location to name and save the file.
5. Click on Finish.

To import a Workspace settings file:

1. Select File | Import and Export Settings from the menu.

54 of 201 | Workspaces and Layouts eIIisys



The Import and Export Settings Wizard menu appears:

Import and Export Settings Wizard @
Import and Export Workspace Settings =k
You can use this wizard to import or export specific categories of settings, or to reset your -yt

workspace to the default settings.

What do you want to do?

| Export settings

Settings will be saved to a file so they can be imported on another computer,

@ Import settings
Import settings from a file to apply them to the environment.

' Restore default settings
Reset all environment settings to the defaults.

Mext = ] [ Cancel
2. Select Import settings.
3. Click on Next.
The Import menu appears:
Impert and Export Settings Wizard @
Import and Export Workspace Settings =, i
You can use this wizard to import or export spedfic categories of settings, or to reset your .l"E

workspace to the default settings.

Load my settings from this file:

Ciimyfiles\mysettings. bttse

@ Import &l settings
) Import only the selected categories of settings below

General Options -
Recording Options

Bluetooth Analysis

BR/ECR. Overview

Protocal Sight

HCI Overview

Instant Timing

Low Energy Overview

Most Recently Used Files (MRLU)
Summary View -

m

< Back ” Finish ][ Cancel
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4. Select Import all settings or alternatively, select Import only the selected categories
of settings below and check the desired categories.

5. Select Browse to specify a location to name and save the file.
6. Click on Finish.

To restore default Workspace settings:

1. Select File | Import and Export Settings from the menu.

The Import and Export Settings Wizard menu appears:

Import and Export Settings Wizard @
Import and Export Workspace Settings = )
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

What do you want to do?

Export settings
Settings will be saved to a file so they can be imported on another computer,

Import settings
Import settings from a file to apply them to the environment.

@ Restore default settings
Reset all environment settings to the defaults.

Mext = || Cancel

2. Select Restore default settings.

3. Click on Next.
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The reset default menu appears:

H

Import and Export Settings Wizard

Import and Export Workspace Settings =1
You can use this wizard to import or export specific categories of settings, or to reset your -t
workspace to the default settings.

@ Reset all settings to defaults

Reset only the selected cateqories of settings below

<

Window Layouts B
Most Recently Used Files (MRL)
Recording Options

BR/EDR. Overview

Low Energy Cwverview

HCI Cwerview

Details view

Raw Data View

Summary View

Bluetooth Analysis o

m

e e Y

| < Back || Finish || Cancel |

4. Select Reset all settings to defaults or alternatively, select Reset only the selected
categories of setting below and check the desired categories.

5. Click on Finish.

5.2 Using Layouts

Layouts can be used to customize the size and position of the application’s various panes and
windows. Layouts can also be used to customize which panes and windows are displayed.

On installation of the analyzer application, a default layout is provided, but users may add
additional layouts as desired. Layouts are auto-saved, in that as changes are made to the
active layout, they are saved to that layout without any further action required by the user.

A reset feature is provided to set a layout to its original factory default parameters.

To create a new layout:

1. Select Layout | New Layout from the menu or click on the Add... button in the Layout
Quick-Menu, located at the top-right of the application interface:

B Full screen
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The New Layout dialog appears:

Mew Layout @

Layout name  |myLayout

[ ok || cance |

2. Enter a name for the layout and click on OK.

The new layout is created and is now accessible in the View | Layout menu and in the Layout
Quick-Menu:

E myLayout | B3 Full screen B Analysis | 5 Add...

To reset a layout to factory default:

1. Select Layout | Reset Layout from the menu.
The layout is reset to the factory default.

To delete a layout:

1. Select Layout | Delete Layout from the menu.
The active layout is deleted and removed from the layouts listed in the View | Layout menu.

To rename a layout:

1. Select Layout | Rename Layout from the menu.

The New Layout dialog appears:

MNew Layout @

Layout name | MewLayoutName|

[ ok || cance |

2. Type the name desired in the dialog and click on OK.

The layout is renamed.

The Default layout cannot be renamed or deleted.
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6. Capturing Traffic

Bluetooth and Bluetooth Low Energy (Bluetooth Smart) traffic in the vicinity of the analyzer,
raw spectrum energy, and/or HCI, WCI-2, Audio I2S, HCI Injection, and logic signal traffic
attached to the analyzer is not recorded until the user takes action to capture this traffic (simply
by clicking the Record button in the analyzer software).

An alternative browser-based remote capture feature is also provided (see Section 6.9, Taking
Captures Using the Web Control Interface).

Traffic captured by the analyzer is temporarily buffered on the analyzer hardware then uploaded
over the USB connection to the hard drive on the controlling computer, giving the user
extremely long capture depth. For even longer capture depth, an automatic segmentation
feature allows the user to automatically segment one long capture into smaller, more
manageable captures.

The analyzer is designed such that no configuration is required in order to take a capture,
although the Recording Options menu provides for inclusion and exclusion of selected traffic
types as well as an optional user-designation of pins to be used for captures taken using the 10
connector on the back of the unit.

When a recording is initiated, the front panel Operating LED will be illuminated.
The BR/EDR and LE LEDs near the Capture antenna port will illuminate
whenever BR/EDR or LE traffic is present in the vicinity of the analyzer,
irrespective of whether a recording has been initiated.

[}
e I I I S y S LWL E Generate CLVILEY' Y Capture |

LE LE@

Power @

Operating @ Explore @

Trigger Bluetooth” Instant Protocol Analysis [—]

6.1 Analyzer Hardware Setup

The basic setup for taking a recording is as shown below. The analyzer is connected over a USB
high-speed connection to a computer that hosts the analyzer application. The USB connection
is used to program the analyzer for any capture characteristics selected by the user, and to
upload traffic to the analyzer application.

& To prevent damage to the analyzer, DO NOT over-tighten the antenna when
connecting it to the analyzer. Screw on the antenna to a light finger-tight
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torque only. Use ONLY the supplied antenna.

Control Computer
hosting BEX400
application

DC Power
12-24VDC 18W

USB cable r

Basic Analyzer Setup

On the Welcome Screen, (View menu > Other Windows > Welcome), please
see the Expert Note entitled EEN_BT04 - Optimal Placement of Your Analyzer
for information on how to position the analyzer relative to your devices for
optimal captures.

6.2 Recording Options

The Recording Options menu provides for control of the wireless and wired capture
characteristics of the analyzer hardware during a recording, including the sensitivity of the
analyzer’s capture, and segmentation of captures. Multiple selections may be made in the
Recording Options menu.

The Recording Options menu controls the capture inclusion and exclusion of the following wired
and wireless traffic types:

= Classic Bluetooth (BR/EDR)

=  Bluetooth Low Energy

=  Wireless spectrum energy

=  HCI traffic (UART, SPI, and/or USB)

= Wireless Coexistence Interface (WCI-2) traffic

= Audio I2S (Inter-IC Sound)

= Logic signals
Capture of UART, SPI, WCI-2, Audio I2S, and logic signals requires the use of the Flying Leads
Cable to adapt to the back-panel I0 connector. See Appendix A — Flying Leads Cable for

details. Default pin assignments are provided upon selection, or the user may specify custom in
assignments.
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To access the Recording Options menu:

1. Select Record | Recording Options from the menu.

2. The Recording Options menu appears (Wireless tab shown below):

Recording options ]

Wireless | wired | Capture management |

Wireless Capture

Classic Bluetooth (BR/EDR)
Bluetooth Low Energy

Wireless Spectrum Resolution: us g

Radio

RF Gain D 0de

] g ai
an;desseettgnng:ﬁom file... [ oK ] [ Cancel ] [ Apply ]

& The resolution setting for the wireless spectrum capture is selectable from 1us to
200us. At lower (higher-resolution) settings, the amount of data captured can
be extremely high (exceeding 80MB/s), resulting in an automated cessation of
the capture process due to the high volume of data being captured and
processed. These lower settings can be used, but the length of the capture will
be limited. If the higher resolution provided by these lower settings is not
needed, a moderate setting of 100us or higher is suggested.
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For wired connections:
1. Select the Wired tab.

The Wired tab appears:

Recording options

| Wireless | Wired | Capture management

Wired Capture

[ usB HET
LJART HCI {primary)

Data IN 0 =« Enterinputname...

Datz OUT 1 + Enterinputname...

UART HCI (secondary)

Data IN 2 - Enterinput name...

Data OUT 3 =~ Enterinputname...

[] 5PTHCI (primary)
SPIHCI (secondary)
[] wireless Coexistence Interface 2
[ Audio 125: Inter-IC Sound
|:| Logic transitions and inputs

Save setfings...
Load settings from file...

-

| [Lconcel ] [ ooy |

To capture BR/EDR and/or LE traffic:

1. Select the Wireless tab.

2. Check the appropriate check box(s).

3. Click OK.

4. Click on Record F on the toolbar.
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To capture USB HCI:

1.

Select the Wired tab.
Check the USB HCI check box.
Click OK.

On the front panel, connect the both sides of this interface to the USB STD-A and USB
Micro-B connectors on the analyzer’s front panel.

Click on Record ¥ on the toolbar.

The analyzer is designed to capture only Bluetooth device class traffic (USB
Device Class = Bluetooth) through the USB front panel ports, or vendor-
specific USB traffic adhering to Bluetooth class structure. Capture of USB
traffic not using Bluetooth device class or structure is not supported.

To capture UART HCI:

1.

Select the Wired tab.
Check UART HCI (Primary) check box.
Click OK.

Attach the Flying Leads Cable between the IO Probe connector on the analyzer’s back-panel
and the signal and GND lines on the UART HCI. Use default pin assignments shown in
Recording Options, or select custom pin assignments. Assign custom names to inputs as
desired. See Appendix A - Flying Leads Cable for details.

Click on Record [ on the toolbar.

To capture a second instance of UART HCI:

1.

Select the Wired tab.
Check UART HCI (Secondary) check box.
Click OK.

Attach the Flying Leads Cable between the IO Probe connector on the analyzer’s back-panel
and the signal and GND lines on the UART HCI. Use pin assignments shown in Recording
Options, or select custom pin assignments. Assign custom names to inputs as desired. See
Appendix A - Flying Leads Cable for details.

Click on Record [ on the toolbar
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To capture SPI HCI:

1. Select the Wired tab.
2. Check the SPI HCI (Primary) check box.
3. Click OK.

4. Attach the Flying Leads Cable between the I0 Probe connector on the analyzer’'s back-panel
and the SPI interface. Use pin assignments shown in Recording Options, or select custom
pin assignments. Assign custom names to inputs as desired. See Appendix A - Flying
Leads Cable for details.

5. Click on Record [ on the toolbar.

To capture a second instance of SPI HCI:

1. Select the Wired tab.
2. Check the SPI HCI (Secondary) check box.
3. Click OK.

4. Attach the Flying Leads Cable between the I0 Probe connector on the analyzer’s back-panel
and the SPI interface. Use pin assignments shown in Recording Options, or select custom
pin assignments. Assign custom names to inputs as desired. See Appendix A - Flying
Leads Cable for details.

5. Click on Record [ on the toolbar.

To capture WCI-2:

1. Select the Wired tab.
2. Check the Wireless Coexistence Interface 2 check box.
3. Click OK.

4. Attach the Flying Leads Cable between the I0 Probe connector on the analyzer’s back-panel
and the WCI-2 interface. Use pin assignments shown in Recording Options, or select
custom pin assignments. Assign custom names to inputs as desired. See Appendix A -
Flying Leads Cable for details.

5. Click on Record I on the toolbar.
To capture logic signals:

Captured logic signals are displayed in the Instant Timing pane. Up to 12 logic signals may be
captured. The Flying Leads cable is used to connect to logic signals. See Appendix A - Flying
Leads Cable for details.
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1. Select the Wired tab.
2. Check the Logic Transitions and Inputs box.
3. Select Add Input to Display in Instant Timing (repeat for additional inputs).

4. Use pin assignments shown in Recording Options, or select custom pin assignments. Assign
custom names to inputs as desired.

5. Attach the Flying Leads Cable between the IO Probe connector on the analyzer’s back-panel
and the logic signal(s) to be monitored. See Appendix A - Flying Leads Cable for details.

6. Click on Record [ on the toolbar.

The analyzer will capture up to 12 logic lines and will compress the logic
transitions with a very efficient engine, but the throughput of the compressed

data will be directly related to the frequency of the lines. The more lines that
are toggling fast, the higher the throughput requirement, and at some point
the internal buffer allocated to the logic stream will get full and the capture will
stop for that stream (the other streams are independent and will continue).

There are a few ways to improve the efficiency of the logic capture:

1. Use a latest generation processor with a fast SSD and make sure that
the PC is not busy doing other tasks during the capture.

2. Make sure that the faster lines are connected on the lower indexes.
For example the fastest transitioning line should be connected to input
0, the second fastest to input 1, etc.

3. 1If signals with high “glitch” rates (such as noisy signals) are received
on the logic capture, this will increase the required throughput. These
glitches can be avoided or reduced with better grounding and increased
space between the wires. If glitches are seen on unused inputs, it is
recommended to connect these inputs to ground.
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To capture Audio I2S (Inter-IC Sound):

Audio captured over the 12S interface is displayed in the Instant Audio pane.
1. Select the Wired tab.

2. Check the Audio I2S: Inter-IC Sound check box.

3. Click OK.

4. Attach the Flying Leads Cable between the IO Probe connector on the analyzer’s back-panel
and the Audio I2S interface. Use pin assignments shown in Recording Options, or specify
desired pin assignments. See Appendix A - Flying Leads Cable for details.

To increase or decrease the sensitivity of the analyzer’s receivers:

1. Slide the Radio RF Gain slide bar to the right (to increase sensitivity) or to the left (to
decrease sensitivity).

2. Click OK.

The Radio RF Gain setting is set to a nominal default value, which is
appropriate for almost all cases. In most cases, this slide bar will not need
adjustment.

6.3 Selecting an Analyzer

It is possible that multiple Bluetooth Explorer 400 analyzers may be attached to a single PC
hosting the analyzer desired for recording.
To select an analyzer:

1. Select Record | Select an analyzer from the menu.
Alternatively, select the drop-down arrow located on the Record [ button located on the
toolbar.

The Available analyzers dialog appears:

Aovailable analyzers @

Please select an analyzer:

Slisys Bluetooth Explorer 400 (BEX400-21520
Ellisys Blustooth Explorer 400 (BEX400-21545)

Use this analyzer by default oK ] I Cancel

2. Select the desired analyzer.

3. Click on OK.
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@ If a recording is initiated without having first selected an analyzer, the
Available analyzers dialog will pop up to request the user to select an analyzer.
Selecting the default checkbox in this dialog will conveniently force the
automatic selection of the specified analyzer on each new recording.

6.4 Injection API

The Bluetooth Explorer 400 application supports an HCI Injection API, selectable in the
Available Analyzers dialog in the Record menu. The Injection API uses UDP (User Datagram
Protocol) to push HCI traffic to the Bluetooth Explorer 400 software, which is displayed live in
the HCI Overview (Injection), just as if this traffic was being captured on one of the standard
HCI capture ports on the analyzer.

In addition, injection of the user’s log messages is supported. This feature allows for the user’s
“printf” debug messages to be displayed in the Message Log Overview, concurrent with any HCI
traffic being captured by the BEX400 hardware. The BEX400 hardware is not required to
capture injection sources.

Use the link below to download helpful documents on the Injection API, including samples.

http://www.ellisys.com/better analysis/bex400a_injection api.zip

To enable the Injection API:

1. Select Tools | Options from the menu, then select the Injection API tab.

2. The Injection API tab appears:

Options =]

Network Settings

UDP Listen Port  |24352 =

Injection Services
V| Message Log
V| HCI

oK Cancel

3. Under Network Settings, specify the UDP Listen Port.

4. Under Injection Services, check Message Log and/or HCI as desired.

5. Click on OK.
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Injected HCI on the specific UDP port can be viewed in the HCI Overview (Injection) once the
Ellisys Injection API recording is initiated Any user debug messages are displayed in the
Message Log Overview.

To initiate recording of Injected HCI traffic:

1. Select Record | Select an analyzer from the menu or alternatively select the drop-down

arrow located on the Record [ button located on the toolbar.

The Available analyzers dialog appears:

Available analyzers @

Please select an analyzer:

—llisys ectio

|Use this anatyzer by default QK ] I Cancel

2. Select Ellisys Injection API.

3. Click on OK.

6.5 Initiating a Recording
A recording can be initiated from the toolbar, keyboard, or the menu.

To initiate a recording:

1. Click on Record I on the toolbar or alternatively, select Record | Start Recording
(Ctrl+R) from the menu.

Recording is initiated according to settings in the Record | Recording Options menu.

6.6 Stopping a Recording
A recording can be manually stopped from the toolbar, keyboard, or the menu.

To stop a recording:

1. Click on Stop 4 on the toolbar or alternatively, select Record | Stop Recording
(Ctrl+Shift+R) from the menu.

The recording is stopped. Any traffic remaining in the analyzer’'s memory is uploaded to the PC
hosting the analyzer application.

Clicking the Stop button a second time cancels the upload of any remaining
traffic still located on the analyzer’s memory.
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6.7 Restarting a Recording

A recording in progress can be restarted from the toolbar or from the Record menu. The
analyzer will stop capturing new data, the data captured until now will be discarded, a new
capture will be created and the analyzer will be started again.

To restart a recording:

1. Click on Restart Li on the toolbar or alternatively, select Record | Restart Recording

from the menu.

The capture in progress is halted, traffic captured is discarded, and a new recording is initiated.

6.8 Using the Auto-Segmentation Feature

The Bluetooth Explorer 400 includes an automatic method to restart successive captures based
on a specified period of time or number of bytes captured. Bluetooth contextual information,
such as connection parameters are maintained from capture to capture. This feature can be
quite useful for reducing one very long capture into several smaller, more manageable
captures, and can provide extremely long capture duration.

An indicator is provided on the toolbar to indicate the progress of the current capture, based on
a ratio of capture volume to a maximum capture time or maximum capture bytes, as specified
by the user.

Successive captures are automatically time/date stamped, and placed in a user-defined
directory. File names may be provided a user-defined prefix and suffix.

As a capture progresses, the user may elect to manually stop the current capture and initiate
the next capture, using the Save and Continue button on the toolbar.

To enable auto-segmentation:

1. Select Record | Recording Options from the menu (or select the Configure button on
the toolbar to open Recording Options directly to the Capture Management tab).

2. Select the Capture Management tab.
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The Capture Management tab appears:

8.

9.

Recording options &
Capture management
Capture Storage
Captures directory C:\myCaptures E]
Mame format @ File time ~ Initial time and number
Mame prefix my test
Mame suffix productABC
Sample name myfest 20730278 171271 _poduct ABC bt
Automatic Segmentation
split every b ~| minutes
[ split every 128 ~| MBytes
Keep max 10 = fraces

Save settings...

Load settings from file... [ oK ] [ Cancel ] [ Apply ]

Specify a Captures Directory for storage of the captures.

Select a Name Format: Select File Time to name each capture file with a time/date
stamp as it is saved to disk, or select Initial Time and Number to name each capture with
a time/date stamp based on capture start (along with a serialized/incremental number for
each capture).

Optionally, add a Name Prefix and/or Name Suffix (these will be prepended/appended to
each capture file name).

Select a method for the segmentation to split, Minutes or Mbytes.
Optionally, select a finite number of traces to store, using Keep Max.
Click OK.

Click on Record I on the toolbar.

As captures progress, an indicator on the toolbar provides status information (based on minutes
or Mbytes, as selected in Recording Options):

Auto segmentation: 0.5 of 1 min e |12 Configure... |2
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To manually halt an auto-segmentation capture and start a new capture:

1. Click on Save and Continue “#Save&Contnue on the toolbar.

The current captured is halted and saved, and a new capture is initiated.

6.9 Recovering a Capture

During recording, the analyzer software stores the captured data to a temporary capture file.
In the event of a system or application crash, this temporary capture file can be recovered if
necessary.

The software stores the temporary capture files to the Temporary Files Directory. By default
this directory is located in the user’'s Documents and Settings directory, under Application
Data/Ellisys/Ellisys Bluetooth Analyzer.

1. Depending on the system configuration, it may not always desirable having temporary
Captures stored on the main hard disk. In that case, it is possible to change this directory
as follows:

2. Select Tools | Options from the menu.

The Options menu appears:

Options [

Protocol verifications | Audio Rendering | Remote Control | Web Control | Injection APT Ad\tanced|

Temporary Files Directory
@ Use default directory

Custom:

| ask for recovery of lost temporary files

OK | | Cancel | | Apply

3. Select the Advanced tab.
4. Click on Custom, and browse to the desired directory.
5. Click OK.

Check the Ask for recovery... check box to program the application to prompt
the user to recover temporary files after a crash. This box is enabled by
default.
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6.10 Conducted Recordings

In some cases, users may require a cabled connection between the analyzer’s SMA connector
and the system under test, in lieu of antenna reception. This is referred to as conducted
recording. This setup is particularly useful in order to avoid interferences and thus decrease
dramatically the packet error rate.

Some care must be taken with such a setup in order to not saturate the receivers of the devices
under test and of the analyzer. When the analyzer’s receiver is getting too much power, the
reception quality will drop and the capture file may be unusable. In that case the RSSI field for
the packets (in the Details pane) will be indicated as Too High.

Setting up a correct configuration is left to the user, but usually this involves adding external
attenuation for the devices and the analyzer. The analyzer has an additional capability to add
attenuation up to -30 dB, which may avoid the need for external attenuation.

Note that for performing conducted testing, the user will typically use a "Y"
cable (not supplied) in order to connect 2 devices + the analyzer. The Y cable
itself introduces some attenuation, and as a result, additional attenuation is
usually not necessary. Contact Ellisys for recommendations on third-party Y
cables.

6.11 Taking Captures Using the Web Control Interface

The Web Control Interface feature provides a method to control the analyzer’s capture
processes remotely, over a local area network (LAN). These processes include start capture,
stop capture, and save capture. The default port access is 8080, but the user can specify a
different port as needed.
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To setup the Web Control Interface, connect as shown below:

Control Computer
hosting BEX400
application

Remote Computer

/ Ethernet cable
(or wireless) DC Power
Ethernet cable 12-24VDC 18W

(or wireless)
i USB cable

Web Control Interface Setup

To initiate a capture using the Web Control Interface:

1. Select Tools | Web control interface from the menu.

The default browser opens and displays the page below:

Ellisys Web Control

Available options

» Control capture

2. Select Control capture.
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The page updates as shown below.

Ellisys Web Capture Control

Commands
=» Start capture
Options

Remote captures folder:
C:\Users\customer\Documents\Ellisys Captures

Capture filename brief {optional, will be added to the fillename):

MyCapture

Captures will be automatically named with date and time. The brief will be added if specified.

3. Select a folder destination for the remote captures.
4. If desired, add a filename brief.
5. Select Start Capture.

The capture is now started and the page updates as below:

Ellisys Web Capture Control

Commands

» Stop and save capture
» Abort

» Restart

Status

Capturing to:
C:\Users\ customer Documents\ Ellisys Captures\2012-01-06 12-12-05 - MyCapture.btt

6. Select Stop and Save Capture, Abort, or Restart as needed.

If the capture is saved, the capture file will be saved to the destination previously specified. If
aborted, the capture is stopped and not saved. If restarted, the capture restarts without saving

the prior capture.

To change the default port:

1. Select Tools | Options from the menu.
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The Options menu appears:

Options =]

| Protocol verifications | Audio Rendering | Remate Control | Web Control | Injection API I Advanced|

Web Server Options
Enable web control

Port 2080 =

Protect access
Username myusername

Password LTI

The web server is accessible at:
http: {192, 168.0.4:8080

If you are using a firewall, please make sure the portis accessible and the software is allowed.

Ok ] [ Cancel ] [ Apply

Select the Web Control tab.
2. Check the Enable web control box.
3. Set the port number as desired (default is 8080).

To protect access to the remote computer hosting the BEX400 hardware, check
the Protect Access box and supply a User Name and Password.

Ensure your firewall allows access to the port specified and to the BEX400
application. Contact your IT administrator as needed.

4. Click OK.
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7. Overview Windows

The analyzer software provides separate Overview windows for BR/EDR, Low Energy, HCI traffic
(Injection, USB, UART, and SPI), WCI-2, and a Message Log (associated with the Injection API).

The Overviews are the primary viewer windows, providing a chronological, user-configurable
display of all events and traffic. Overviews provide real-time display of events, searching,
filtering, timestamps, bookmarks, coloring, high-level protocol and profile abstractions, and
other features.

To display an Overview:

1. Select View | Overviews from the menu.

A selection of Overviews is provided:

View

3 petais

! Rawdata

@ summary

H Instant Timing
H Instant Spectrum
'.'. Instant Piconet

''''' Instant Channels

“,  Instant Throughput
fj Instant Audio
o Seaurity
8| Device Traffic Filters
| Qverviews 4 | BR/EDR. Overview
Other Windows * Low Energy Overview
HCI Cverview (Serial)
HCI Overview (Secondary Serial)
HCI Overview (Imjection)
HCI Overview (USEB)
WCI-2 Overview
Message Log

2. Select the desired Overview(s).
3. The selected Overview(s) is/are displayed.

The Overviews are linked to other panes, such as the Instant Timing, Security, Details, Instant
Spectrum, Instant Audio, Instant Channels, Instant Throughput, and Instant Piconet panes.
Additionally, the analyzer is designed such that the applicable Overview(s) will populate in real-
time as traffic is captured.

@ The Overview windows will automatically scroll (append) as new traffic is
captured, with the newest traffic appearing at the bottom of the Overview, but
selecting an event in an Overview will halt the scrolling effect (traffic is still
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being captured). To resume the scrolling effect, select CTRL + END.

By default, the Overviews are stacked as selectable tabs, as shown below, with only one of the
Overviews visible. The user can configure the layout to show multiple Overviews
simultaneously, for example side-by-side or top/bottom, by dragging the desired Overview tab
to another location.

@4 Welcome " BR/EDR Overview | Low Energy Overview | HCI Overview (Seria) | HCI Overview (USB) HCI Overview (Secondary Setial) | WCI-2 Overview | fsf  Instant spectrum qr
Protocol: Single selection ~ oL ERGF I RN hH 158 items displayed
Type fiter... V +|Type fiter V ~|Type fiter W <[ Type fiter... W x|Type fo.. [V +|Type fiter
Time Item Communication Status Originator  Payload -
7.919 547 750 5 LMP Decrease Power Request Master: Mobile Siemens” 00:0D:41: 1C:8C:F3 <-» Slave: *AudioSource” 00:1 Master
8.045 174000 @ i3 L2CAP Connection (5c~OX0DGE, P51 ~SDP » Dst-0x0041) Master: Mobile Siemens” 00:0D:41: 1C:8C:F3 <-> Slave: Slave
8.081 423 500 @ @i L2CAP Configure (Dst=0x0041, 48 » 5C=0X008E, 48) Master: "Mobile Siemens” 00:01 18C:F3 <-> Slave: Slave
5.089 543 625 & & LICAP Configure (s ~OMODBE, 17/=335 » 51 ~0x0041) Master: Mobile Siemens® D0:0D:4: 1C:8C:F3 <-> Slave: Master
8.115 173000 6 RECOMM UIH Frame ( 4, 1: 9-1=8 | R: 18+1=19) Master: Mobile Siemens” 00:0D:41: 1C:8C:F3 <->» Slave: “AudioSource” 00:1..  OK Slave 21 bytes (4154 28 43 53 52
6,118 923000 @ J SDP Service Search Attribute Transaction (Hands-Free Audio Gateway: Hands-Free) Master: Mobile Siemens” 00:0D:41: 1C:8C:F3 <-> Slave: "AudioSource™ 00:1.,  OK Slave
8203922875 @ @ L2CAP Disconnection (5 -=0xD0EE, Os1=0x0041) Master: Mabile Siemens” 00:0D:41: 1C:8C:F3 <->» Slave: "AudicSource” 00:1.,  OK Slave
5.204 547 500 & @) RECOMM UIH Frame ( 4, 1: 8+1=8 | R: 15-1=15) Master: Mobile Siemens® D0:0D:41: 1C:8C:F3 <-> Slave: “AudioSource” 00:1..  OK Master 9 bytes (0D DA 45 525247 5
9.119 546 750 5 LMP Decrease Power Request Master: Mobile Siemens® 00:0D:41: 1C:8C:F3 <-» Slave: *AudioSource” 00:1 Master
9.245 173 375 i (g RFCOMM UIH Frame ( 4, 1: 5-1-8 | R: 18+1-19) Master: Mobile Siemens” 00:0D:41: 1C:8C:F3 <-> Slave: "AudioSource™ 00:1.,  OK Slave 10 bytes (4154 26 56 47 53
9,269 876 675 @ 4 Paging ("AudioSource” 00: 14:7D:21:38:CD > "Moble Nokia” 00: 1A:DC:66:C8:F4, respond...  Master: “AudioSource” 00:14:7D:21:38:CD <-> Slave: Moble Nokia” 00:1A:...  OK Master
11850 794 125 & @) RECOMM UIH Frame ( 4, 1: 8+1=8 | R: 15-1=15) Master: Mobile Siemens® D0:0D:41: 1C:8C:F3 <-> Slave: “AudioSource” 00:1..  OK Master 6 bytes (0D DA 4F 48 0D 0A)
12,406 087 250 82 LMP Version Exchange (Master: 2.1, Slave: 2.0) Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: "Mobie Nokia 00:1A:...  OK Master L
12415 274 125 %@ Inquiry (2 responders, 10.25) Master: “Tnqurer” <- Slave: “Tnaury Listeners™ oK Master r
12,417 669 125 & g RFCOMM UTH Frame ( 4 1: 9-1=8 | R: 18+1=15) Master: "Mobile Siemens” 00:0D:41:1C:8C:F3 <-> Slave: "AudicSource™ 00:1..  OK Slave 10 bytes (41 54 2B 56 47 4D
12.432 337000 # E2 LMP Features Exchange Master: “AudioSource” D0: 14:7D:21:38:CD <-> Slave: "Moble Nokia” 00: 1A:...  OK Master
12,455 087 500 €& LMP Host Connection (Accepted) Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: "Mobie Nokia 00:1A:...  OK Master
12482961750 %2 LMP Setup Complete Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Moble Nokia™ 00:1Az...  OK Slave
12,486 085 250 5§ LMP Set AFH Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Mobile Nokia” 00: 1A, Master
12,500 784 500 & @) RECOMM UIH Frame ( 4, 1: 8+1=8 | R: 15-1=15) Master: Mobile Siemens® D0:0D:41: 1C:8C:F3 <-> Slave: “AudioSource” 00:1..  OK Master 9 bytes (0D DA 45 525247 5
12503 586 125 3 LMP Auto Rate Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: "Mobie Nokia® 00: 1A Master
1250483 000 # &3 LMP Channel Classification Request (AFH Reporting Ensbied) Master: “AudioSource” 00: 21:38:CD <-» Slave: Mobie Nokia™ 00: Master
12,523 585625 52 LMP Features Exchange Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Mobile Nokia” 00: 1A, Master
12,524 212000 53 LMP Auto Rate Master: “AudioSource” D: 14:7D:21:38:CD) <-> Slave: "Mobie Nokia® 00: 1A Slave
12.52483% 625 & & L2CAP Connection (5 -=0x006F, 75 =5DP » 0 =0x0040) Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: "Mobie Nokia 00:1A:...  OK Master
12,525 461875 2 LMP Page Scan Mode (Accepted) Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Mobie Nokia” 00z Slave
12,537 960 875 &2 LMP Timing Accuracy Transaction Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Mobile Nokia” 00: 1A, Slave
12,541 711000 & @z LICAP Configure (D= ~D006F, 1171/-65'535 » 5 -~0x0040) Master: “AudioSource” D0: 14:7D:21:38:CD <-> Slave: "Moble Nokia” 00: 1A:...  OK Slave
12.568 585 125 @ & L2CAP Configure (1= =0x0040, 1171/=48 » 5 -=Dx006F) Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: "Mobie Nokia 00:1A:...  OK Master
12,569 209 875 &2 LMP Features Exchanae Master: “AudioSource” 00: 14:7D:21:38:CD <-> Slave: Moble Nokia™ 00:1Az...  OK Slave 2
. L v

7.1 Configuring the Overview Columns

A default set of columns are displayed in each Overview, but the user can add additional
columns to customize an Overview to a particular task. This is an important and valuable
feature, allowing precise customization of the Overview columns.

Columns can be added in two ways:
e Add a column from a default list available with a right-click from the Overview column header.

e Add a field to the Overview from the Details pane, by dragging the desired field into the

% Show in overview i

Overview or using the Show in Overview button n the Details view.

Using Instant Filters in conjunction with adding columns to an Overview is
especially powerful. Instant Filters are the boxes located atop each column in
an Overview. Note that the addition (or removal) of columns, and the
application of Instant Filters, can be done while a recording is in progress or on
a static or saved capture.

The columns displayed are particular to the Protocols selection that is in effect
(i.e., the user can define a separate set of displayed columns for each
selection). These selections are described in 8.2 Protocol / Profile Filters.
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To add a column to an Overview from the Overview header:

1. Right-click on any column header (e.g., Item, Time, etc.).

A selection of default columns appears:

Time : S
T Hide: column
3.434 95 el 0T 4
3.454 954 375 A LT
3464954125 @ 4 L
3474054 250 @4 L
3496828875 @ 4% L
3515704625 @A L
3519328875 @A L
3520578875 @4 L

3.524 953 500

3.531 203 375

2. Select the desired item.

@ﬁL P Feaklres Transackion

Eng 1 ("Prim" 00: 14:70::

v Status

v Payload

v Tinne
Packet #

v Criginatar
PheysicalChannel
Transmitter
Receiver

v Communication

A new column appears in the Overview at the location selected, and is populated with the

relevant data.

To add a column to an Overview from the Details pane:

1. Select an item of interest in the Overview.

@

Overview.

2. Select the field of interest from the Details pane:

The Details pane is populated as per the selected/highlighted line in the

Details [E]
¥ Al fields | %Show in overview | Display - | Cig 5ea v

Name Value Hex =~

# ATT Read By Type Regquest Packet (28 - 34, Characteristic Declaration)

El g* Packet Information =
%4 Radio | 4
3[3 Link Layer
3[3 Timing
%4 Devices
B “4 security

& Encryption Decrypted
@ CCM Packet Counter 8
= =+ Packet Content
£ %% Header
@ LLID L2CAP Start Fragment / Complete 0x2
o
@ SM Ox1 Ox1
@ MD Ox0 0x0
& Payload Data Length 15 0x0F
@ Data 11 bytes

&3 L2CAP Frame Channel=0x0004 (ATT)

sy L2CAP SDU Basic, 7 bytes -

€| 1 r
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3. Click Show in overview % 2 T in the Details toolbar or alternatively, drag and

drop the desired field into the Overview (grab the blue icon adjacent to the desired field).

A new column is created in the Overview and populated with the relevant data.

To resize a column:

1. Position the mouse pointer at the vertical line border at the left or right of the desired
column.

2. When the mouse pointer changes to a resize indicator, left-click and drag to the desired
size.

The column is resized.

To hide a column:

1. Right click on the desired column header.

2. Select Hide Column or alternatively, right-click on any column header.
3. Select Columns.

4. Deselect the desired column from the list.

The column is hidden.

To control information displayed in the Overview’s Communication column:

1. Select the drop-down arrow located in the Communication column.
2. Select Display.

Options are presented for showing Name and Address, Name Only, and Address Only:

Filter

®x  Clear criteria

| Display » [ ] Nameand Address
Marne only
Address only

3. Select the desired option to configure the information displayed in the Communication
column.

To hide a column:

1. Right click on the desired column header.

2. Select Hide Column or alternatively, select Columns and deselect the desired column from
the list.

The column is hidden.
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7.2 Color-Coding an Overview

Adding color to Overview items can help greatly with at-a-glance identification of specified
protocols, profiles, events, statuses, etc. Coloring can be added with a convenient right-click or
using the Colorize menu.

To add coloring using the right-click option:

1. Select the desired line in the Overview.
2. Position the mouse pointer over the desired column on the selected line.

3. Right-click the mouse and select Colorize **’, where **’ will equate to the contents of the
selected line/column.

Keep only 'L2CAP
Exclude 'L2CAP"
| Colorize 'L2CAP k | |:| Green
@ Keep Only Mobile Nokia, AudioSource L] Yellow
Orange
Fully expand itern E J
Red
Fully collapse item I:‘
Violet
Show in Instant Timing view l:‘ Magents
Search... I:‘ Cyan
Colering » I:‘ Gray
Set time reference
Reset time reference

4. Select the color desired.
The Overview is updated to colorize the selected line/column.

To add color-coding using the Colorize menu:

1. Right-click in the desired Overview and select Coloring | Add Color.
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The Colorize dialog appears:

Colorize BR/EDR traffic

[ 31 Payload | A Tet |[] % Field |

Data to search for

Data type Search for all data types

Interpreted bytes | Hey bytes: <none
ASCII text: <none>
Unicode text: <none >

Length From to bytes
Search in @ Payload ) Raw data
Colorize items that Match All - - B

To colorize events by payload content:

1. Select the Payload tab.

2. Enter Data to search for and/or a payload Length range.

3. Select Data Type as needed.

4. Select Search in Payload or Search in Raw Data to highlight matching packets.

5. Select the desired match type in the Colorize items that drop-down menu.

. Match All - Finds items that match all selected criteria.

. Match Any - Finds items that match any of the criteria.

] Don’t Match All - Finds items that do not match all of the selected criteria

(opposite of Match All).

. Don’t Match Any - Finds items that do not match any of the selected

criteria (opposite of Match Any).
6. Select the desired color and click on Colorize.
Events matching are colorized in the Overview.

To colorize events by text string:

1. Select the Text tab.

ellisys
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The Text tab appears:

Colorize BR/EDR traffic =
S Tet | % Field

Texts are searched in column strings
Item ~ (2.0 Imp, 12cap)
Status ~ (2.0 lok)
Payload ~ (e.g: 4bytes)
Time * (=g 1.37)
Time delta -
Packet # R
Originator paster| » | (e.g: Master)
Transmitter -
Receiver -
Communi... -

Colorize items that Match All v - B

2. Use the one or more text string drop-down menus provided to characterize the color search.

@ Text entered into the various boxes by selecting an item in the drop-down
menus can be edited, or text may simply be entered directly into the boxes
without selecting the drop-down menus. Use commas to separate OR items on
any line. Use of the ! (not) symbol will exclude a text string from the search.

3. Select the desired color and click on Colorize.
Events matching are colorized in the Overview.

To colorize events by field value:

1. Select the Field tab.
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The Field tab appears:

Colorize BR/EDR traffic

Mame  Channel Number
Mame

Mame LAP

Mame

Mame

Sample CID

-

-

-

|D Bit Payload|l:| 5] Text | %2 Field

Fields are searched in the Details view

Value
Value
Value
Value
Value

Value

75,55,28]

66:C8%

0040

Colorize items that Match all

-

- [

@ Values in the Name boxes are synchronized to the selected event in the
Overview, which is synchronized to the Details view. The Value boxes reflect
data elements displayed in the Details View. Users may type strings (values,
wildcards, or ranges) directly into the Value boxes.

2. Select one or more items from the Name boxes.

3. Select corresponding items from the Value boxes.

4. Select the desired match type in the Colorize items that drop-down menu.

5. Select the desired color and click on Colorize.

Events matching are colorized in the Overview.

To display a count of matching criteria:

1. Define the search/colorize criteria from the Payload, Text, and/or Field tabs.

2. Select the drop-down arrow at the bottom-right of the Colorize dialog.

3. Select Count.

The Colorize button changes to a Count button:

4. Click on Count.
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A count of items matching the criteria is displayed:

Search IEI

7.3 Grouping and Ungrouping

The application provides an option to group or ungroup protocols and profiles as displayed in
the Overview. This allows the user to view traffic in high level abstractions (e.g., RFCOMM) or
to drill down to mid-level abstractions (e.g., L2ZCAP) or lower-layers such as baseband and
packet levels. An option to group or not group procedures and transactions is also provided.

Additional options to control the displayed protocols, profiles, and other filtering options are
described in Chapter 8, Display Filters.

To collapse or expand protocols and profiles in the Overview:

1. Select the desired item in the Overview.

2. Select the + icon associated with the item to expand (or double-click) or select the = icon
associated with the desired item to collapse (or double-click).

The selected item is expanded or collapsed as shown:

& @ LMP Increase Power Request "Motebook” 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Slave oK.
[ = =% LMP Extended Features Exchange "Notebook” 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 ErE s
1=/ &g LMP Extended Features Request "Motebook” 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Master oK.
=i, @ ACL-C transfer "Notebook” 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Master oK 12bytes (FEO30101010000 ...
=7 = DM1unit (ACL-C, 1 Mbps) "Motebook™ 00:02:76: 1E: 10:E6 <->» "Phone” 04: IE:64:63:03:68 Master oK 12bytes (FEO30101010000 ...
= DM1 packet (ACL-C, 1 Mbps) "Motebook™ 00:02:76: 1E: 10:E6 <-=> "Phone” 04: 1E:64:63:03:68 Master oK 12bytes (FED30101010000 ...
4 MULL packet (ACL, 1Mbps) "Motebook™ 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Slave oK
&2 LMP Extended Features Response "Motebook™ 00:02:76: 1E: 10:E6 <-> "Phone™ 04: 1E:64:63:03:68 Slave oK
# &g LMP Increase Power Request "Motebook” 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Master oK.

When grouping is enabled, the number of consecutive events is listed in
parentheses along with the grouped item, as shown on the NULL packet in the
figure above.

To enable grouping of procedures and transactions:

1. Select Group Procedures and Transactions from the Protocol drop-down menu on the
Tool Bar:

Protocol: Single selection -
Single selection

Multiple selection

Custom grouping

Group procedures and transactions
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Transactions and procedures are grouped:

[@ ATT Read (Characteristic Dedaration: Read, 11, Glucose Measurement)

¥, & ATT Read (Glucose Measurement: E8, . 0g/dl, 7, bl

= @ ATT Read (Characteristic Presentation Farmat: Int16, -1, a, Bluetooth SIG Assigned Mumbers, a)
[ ATT Read Transaction (Characteristic Presentation Format: Int1s, il a, Bluetooth SIG Assigned Mumbers,

[ ATT Read (Characteristic Dedaration: Read, 14, Battery Level)

=l [ ATT Read (Battery Level: 33 %)
= 2 ATT Read Transaction (Battery Level: 33 %)
# [E, ATT Read Request Packet (Battery Level)
# [Ee ATT Read Response Packet ( 33 %)

f@ ATT Read (Battery Power State: Unsupparted, Unknown, Unknawn)
[/ ATT Read (Characteristic Dedaration: Read, 11, Glucose Measurement)
[ ATT Read (Characteristic Dedaration: Read, 14, Battery Level)

To disable grouping of procedures and transactions:

1. De-select Group Procedures and Transactions from the Protocol drop-down menu on
the Tool Bar:

Protocol: Single selection ~

Sinale selection

Multiple selection
Custom grouping

Group procedures and transactions

Transactions and procedures are not grouped:

*

|5 ATT Read Response Packet (OE FF 00 00 01 00 00)
|5, ATT Read Request Packet (Characteristic Declaration)
{B ATT Read Response Packet (02 0E 00 19 24)

s ATT Read Request Packet (Battery Level)

Ee ATT Read Response Packet (21)

|5 ATT Read Request Packet (Battery Power State)

[E¢ ATT Read Response Packet (21 03 E8)

& ATT Read Request Packet (Characteristic Dedaration)
[E= ATT Read Response Packet (02 0B 00 18 24)

BEE®BE®EBE®

7.4 Overview Timing Measurements

The Overviews include precision timestamps associated with each event captured. These are
displayed in the Time column. The default timestamp format is a relative (Delta) time format,
shown as sec.milli micro nano. Additionally, two absolute time formats are available, including
UTC time and local system time.

@ The Overviews can be linked and unlinked to the Instant Timing, Instant Audio,
Instant Channels, and Instant Throughput panes as well as the Instant
Spectrum view. By default, the active Overview is linked to these panes, and
events selected in an Overview are instantly displayed in them. Timing
measurements are easily made in the Instant Timing pane and Instant
Spectrum view. See Section 9, Instant Timing Pane or Section 10, Instant
Spectrum View for more information.
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To set a time format:

w

1. Click on the Filter selection icon v - associated with the Time column.
2. Select Display.

3. The Time Format menu appears:

Type filter... W
Time Filter
®  Clear criteria

| Display » | Relative time

Absolute time (local)

Absolute time (UTC)

4, Select the time format desired.
5. The Overview’s Time column is populated with the selected time format.

To set a zero time reference for Delta time:

1. Right-click anywhere in the Overview.
2. Click on Set Time Reference.

The selected event in the Overview is assigned a timestamp of zero. Events occurring after the
zero-stamped event are incremented with positive timestamps, and events occurring before the
zero-stamped event are incremented with negative timestamps. The Instant Timing, Instant

Piconet, Instant Spectrum view, and Security panes are updated with the new timestamp value.

To reset a time reference to the original value:

1. Right-click anywhere in the Overview.
2. Select Reset Time Reference.

The events captured are reset with the timestamp values originally when the capture was
taken.

7.5 Synchronization to Other Panes

By default, the Overviews are automatically synchronized to other panes in order to give the
user a comprehensive understanding of traffic captured, and to ease navigation. Navigation
through an Overview will cause synchronized tracking in the Instant Timing pane, the Details
pane, the Instant Spectrum view, Instant Channels pane, Instant Throughout pane, Instant
Audio pane, and the Raw Data pane.

Conversely, selection of timestamps located in the Security pane and Instant Piconet pane allow
the user to jump to relevant locations in the Overviews.
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A double click on the graphical audio representations in the Instant Audio pane will force the
pertinent Overview to navigate to the location where the double click is made.

If the Instant Timing pane is configured to disable synchronization with the Overview(s), i.e., to
not track selections made in the Overview(s), the user can force the Instant Timing pane to
jump to the selected Overview event as described below.

To force the selected event in an Overview to display in the Instant Timing pane:

1. Right-click in the desired Overview.
2. Select Show in Instant Timing view.

The Instant Timing pane jumps to the event selected in the Overview.

7.6 Using Markers in Overviews

Items in the Overviews can be annotated with markers and saved with a capture. Markers are
also quite useful for remote collaboration among different users. Markers can be edited to add
descriptive notes. More than one marker can be placed on an event and can be color-coded to
differentiate among the various users creating the markers.

Markers can also be exported and imported to/from a capture, alleviating the need to send

capture files between collaborators who may already have the original capture file. Further,
markers can be sent and retrieved over the Ellisys secure cloud (see Section 4.5, Sharing a
Capture File to the Cloud).

Markers placed in an Overview are automatically replicated in the Instant Timing pane, the
Instant Throughout pane, the Instant Audio pane, and the Instant Spectrum view.

To add a marker in an Overview:

1. Select the event to be marked in the Overview and click on the Markers button (F9) on the

toolbar . =Mark&rs * o ajternatively, left-click or right-click in the gray vertical column at the

far-left of the Overview adjacent to the item desired for marking.

The Add a new marker dialog appears:

Add a new marker Close

w > Delete marker

2. Add comments as desired.

3. Select a color for the marker as desired.
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4. Click on Close.

A marker is placed adjacent to the event in the Overview and in other relevant panes as
described above:

|:| g&_—: LMP Page Scan Mode (Accephed)

Instant Timing
k(< Q EI_' origin: 1,508.48 ms ~ span: 1251 ms ~ | Display ~ Lig
Wireless
"Mobils Mokis" 00:18:DC... I %1- %‘-‘- %‘-‘-
Add a new marker Close
E2! LMP Increase Power .. [] Marker #12
o750 osoo | osso | o3oe | o9ko 125
1,510.00 ms |

@ Alternatively, right-click in the gray column at the far-left of the Overview to
add a marker, or to add a marker with a note.

Mark this item

Write a note

@ Multiple markers may be placed on a single event. Use of the color-coding can
facilitate technical “conversations” between users by assigning different colors
to different users.

To delete a marker:

1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, select the Markers button (F9) on

the toolbar, . = Markers ~

3. Position the mouse pointer over the desired marker:
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1T Markers (3) » o4 Ol =

Mark selected item Fa

Delete all markers

Import markers. ..

Export all markers. ..

Marker #£5

[] LMP Set AFH 9.763 569875 G0 ko marker

Edit

Marker #2

Marker #11

[] LZCAP Configure (Ox0O06F, 0x0040) 9,534 537 575 ,

[] LMP Authentication Random Numb 16,042 255 575 .

Delete

4, Select Delete.
The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited.

2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the

Marker button on the toolbar.
3. Select the desired marker.
4, Select Edit.

The selected marker opens for editing.

To access markers embedded in Sub-Items (Grouped Items):

1. Place the mouse pointer over the marker(s) at the left of the desired event.

+ g’.ﬁ LMP Setup Complete

The Markers on sub-items menu appears:

tarker #1
Markers on sub-items

[} LMP Setup Complete
Marker #2

] LMP Setup Complete
Marker #3

3.496 828 875

3.514 954 500

2. Select the desired marker.

The grouped item expands, with the marked item adjacent to the selected marker highlighted:

= éﬁ LMP Setup Complete
— + ﬁ LMP Setup Complete
] % &, LMF Setup Complate

ellisys
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7.7 Search Features

Several search features are provided to enable searching the selected Overview. These include
Instant Search, a configurable search menu, and several Go-To features.

To enable the Instant Search:

1. Type the text string desired in the Instant Search box located at the top-right of the
selected Overview, or select Search | Instant Search (Ctrl+I) from the menu to place the
cursor in the Instant Search box.

retiee T
2. Select ENTER.

The line where the string is found is highlighted in the Overview.

@ Press F3 to search next.

@ Use commas to separate multiple search values. Wildcards (*) can be used.

To use the Search menu:

1. Right-click in the Overview and select Search or select Search | Search (Ctrl+F) from the
menu.

The Search Bluetooth dialog appears:

Search BR/EDR traffic =]

311 Payload | A Text |D 4 Field |

Data to search for A
Data type Search for all data types -
Interpreted bytes | Hex bytes: <none: -

ASCII text: <none>
Unicode text: <none = .

Length From to bytes

Searchin @ Payload (O Rawdata

Find items that Match all - [ search up B

To search events by payload content:

1. Select the Payload tab.

2. Enter Data to search for and/or a payload Length range.
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3. Select Data Type as needed.

4. Select Search in Packets or Search in Transactions to search packets or transactions.

5. Select the desired match type in the Find items that drop-down menu.

6. Click on Find Next.

The next event matching the search criteria is highlighted in the Overview.

To search events by text string:

1. Select the Text tab.

The Text tab appears:

2. Use one or more text string drop-down menus provided to characterize the search.

@ Text entered into the various boxes by selecting an item in the drop-down

Search BR/EDR traffic

301 Payload 5] Text

Texts are searched in column strings

Item LMP=

[[] 4 Field

+ (e.g:lmp, 12cap)

Status |
Payload

Time

Time delta

Packet #

Originator Master
Transmitter

Receiver

Communi...

+ f{e.grlok)
+ (e.g: 4bytes)

+ (g 1.37)

+ (e.g: Master)

Find items that

Match all

-

R

menus can be edited, or text may simply be entered directly into the boxes
without selecting the drop-down menus. Use commas to separate OR items on

any line. The “!” (not) symbol will exclude a text string from the search.

3. Select the desired match type in the Find items that drop-down menu.
4. Click on Find Next.

The next event matching the search criteria is highlighted in the Overview.

To search events by field value:

1. Select the Field tab.

ellisys
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The Field tab appears:

Search BR/EDR traffic =

|D s PayloadlD o] Text | 1% Field

Fields are searched in the Details view

Mame  Channel Number - Value 76,55,28 -
Mame - Value -
Mame  LAP - Value 66:C8% -
Mame - Value -
Mame - Value -
Sample |CID Value 0040

Find items that Match All - [C] searchup B

@ Values in the Name boxes are synchronized to the selected event in the

Overview, which is synchronized to the Details pane. The Value boxes reflect
data elements displayed in the Details pane. Users may type strings (values,

wildcards, or ranges) directly into the Value boxes.
Select one or more items from the Name boxes.
Select corresponding items from the Value boxes.

Select the desired match type in the Find items that drop-down menu.

Click on Find Next.

The next event matching the search criteria is highlighted in the Overview.

To display a count of matching criteria:

1.

4,

Define the search criteria from the Payload, Text, and/or Field tabs.

Select the desired match type in the Find items that drop-down menu.

Select the drop-down arrow E] at the bottom-right of the Search dialog.

Select Count. Z Count

The Find Next button changes to a Count button.

5.

Click on the Count button.
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A count of items matching the criteria is displayed:

Search @

|:0] The specified criteria were found 58'666 times.

To search using an Item Number or Item Time:

1. Select Search | Go To (Ctrl+G) from the menu.

The Go to item dialog appears:

Go to itemn... @
Reference:
@ ttem number -
Closest item time 3616 827 750
[ ok || cancel |

2. Select Item number and enter an item number or alternatively, select Closest item time
and enter a timestamp in x.xxx xxx xxx format.

@ The Closest item time value may be entered as an abbreviated timestamp,
such as x.xxx or x.X, in order to approximate the search.

3. Click on OK.
The item found is highlighted in the Overview.

@ The Item Number correlates to the Packet Number column, which is available
in the Overview. If it is not displayed, right-click on the column header to add
this column.

To use a content-sensitive search:

1. Select Search | Go to next or Search | Go to previous from the menu, as desired.
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A content-sensitive menu of searchable items appears:

Seatch |
Search, ., Zhrl+F
Search in 3

&4 Instank search Zhrl+1
Goko,.. Chrl4+3

| G0 ko next 3 |
0 ko previous 4
Find next F3

& Navigate Backward  Al+Left

Baseband Link Conkrol

3

Baseband ACL

Baseband Synchronous

HCI

3

1D (20947 items)
MULL (3239 items)
POLL (2271 items)
FHS (15 items)

2. Click on the item desired.

The selected event is highlighted in the Overview.

,
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8.

Display Filters

The Bluetooth Explorer 400 employs an extremely powerful all-channel digital radio, resulting in
capture of all BR/EDR and LE traffic in the vicinity, along with any attached HCI, logic signals,
Audio I2S, raw spectrum energy, and/or WCI-2 traffic. Consequently, it is often important to
be able to quickly and efficiently filter/drill-down to particular piconets, LE connections, or other
particular communications of interest.

The analyzer software provides several simple and convenient methods to filter the various
displays to the user’s requirements.

On the Welcome Screen, (View | Layout | Welcome), please see the Expert
Note entitled EEN_BTO8 - Separating the Wheat from the Chaff for more

information on how to use the various display filters.

Filters Available

The table below lists the various filters available, where to access, and the intended function:

Filter Type

Instant Filters

Protocol /
Profile Filters

Instant Piconet
Keep-Only Filter

Device Traffic
Filter

Instant Timing
Display Filter

Instant Timing
Keep-Only Filter

Overview Keep-
Only Filter

Instant
Spectrum Keep-
Only Filter

Instant
Spectrum
Display Filter

ellisys

Filter Location

Atop each Overview
column

Filter Bar in Overview
toolbar

Right-click on Instant
Piconet pane

Main toolbar

Display button on
Instant Timing toolbar

Right-click on packet in
Instant Timing pane

Right-click menu on
Overview

Right-click on packet in
Instant Spectrum view

Display button on
Instant Spectrum
toolbar

Purpose of Filter

Highly flexible text string filter used to include or
exclude items displayed in any column.

Single, Multiple, and Custom Grouping
Selections. Allows for display in all panes of only
selected protocol(s), profile(s).

Filters all panes to show only piconet(s) or LE
Connection(s) of interest.

Provides a list of all devices in the current
capture and a database of previously captured
devices, and allows for show/hide of specified
device communications. Allows for exclusion of
background traffic (default). Affects all panes.

Shows/hides Establishment traffic and Idle traffic
in the Instant Timing pane.

Allows user to keep only the selected piconet.
Affects all panes.

Line/Column (cell) context-sensitive filter to Keep
or Exclude selected item.

Allows user to keep only the selected piconet.
Affects all panes.

Shows/hides Establishment traffic and Idle traffic
in the Instant Spectrum pane.
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To determine the current filter status:

Filter status is displayed atop the Overview, indicating how many line items are displayed, and
how many have been filtered from view:

Protocol: Sngle selection * Allayers ¢ & S & D ¥ @& * P08 A0 S b tititemskept, 106 fitered

8.1 Instant Filters

Instant Filters are enacted as text strings in the Instant Filter boxes located atop the columns in
the Overviews.

Instant Filters provide a quick and easy way to remove specific information from the Overview
using a simple syntax entered in the Instant Filter boxes located atop each column. Instant
Filters are comprised of a sequence of character chains and can be separated by commas for
AND operations. Instant Filters are not case-sensitive. Instant Filters may be used on a static
capture, saved capture, or during recording.

@ Use of display filters can speed the process of uploading captured traffic to the
PC. Filtering commonly occurring items that may not be required for the
analysis task at hand can be helpful.

Instant Filters Syntax

The syntax of Instant Filters is as shown below:

filters = [!]filter[ filter,...]

filter = string or wildcard range

wildcard = string containing * or ? characters
range = min..max

Wildcards can be used to perform advanced filtering operations. Use an interrogation point '?'
to match to match any character, or an asterisk '*' to match any suite of characters. An
asterisk is always implied at the end of any search string. A few examples:

0?FE will match any line that starts with 0 and end with FE.
*data will match any line that contains the word data.

E*r will match any line that starts with an £ and contains an r.
*read will match any line that contains read.

Filters also accept advanced criteria. For example, type 0. .1 in the time column to keep only
events that occur between 0 and 100 milliseconds.

Several criteria can be combined with a logical OR operation using a comma. For example,
typing 2, 4 in the device column will keep events having devices addresses beginning with 2 or
4.

A criteria can be inverted by using an exclamation point '!" as the first character in the filter. In
this case, all events that would have been included are now excluded, and vice versa.
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An informative Fly-Over is also useful in understanding how to use an Instant Filter.

To enable the Instant Filter Fly-Over:

1. Place the mouse pointer in any Instant Filter box and left-click.

The Instant Filter Fly-Over appears:

Type filter... W | Type filt
Instant Filters enable quickly keeping or excluding lines based Status
on a kext criteria, Mew columns can be drag-dropped  from the (1AL, OK
Details wiew to create complex combinations. e @3
Syntax: (1AL, OK
filkers = [!Ifilcer],filker,...] 1A OK
filker = string with wildcards characters o Tz
wildcard * means any characters, zero or more Sl
wildcard 7 means any single character t1AnL.

| (1AL
Example:
itern keeps lines starting by item Al 4
*item excludes lines containing item (1AL, OK
likem1, itemZ excludes lines starking with iteml or itemz 1A

Master: "Mobile Nokia™ 00: 1A:DC:66:C8:F4 <-> Slave: "AudioSource™ 00:1A:... OK

To apply an Instant Filter:

1. Select an Instant Filter box from one of the columns in the desired Overview.
2. Type the desired filter.
3. The selected Instant Filter box highlights in yellow.

@ Instant Filters can be applied to multiple columns, giving the user the ability to
create very specific filters.
Examples

The example below will remove all items in the Overview that do not begin with the string
“LMP”, typically leaving only Link Manager Protocol visible.

T ~|lmp x - W W W
Tirne: Item Communication Originatar Status
3,434 954 625 ﬁ LMP Yersion Transaction (Master: Bluekook,..  "HagenS&g" 00:0D:41:1C:8C:F3 <-= "Prim" 00:14:7n2,,.  Master OF
3.454 954 375 ﬁ LMP Features Transaction "HagenS68" 00:00:41:1C:8C:F3 <-> "Prim" 00: 14:7D02...  Master O
3.464 954 125 ﬁ LMP Extended Features Transackion "Hagen365" 00:00:41: 1C:6C:F3 <-= "Prim" 00:1A:7D:2...  Master O
3.474 954 250 ﬁ LMP Host Connection (Accepted) "Hagens6g" 00:00:41:1C:8C:F3 <-= "Prim" 00:1A:7D:2,..  Master oK

The example below will remove all items from the Overview that begin with the string “"LMP”,
typically leaving all items except for Link Manager Protocol.

T+ limp x - W W W
Tirne: Ikermn Communication Originatar Status
19,560 994 125 Iw RFCOMM SABM Frame "Prim" 00:14:70:21:38:CD <-> BobfMyBTDevice IMaster OK
19,609 118 000 'ﬁ RFCOMM 14 Frame "Prim" 00:14:7D:21:38:C0 <-3= BobfMyBTDevice Slave oK
20,713 479 000 'ﬁ RFCOMM DLC parameter negotiation (Max...  "Prim" 00:1A4:70:21:38:CD <-> Bob/MyBTDevice Master [o]:4
22.409 705 B75 Iﬁ RFCOMM Connect {Channel 0x0D) "Prim" 00:14:7D:21:38:CD <-> Bob/MyBETDevice Master 0K

The example below will remove all items that do not begin with the strings "L2CAP”, “RFCOMM”,
and “LMP”.
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0 | Imp,l2cap,rFcanmm »® - e T - T -

Time Item Communication Originator Status
19,394 746 250 ‘:@ LZCAP Configure (0x0070, 0x0040) "Prim" 00:14:70:21:38:CD <-> Bob/MyETDevice Master [o]4
19.560 994 125 Iw RFCOMM SABM Frame "Prim" 00:14:70:21:38:CD <-> Bob/MyBTDevice Master QK
19,609 118 000 Iﬁﬁ RFCOMM LA Frame "Prim" 00:14:70:21:38:CD <-> Bob/MyBTDevice Slave oK
20.539 107 000 @: LMP Increase Power Request (Max Power ... "Prim" 00:1&:70:21:38:C0 <- > BobMyBTDevice Slave ‘Warning

The example below will remove all items except those items taking place between timestamps
located at 26 and 27 seconds.

26,27 x - - ¥ - v - 7
Tirne Ikemn Cormmunication Crriginatar Skatus

26,724 347 500 Iﬁ RFCOMM Modem Status "Prim" 00: 14:7D:21:38:C0 <-> BobfMyBTDevice Slave OK

26,809 971 750 'ﬁ RFCOMM Modern Status "Prim" 00:14:70:21:38:C0 <-> BobfMyBTDevice Master oK

26.811 221 875 W Audio [2-EY3 (x 2),CVSD] (x 100} “Prirn" 00:14:70:21:38:C0 <->= BobfMyBTDevice Master oK

26.811 846 875 He Audio [2-E¥3 (x 2),C¥50] "Prim" 00:14:70:21:38:C0 <-> Bob/MyBTDevice Slave [o]:4

The example below will remove all items except those items beginning with the string “Audio” in
the Items column, involving the string "00:1A:7D” in the Communication column, and
beginning with an "M” in the Originator column, typically audio transfers involving a particular
device, where that device is

master.
W~ audio X v *00:1A:70 ®orm ® - W
Time Item Communication Originatar Skatus
6,906 243 125 G Audio [2-EY3,CV5D] (x 100) “Prirn" 00:1A: 700 21:38:C0 <-= Bob/MyBTDevice Master oK
7.656 240 375 i Audio [2-EY3,CVSD] (x 100) "Prim" 00:1A: 700 21:38:C0 <-> Bob/MyBTDevice IMasker [o]:4
§.406 240 500 . Audin [2-E43,0%SD] (x 100) "Prim" 00:1A4:70:21:38:C0 <-= Bob/MyBTDevice Master 0K
9,156 239 750 i Audio [2-EY3,CVSD] (= 100) "Prim" 00:1A:70:21:38:C0 <-= Bob/MyBTDevice Master oK

To remove a filter:

1. Click on the red cross adjacent to the filter desired for removal | * or alternatively, click on
the down arrow next to the red cross * ~

A menu appears:

o rf x W W W

Time Item Filker Criginator Status
®  Clear criteria

2. Click on Clear Criteria.
The selected filter is removed and the display updates.

8.2 Protocol / Profile Filters

A selection of protocol and profile filter icons is available on the Filter bar. These filters allow
the user to show or hide specific protocols and profiles, including baseband and packet-level
display options. The available filter options vary depending on the Overview selected (BR/EDR,
Low Energy, and HCI).

The associated Protocol: drop-down menu allows for selection of a single protocol/profile,
multiple protocols/profiles, or a custom selection.

Note that selection of any given protocol or layer on the Filter bar will affect
which columns are displayed in the Overview. The columns displayed in the
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Overview are based on the particular item selected on the Protocol bar.

The protocol/profile filters available for the BR/EDR Overview are shown below:

@ Welcome

BR/EDR Overview

Low Energy Overview

Frotocol: Single selection = ||All layers [+ % &2 b 5-,_) Er &= Y W ﬁ '-'iqé B

HCI Qverview {(Serial)

Message Log

The protocol/profile filters available for the Low Energy Overview are shown below:

The protocol/profile filters available for the HCI Serial and HCI USB Overviews are shown below:

HCI Overview (USB) | ¢ Welcome

Protocol: Single selection = 1- PR ODEF el w9 (]

@ Welcome

BR/EDR. Overview

Low Energy Overview

Protocol: Single selection = |(Alllayers |+ &* &= & | B 9

BR/EDR Qverview

Low Energy Overview

HCI Qwerview (Serial)

The table below describes the various filter icons and their functions:

Icon

All layers

.‘-
o

o
L=

{

-

& B

E DL B & +

ellisys

Function

Shows all protocols and profiles

Shows packets-only view
Show/Hide Baseband
Show/Hide Link Layer
Show/Hide LMP
Show/Hide LLCP
Show/Hide L2CAP
Show/Hide SDP
Show/Hide A2MP
Show/Hide RFCOMM
Show/Hide AT
Show/Hide SAP
Show/Hide SCO/eSCO
Show/Hide AVDTP/AVCTP
Show/Hide OBEX
Show/Hide MAP

Show/Hide PBAP

Overview
BR/EDR LE HCI
BR/EDR LE HCI
BR/EDR

LE

BR/EDR

LE

BR/EDR LE HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI
BR/EDR HCI

BR/EDR HCI

Protocol: Selection
Single

Single

Single, Custom

Single, Custom

Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom

Single, Multiple, Custom

Display Filters | 99 of 201

H Instan



@ Show/Hide DUN BR/EDR HCI Single, Multiple, Custom

;"; Show/Hide BNEP BR/EDR HCI Single, Multiple, Custom
- Show/Hide HID BR/EDR HCI Single, Multiple, Custom
= Show/Hide Serial Port BR/EDR HCI Single, Multiple, Custom
E Show/Hide ATT BR/EDR LE HCI  Single, Multiple, Custom
(L? Show/Hide SMP LE/HCI Single, Multiple, Custom
9 Show/Hide Hearing Aid LE/HCI Single, Multiple, Custom
‘-_;) Show/Hide HCI HCI Single, Multiple, Custom

To enable or disable a Protocol/Profile filter:

1. Select the desired Overview.

2. Select the desired feature from the Protocol: drop-down menu:

Protocol: Single selection =

Single selection

Multiple selection
Custom grouping

Group procedures and transactions

3. Select or deselect the desired filter icon(s) as desired.
The Overview updates with the selected setting.

To remove all Protocol/Profile filters:

1. Select the desired Overview.
2. Click on the down-arrow associated with the Protocol: drop-down menu.

3. Select the Single selection feature from the Protocol: drop-down menu:

Protocol; Single selection -

Sinale selection

Multiple selection
Custom grouping
Group procedures and transactions

4. Select All Layers.

The Overview updates to remove all protocol/profile filters.

To show only packets (to remove all protocol/profile grouping):

1. Select the desired Overview.
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2. Click on the down-arrow associated with the Protocol: drop-down menu.

3. Select the Single selection feature from the Protocol: drop-down menu:

Pratocol: Single selection =

Single selection

Multiple selection
Custom grouping

Group procedures and transactions

4. Select the Packets icon.

The Overview updates to show only individual packets.

8.3 Instant Piconet Keep-Only Filter

The Instant Piconet pane provides filtering that enables the user to show/hide selected piconets,
scatternets, paging events, and inquiry events. This filter will update all displays and panes.
For more information on the Instant Piconet pane, see Chapter 12 Instant Piconet Pane.

To set an Instant Piconet Keep-Only Filter:

1. Position the mouse pointer over the desired piconet or scatternet and right-click.
Navigate to a particular piconet event (so that it will be displayed in the Instant
Piconet pane) by selecting an associated event in the Overview (or the Instant

Timing or Security panes) or by using the navigation buttons located at the
bottom-left of the Instant Piconet pane.
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A Keep-Only filter dialog appears as shown below:

Instant Piconet

B MMl we 25669012 250 E
ﬂ Details @Summal"f w"y Instant Piconet

<]

CEIBHANAD

|
Tabfle Mokia

o+ Piconet 5
-

*
=
-

AudipSource
+Picgnet 3
»

Keep Only Mobile Siemens, AudicSource

Keep Only Mobile Siemens, Audio5ource, Mobile...

@-..

Tabile Siermens
Piconet 2

2. Select the desired Keep-Only option.

The user may see more than one filter option displayed. To keep only the
selected piconet, select the first option. If the piconet is part of a scatternet,
select the second option to keep only the scatternet.

All displays and panes are updated to remove all but the selected piconet or scatternet traffic.

The Filtering button (on the Tool Bar) updates to show the selected filter:

“{@|Filtering: Only Mobile Siemens, AudioSource -

To clear an Instant Piconet Keep-Only Filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

“y@|Filtering: Only Mobile Siemens, AudioSource +
Configure...
Exdude Background
Keep All

Only Mobile Siemens, AudioSource

2. Select Exclude Background (this is the default setting).

All displays and panes are updated.
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Inquiry event and paging events can also be filtered in the manner described
above for piconets and scatternets.

8.4 Device Traffic Filter

The Bluetooth Explorer 400 application provides a powerful Device Traffic Filter designed to
allow the user to be very precise in terms of precisely controlling the device traffic displayed
throughout all of the application’s panes.

The Device Traffic Filter window provides a searchable database of all devices captured by the
analyzer, including historically captured devices, located in the Device Database tab. Each
listed device includes ancillary information, including LMP Name, BD_ADDR, Radio type, and
Company ID.

The user can use the Device Traffic Filter to rename devices with user-defined names, for easy
recognition in other areas of the application, and to re-color the default color associated with
any/each device used throughout the application. Users may also manually add new devices to
the Device Database.

@ The user can select a device listed in the Device Database to edit an
incomplete BD ADDR to fill in missing values, in those cases where the analyzer
capture is started after the connection process occurs. This can possibly assist
with the analyzer’s decryption routines to enable traffic decryption, assuming
all other factors used in the decryption process are known and captured.

The Traffic Filtering Criteria tab allows user to select the criteria on which selected devices
will be filtered, as detailed below:

Selection Function
Keep All No Filtering is applied by the Device Traffic Filter
Exclude Background Default setting. Background traffic is removed. All other

traffic is displayed.

Keep Involving Selected Communication involving the devices selected and any other
Devices devices will be kept. All other traffic is hidden.
Keep Only Selected Devices When two or more devices are selected, only the

communications between these selected devices will be kept.
All other traffic is hidden.

To open the Device Traffic Filter:

1. Click on the Filtering button located on the Tool Bar or select Device Traffic Filters

L

from the View menu.

The Device Traffic Filter window appears:
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Device Traffic Filters

Traffic Filtering Criteria

Device Database

Exclude Background - Clear §a Add (] New Device [§f Edit [§ Delete | Search: View: All Devices +
Mame ~ BD_ADDR Radia LMP Name Company ID o
M C0:CB:38:D7:5C:50 C0:CB:38:D7:5C:50 Classic Hon Hai Precision Ind. ...
- [l CO0:CB:38:E1:59:15 C0:CB:38:E1:59:15 Classic Hon Hai Predision Ind. ...
M CO:F3:DA:E4:A4:AD C0:FE:DAEHAAD Classic Hon Hai Precision Ind. ...
W CO:F8:DAES:05:28 C0:FB8:DAES:N5:28 Classic Hon Hai Precision Ind. ...
-l C2:16:DA:32:79:BC C2:16:DA:32:79:BC
-l C2153WN4D 00:16:41:D2:48:70 Classic  C2153WN4D Universal Global Scient... 1]
L BD:BF
L]
-~ [l C4:46:19:E8:B5: 78 :B5: 78 Classic Hon Hai Precision Ind. ...
M C5:ED:76:D1:8D:12 C:ED:76:D1:6D:12
- M C8:BC:iC8:69:B0:AF C8:BC:C8:6%:BD:AF Classic Apple
-l CB8:BC:C8:AC:9%:44 CB:BC:CB:AC:34:44 Classic Apple —
C8:BC:C8:DT:6F:47 C8:BC:C8:D7:6F:47 Classic Apple |7|
C8:BC:CB:EL:6B:61 C8:BC:C8:E1:6B:61 Classic Apple
C8:BC:C8:EF: 10:AC CB:BC:CR:EF:10:AC Classic Apple
CAR MULTIMEDIA 00:1B:FB:CA:18:18 Classic  CAR MULTIMEDIA Alps Electric Co., Ltd
CAR MULTIMEDIA 00:60:57:01:CE:F7 Classic  CAR MULTIMEDIA MURATA MANUFACTU...
CAR MULTIMEDLA 44AT:CFi12:46:38 Classic  CAR MULTIMEDIA Murata Manufacturing. ..
M CC:08:E0:50:AE:3E CC:08:ED:50:AE:3E Classic Apple
M CC:08:E0:95:72:D4 CC:08:E0:96:72:04 Classic Apple
M CCi52Z:AF:68:F46E CC:52:AF:68:F4:6E Classic Universal Global Scient...
B CC:52:AF:79:96:41 CC:52:AF:79:96:41 Classic Universal Global Scent... =
OK ] [ Cancel ] [ Apply

To keep only specified devices:

1. Click on the Filtering button located on the Tool Bar.

2.

The Device Traffic Filter window appears.

Double-click the desired devices in the Device Database to add these devices to the

Traffic Filtering Criteria Select the desired device and click on the Add button in the
Traffic Filtering Criteria, as shown below:

Device Traffic Filters

Traffic Filtering Criteria

MName

M C446:15:85:3C:CD
B C#446:19:E8:B5:7B

Keep Only Selected Devices ©

¥ Remove ¥ Add

| "CAR MULTIMEDIA" 00: 18:FB: 18:18

]
Device Database
() New Device [£f Edit (8 Delete | Search: View: All Devices +
Mame ~ BD_ADDR Radia LMP Name Company ID o
M C0:CB:38:D7:5C:50 C0:CB:38:D7:5C:50 Classic Hon Hai Precision Ind. ...
-~ il C0:CB:38:E1:59:15 CO:CE:38:E1:59:15 Classic Hon Hai Precision Ind. ...
M CO:F8:DAE4:A%:AD C0:F8:DAEHA%AD Classic Hon Hai Precision Ind. ...
- CO:F8:DAES:05:28 C0:F8:DAES:NS:28 Classic Hon Hai Precision Ind. ...
-l C2:16:DA:32:79:BC C2:16:DA:32:79:BC
-l C2153WN4D 00:16:41:D2:48:70 Classic  C2153WN4D Universal Global Scient... 1]
W C3:2D:20:4C:BD:BF C3:20:20:4C:BD:BF
- M C446:19:85:3C:CD C4:46:19:85:3C:CD  Classic Hon Hai Precision Ind
-~ [l C4:46:19:E8:B5: 78 C4:46:19:E8:B5: 78 Classic Hon Hai Precision Ind. ...
M C5:ED:76:D1:8D:12 C:ED:76:D1:6D:12
-~ C8:BC:C8:69:BD:AF CB:BC:C8:6%:B0:AF Classic Apple
-l C8:BC:CB:AC:94:44 CH:BC:CB:AC:94:44 Classic Apple —
CB8:BC:CB:DT:6F:47 C8:BC:C8:DT:6F:47 Classic Apple l_l
- M CE&:BCCH:ELSE:61 C8:BC:CREL6B:61 Classic Apple
-l C8:BC:C8:EF:10:AC CB:BC:CB:EF:10:AC Classic Apple
-l CAR MULTIMEDIA 00:1B:FB:CA:18:18 Classic  CAR MULTIMEDIA Alps Electric Co., Ltd
W CAR MULTIMEDIA 00:60:57:01:CE:F7 Classic  CAR MULTIMEDIA MURATA MANUFACTU...
CAR MULTIMEDLA 44AT:CFi12:46:38 Classic  CAR MULTIMEDIA Murata Manufacturing. ..
CC:08:E0:5D: AE:3E CC:08:E0:5D:AE:3E Classic Apple
CC:08:E0:96:72:D4 CC:08:E0:96:72:04 Classic Apple
CC:52:AF:68:F4:6E CC:52:AF:68:F4:6E Classic Universal Global Scient...
CC:52:AF:79:96:41 CC:52:AF:79:96:41 Classic Universal Global Scient... 2

oK

) [ ] |

Apply

Devices selected are populated into the Traffic Filtering Criteria.

Another useful method to add devices from the Device Database to the
Traffic Filtering Criteria is to use the Search feature. See the section below
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titled To use the Search devices feature:

4. Select Keep Only Selected Devices in the Traffic Filtering Criteria:

|Keep Only Selected Devices |"|

5. Click OK.

All panes in the application are updated to show only the selected devices (if present). Devices
not included in the Traffic Filtering Criteria will be captured, but hidden from the panes.

The Filtering button is updated to show the filter created:

“@ Filtering: Only CAR MULTIMEDIA, C3:20:20:4C:BD:BF, ... ~

To use the Search devices feature:

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.

3. Type the desired text string in the Search box relating to any of the columns shown in the
Device Database (BD_ADDR, Name, Radio, LMP Name, and Company ID).

4. Devices matching the text string are left in view; all others are hidden.
5. Press ENTER on the keyboard to add the matching devices to the Traffic Filter Criteria.

The Search box allows use of a wildcard (*), a comma (to add additional
search criteria), and a not sign (!) to exclude. The Search box is not case-
sensitive.

Example 1: To search for devices that have a Company ID = Smith and devices
having a Company ID = Jones, type smith, jones in the Search box.

Example 2: To search for devices that have an LMP Name that includes “IDG”
(e.g., "Widget”) and devices having a Company ID of Smith, type *idg, smith
in the Search box.

Example 3: To search for devices that have a BD_ADDR beginning with 00:01,
and devices not having a Company ID = smith, type 00:01, !smith in the
Search box.

6. Click OK.

To clear Device Traffic Filters:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.
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The Filtering menu appears:

‘lglFiltering: Only Mobile Siemens, AudioSource =
Configure...
Exdude Background
Keep All

Only Mobile Siemens, AudioSource

2. Select Exclude Background (this is the default setting).
All displays and panes are updated.

To view only devices in the current trace:

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.
3. In the Device Database, select the View down-arrow.

The View drop-down menu appears:

View: Trace Devices Only -

All Devices

Trace Devices Only |

@ The View drop-down menu is grayed out if a capture is not open or a capture
is not in process.

4. Select Trace Devices Only.

The Device Database is updated to show only those devices in the current trace:

Device Database

ng,] MNew Device E{ Edit Delete | Search: View: Trace Devices Only -
Mame -~ BD_ADDR Radio LMP Name Company ID
AudioSource 00:1A:7D:21:38:CD Classic  Prim cyber-blue 1]
C2153WN4D 00:16:41:D2:46:70 Classic  C2153WN4D Universal Global Scient... &)
Maobile Nokia 00:1A:DC:66:C8:F4 Classic Mokia Danmark A5 |
L]
L]
. L]
B Mobile Siemens 00:00:41: 1C:8C:F3  Classic Siemens AGICMMP U... &)
(- M Mobile Sony Ericsson 00:22:98:09:24:C4 Classic G502 Sony Ericsson Mobile ... ]
5. Click OK.

@ Devices captured in the current trace are indicated with the ] icon and
include an expandable tree (+), showing other devices with which that device
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has communicated.

To remove a device from the Device Database:

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.
3. In the Device Database, select the device desired for deletion.
To delete multiple devices, hold the keyboard CTRL button while selecting, or

the SHFT button to select contiguous device entries.

{# Delete

4. Click the Delete button or right-click the selection and select Delete Device.

To edit device parameters in the Device Database (BD_ADDR, Name, Color, and
Radio):

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.

3. In the Device Database, select the device desired for editing.

—_
4. Click on Edit = — or right-click the selection and select Edit Device.

5. The Edit Device dialog appears:

Edit Device
Parameters
BO_ADDR  |00:01:50:E6:1C:DE
Name 00:01:90:E6:1C:D6 [ Garoel |
Color I ~
Radio |Classic - |

6. Edit the desired properties (BD_ADDR, Name, Color, or Radio) as desired.
7. Click OK.

To manually add a new device to the Device Database:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.

3. Click on New Device in the Device Database. [ M&w Device
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The New Device dialog appears:

Mew Device
Parameters
Create
BD_ADDR
MName I—/QEHCEI
Color I -
Radio | v|
4, Edit the Parameters as desired.
5. Click Create.
The new device is added to the Device Database.
To sort the Device Database:
1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.
3. Click on the header above the column desired:
MName ED_ADDR + Radio LMP Mame Company ID

4. The Device Database is sorted in alpha-numeric order.
Clicking again on a column header will reverse the alpha-numeric order.
The Color column does not include a title on the column header, but clicking

on this column will sort the Device Database by color.

To exclude background traffic:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.

3. In Device Filtering Criteria, select Exclude Background from the drop-down menu.
4. Click OK.

Background traffic is removed from the capture.

This filter is enabled by default. This filter is aimed at removing "background
noise." Various conditions are included in this filter. The application software
does a complete topology reconstruction and analysis, and if captured packets
do not belong to "good piconets", these packets are hidden by this filter. There
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are also other conditions related to RSSI, de-whitening, HCS, FCS, decryption.

8.5 Instant Timing Display Filter

The Instant Timing pane (see Chapter 9, Instant Timing Pane) includes display filters for
show/hide of Establishment Traffic (inquiries, paging events, and advertisements) and
show/hide of Idle Traffic (ID packets, Null, Poll packets or empty packets). These filters are
available from the Display button located on the Instant Timing toolbar, below. This filter
applies only to the Instant Timing pane.

Display -~

Show Establishment Traffic

Show Idle Traffic

8.6 Instant Timing Keep-Only Filter

The Instant Timing pane provides a convenient Keep-Only filter that allows the user to select
specific communications for display throughout the application, while hiding all other
communications.

To enable the Instant Timing Keep-Only filter:

1. Select a packet in the desired piconet line in the Instant Timing pane.

2. Right-click and select the Keep Only option, as shown below.

W@ Keep Only AudioSource, Mobile Siemens |
@ Show in Bluetooth BR/EDR Owerview
W
fa

Place cursor A here
Place cursor B here

s PlaceInstant Piconet cursor here

Go to cursor A
Go to cursor B

%% GotolInstant Piconet cursor

All panes in the application update to show only the selected communications.

To clear the Instant Timing Keep-Only filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

"y Filtering: Exclude Background =

Configure...

Exdude Background

Keep all

2. Select Exclude Background.
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All displays and panes are updated.

8.7 Instant Spectrum Display Filter

The Instant Spectrum view (see Chapter 10, Instant Spectrum View) includes display filters for
show/hide of Establishment Traffic (inquiries, pagings, and advertisements) and show/hide of
Idle Traffic (ID packets, Null, Poll packets or empty packets). These filters are available from
the Display button located on the Instant Spectrum toolbar, below. This filter applies only to
the Instant Spectrum view.

Display -

Show Establishment Traffic

Show Idle Traffic

8.8 Instant Spectrum Keep-Only Filter

The Instant Spectrum view provides a convenient Keep-Only filter that allows the user to select
specific communications for display throughout the application, while hiding all other
communications.

To enable the Instant Spectrum Keep-Only filter:

1. Select a packet in the Instant Spectrum view.

2. Right-click and select the Keep Only option, as shown below.

|‘.(;-_,, Keep Only Audic5ource, Mobile Siemens |
‘@&  Show in Bluetooth BR/EDR Owerview

qu Place cursor A here
>|E:1 Place cursor B here
"

«°. Placelnstant Piconet cursor here

Go to cursor A
Go to cursor B

= GotoInstant Piconet cursor

All panes in the application update to show only the selected communications.

To clear the Instant Spectrum Keep-Only filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

“y@ Filtering: Excude Background =

Configure...

Excude Background

Keep Al

2. Select Exclude Background.
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All displays and panes are updated.

8.9 Overview Keep-Only Filter

The Overviews provide a convenient right-click Keep-Only filter that enables the user to keep
only the communicating devices shown on the line selected. All other communications are
hidden. This filter affects all panes.

To enable an Overview Keep-Only filter:

1. Select the desired Overview.
2. Select the line desired in the Overview.

3. Right-click, and select Keep Only ‘xx and yy’, where xx and yy are the two
communicating devices, as shown below:

Keep only 'LMP*
Exclude 'LMP'
Colorize 'LMP 3

|‘.@J Keep Only AudicSource, Mobile Mokia

Fully expand itern

Fully collapse item
Show in Instant Timing view

Search...

Coloring »

Set time reference

Reset time reference

The Overview and all panes are updated with the Keep-Only selection.
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9. Instant Timing Pane

The Instant Timing pane provides a unique and intuitive way to understand various timing
characteristics of Bluetooth traffic, HCI traffic, and logic signals as well as throughput
characteristics.

Bluetooth packets are presented chronologically left to right and are uniquely color-coded
according to the packet’s sender. Each master device is provided its own line (row), with
packets to and from the master device shown horizontally across the Instant Timing pane.

Additionally, the Instant Timing pane displays HCI traffic, logic signals and a representation of

throughput, all in synchronization with the through-the-air traffic.

The Instant Timing pane provides for quick and easy timing measurements, slot timing, timing
cursors, zoom and pan features, detailed packet flyovers, color-coded assignments to devices,
and other navigation tools.

A throughput graph tracks data-rate characteristics for L2ZCAP and SCO/eSCO transfers. In the
Navigator bar, the user is provided with a global summary of throughput over the entire
capture, as well as a bracketed window that can be used to pan and zoom the Instant Timing
display.

Navigator
Bar

Timing Cursors

Navigator
Window

Throughput
Summary

Instant Timing

E‘"\“y Q, E‘g‘. origin: 11233 5 + span: 6415 ~ | Logicinputs | g

Wireless

o cneszere. |

"Natebook! 00102176 1E: .

Throughput

ZCAP
SCOfS00

Serial HCT
Link QUT
Link TH
USBHCT
usB 2.0

Logic
™

2 WP Extended Featu
HCI User Conl

we 2l

HEEER R EEE

The Instant Timing pane is linked to the Overviews and also the Instant Spectrum view. It is
manually linked to the Instant Piconet pane by the Instant Piconet cursor, which when scrolled,

updates the Instant Piconet view according to its current location. Conversely, when events are

selected in the Overview or the Instant Spectrum view, this cursor is re-positioned accordingly.

be extremely precise.

To access the Instant Timing pane:

1.
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Select View | Instant Timing from the menu.

Instant Timing Pane

Note that since the Bluetooth Explorer 400 is designed to be purely passive
(does not interact with Bluetooth devices/piconets) timing measurements will
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The Instant Timing pane appears:

Instant Timing ]
[%]< @ [mE - origin: 0.0 - spam: 6155 - Logicinputs | Ljg
i -
Wireless .

‘AudioSource” 00:14:70., 1 I 1 I 1 1

"MobileDey" 00:00:41:1C... |

"Phone B 00:18:DCiE6: . e :
Inquiries

Throughput ' : 203 k8fs

1zcAp I n

SCOJeS0 . —
3 LMP Decrease Power.

| UL packet (a2

T T T T T T T T S S e R} T T T T T R
! 200 alo o.dn sdo 100 120 1400 1500 1580 f 2210 24 2600 2000 Y 3200 330 3
0 s 20.00 s

9.1 Device and Packet Color-Coding

Packets shown in the Instant Timing pane are color-coded based on which device is sending the
packet. Each device (and its associated packets) is assigned a unique color. This color can be
user-defined if desired (see 8.4 Device Traffic Filter).

Master devices are shown at the left of the Instant Timing display and are provided a
background color which is also represented on packets shown in the body of the Instant Timing
pane. Slave devices along a given Master’s line will have their own assigned color.

This color-coding is consistent throughout other areas of the analyzer software, including the
Devices window and the Instant Piconet pane.

Instant Timing ®

[ <y Q [m|E - origin: 438840 ms - span: 7.35ms - Logicinputs | [jg
[

Wireless "
Fre obicer) 1O B — From AudioSource \
: g g

"MobileDex" 00:0D441: 1€, '& polL o
T o i e | e ——
s From MobileDev

L2cAp
SC0[T00

"eudioSource 00:14:7D..

2 WP Rale Switch
Crds Cad Ceds Cede ek o ek ek Tade
0 ms

Lok Tode ek ado Cads Cade Tk Tzde T2l (D tads ado ek Tabe Tak Tado Tak Tade Take [l ek Ted !
4,350.00 ms 4352.50 ms 4,355.00 ms

9.2 User Controls and Toolbar

The Instant Timing pane provides various user controls for navigation. The table below lists the
Instant Timing toolbar buttons and their actions:

IEI Pointer Mode Switches to Pointer Mode.
<)\ Pan Mode (Hold Shift) Switches to Pan Mode.
Zoom Mode (Hold Ctrl) Switches to Zoom Mode.

Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling.

‘& = Highlighting Options
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Highlight Active Overview
Selection

Highlight Bluetooth BR/EDR
Overview Selection

[ [E

Highlight Bluetooth Low
Energy Overview Selection

[<]

[<]

Highlight Bluetooth HCI UART
Selection

[<]

Highlight Bluetooth HCI UART
(Secondary) Selection

[<]

Highlight USB2.0 Overview
Selection

[<]

Highlight Bluetooth WCI
Overview Selection

Highlight HCI Injection
Overview Selection

[<]

Highlight User Log Overview
Selection

origin:  Origin Box

Follow Overview Selection

span:  Span Box

Display Display

Legicinputs LOGiC INputs

Export Image

Show Establishment Traffic

Show Idle Traffic
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When enabled, the Instant Timing pane will be
synchronized to the active Overview selection.

When enabled, the item selected in the BR/EDR
Overview is highlighted in the Instant Timing
pane.

When enabled, the item selected in the Low
Energy Overview is highlighted in the Instant
Timing pane.

When enabled, the item selected in the HCI
Overview (Serial) is highlighted in the Instant
Timing pane.

When enabled, the item selected in the HCI
Overview (Secondary Serial) is highlighted in
the Instant Timing pane.

When enabled, the item selected in the HCI
Overview (USB) is highlighted in the Instant
Timing pane.

When enabled, the item selected in the WCI-2
Overview is highlighted in the Instant Timing
pane.

When enabled, the item selected in the HCI
Injection Overview is highlighted in the Instant
Timing pane.

When enabled, the item selected in the
Message Log Overview is highlighted in the
Instant Timing pane.

When enabled, the Instant Timing pane is
synchronized to the active Overview selection.
Displays the timestamp origin of the Instant
Timing pane. Allows for user input of
timestamp for jumping.

Displays the time span (zoom level) of the
Instant Timing pane. Allows for user input to
adjust span.

Shows/hides inquiries, pagings, and
advertisements.

Shows/hides ID, Null, Polling and empty
packets.

Opens Logic Signals Dialog

Exports the Instant Timing pane to an image
file.
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Navigation Bar

Global overview allowing for pan, zoom, and
jump.

9.3 Panning Left and Right

Various methods are available to pan (scroll) the Instant Timing pane to the left or right,
including use of the mouse, the keyboard, and the Navigator bar.

To use the mouse to pan:

1.

(recommended) or alternatively,
The pointer changes to a pan (hand)

2.

Position the mouse over the time scale at the bottom of the Instant Timing pane

T
click on Pan T*"].

symbol.

Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the

mouse button several times.

To use the keyboard to pan:

1.

To use the Navigator bar to pan:

Press LEFT or RIGHT Arrow to move incrementally left or right.

1. Position the mouse over the middle of the Navigator window, as shown below.
Instant Timing =]
K| Q (W[ | erigin: 110775 - span: B01s - Logicinputs | [z
[ T L o DR "
Wireless /’ ‘_r_J
"MARIC" CO:E4i22:FE: L., | NaVIgatOr Bar
"Motebook 000276 1E:..,
Throughput 205 kBjz
LZCAP
SCOfesCo
#
seralrct Navigator window
tink ouT & I N N
(use mouse to pan or zoom)
Lk 14 [l [ Il |
USEHCT
usezn ‘ ‘ H
Logic
pi)
INL
Nz
S22 LMP Timing Accuracy
' l ' B‘EID ' LDID ' LS‘D ' 2.60 Z.EID 360 350 460 450 EID S‘ﬂ‘ﬂ SEIB 7400 7E0 SDID B.éﬂ
110.00 5 11500 s
gﬁlnstant'ﬁm\ng lenstam Audio | g, Instant Throughput
2.

To jump to another location:

1.

ellisys

Press and hold the left mouse button, and drag left or right as desired to pan left or right.

Press HOME to jump to the start of the capture, or END to jump to the end of the capture.
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Alternatively, use the Navigator bar to jump to a selected location by double-clicking at the
desired location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

origin: E:l'E!,IZlE:._..E:.- 5

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER
The Instant Timing pane is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down

arrow LI in the origin field to view and select previously entered timing origin
entries.

9.4 Zooming In and Out

The Instant Timing pane provides a zoom feature to expand or contract the display in order to
view information from a high level or low level.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended)

or alternatively, click on Zoom .

The pointer changes to a spyglass symbol Q

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and
expand the display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel
forward to zoom in and backwards to zoom out. The zoom is centered at the
mouse position.
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To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.

To define a new time span:

1. Type the new timing span in the span field.

The following values are allowed:
= s -seconds
* ms - milliseconds
* ns - nanoseconds
* ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Timing display is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow
E| in the span field to view and select previously entered time span entries.
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9.5 Making Time Measurements

The Instant Timing pane provides quick and simple methods to manually characterize timing
between events as well as automatic flyover slot timing measurements. Timing cursors can be
duplicated or frozen with a right-click, to enable the addition of more cursors.

Timing cursors available include:

e Timing Cursors (mouse left-click/drag)

¢ A-B Independent Cursors

To make a timing measurement:

1. Select the pointer icon at the top-left of the Instant Timing pane. IEI

2. Left-click in the desired location or on the desired event.

o

The vertical lines associated with the Instant Timing cursors are waved if not
attached to an event, and straight when attached. To adjust cursor position, place

the mouse pointer over either cursor and left-click and drag to adjust position

horizontally.
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Both Lines Attached

3. Drag the mouse to the desired location or desired event.
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The time between the cursors is displayed along with an equivalent slot number count. A count
of payload is also provided:

Instant Timing =]
[%]<y Q [m]F- | origin 25615 « span: 0685 - | Logicinputs | (i
[

Wireless

“AudioSaurce” 00:14170.,
"MobileDey" 00:00:41:1C...

"Ph B 00: 12:DCiBE .
I LT

I

Inquiriss

Throughput 195 kefs

[F _\’—/\
SCofes00 I

(53] RFCCMM LITHFrame (.

| UL packet (acL)

0ss | of7 Todo oz | ods | oer | ofo o I "odr "odn Tode ods od | odo ek o5 | od

@ The vertical position of the displayed timing information, including the
horizontal arrows, can be changed by selecting the information with the mouse
pointer, then dragging to the desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.

el

2. Select Duplicate to make available another set of cursors with the exact time spread

as the original, or select Freeze “* to fix the current cursor and enable placement of
another cursor set as desired.

el

A new set of cursors appears (with Duplicate selected) and can be placed as desired.

With Freeze ' selected, the original cursor set is grayed out and new cursors can be installed
as described above.

To enable automated slot timing indicators:

1. To enable the automated slot timing measurement, place the mouse over any packet.

2. The number of slots from one packet to the next and to the previous (within the same
horizontal by-master line) is indicated in grey text, along with timing in seconds.

Instant Timing &
[%]<y Q [m]F - origin: 1241385 ms - span: 406 ms - Logicinputs | Ljg
[ o
Wireless
"AudicSource” 001470, 8
"MokilDan® 00004116 . 20 2ol 2oL DHL
 — | —] | —  E— —

"Phore B 00: AIDCIEE I
1+ PoLL packat (A2
(& RFCOMMUIHFrame (..
|+ MULL packer (ACL)
i EY T S T T Y e T T ) O R S R Y Y Y R 2 R R TR

12,414.00 ms 12,416.00 ms 1

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are
far apart, such that one cursor can be set, then the user can scroll or otherwise
navigate as needed to the other event to set the second cursor.
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1. Select the first desired location in the Instant Timing pane.

m
2. Right click and select Place cursor A here. '
The A cursor is placed at the location selected.

3. Select the second desired location in the Instant Timing pane.

H4

4. Right click and select Place cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including
number of slots:

M—— 719372625 ms (351.0 sloks)

9.6 Time Scale Set and Reset

The time scale at the bottom of the Instant Timing pane will (by default) be synchronized to the
Overview Time columns. The user can set and reset this time scale to force a zero timestamp
at a selected location (set), or to revert to the original timescale value (reset).

Changing (setting or resetting) the time scale in the Instant Timing pane will force time
indications in all other Overviews and panes throughout the application to follow.

To force a zero timestamp at a selected location:
1. Right click on the desired location or event in the Instant Timing pane.
2. Select Set Time Reference here.

The time scale forces a zero timestamp at the selected location, with time incrementing positive
to the right of the selected location, and decrementing to the left.

To reset the time scale to the default value:
1. Right click anywhere in the Instant Timing pane.

2. Select Reset Time reference.
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The time scale reverts to the original value.
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9.7 Throughput Graph

The Instant Timing throughput graph provides a characterization of L2ZCAP and SCO/eSCO data
throughput in synchronization with all other information displayed in the Instant Timing pane.

A mouse fly-over provides a throughput indication. The two throughput indications (L2CAP and
SCO/eSCO) are color-coded and may be superimposed if they occur at the same point in time.

L2CAP and SCO/eSCO throughput are differentiated by color as shown below.
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9.8 Using Markers

Markers may be added at any location within the Instant Timing pane. Markers can be edited to
add textual content and can be color-coded. For information on adding markers to an
Overview, see Section 7.6, Using Markers.

To add a marker in the Instant Timing pane:

1. Right-click on a location or event in the Instant Timing pane.

2. Select Add New Marker Here.

3. A marker is placed at the selected event/location.
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To search markers:

1. Click on the Markers button (F9) on the toolbar. ) Markers ~

A list of all markers installed appears:

I Markers () « o4 Cly =

Mark selected item

Delete all markers

Import markers. .,

Export all markers. .,

Marketr #5

Marker #2

Marker #11

|:| LMP Set AFH 9,763 582875 5
|:| LZCAP Configure (0x006F, 00040}  9.534 539 575 5

[] LMP Authentication Random Numb 15,042 255 8?5'

F9

2. Select the desired marker from the list.

The Instant Timing pane jumps to the selected marker.

To delete a marker:

1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, click on the Markers button (F9)

on the toolbar

I Markers -

3. Position the mouse pointer over the desired marker:

T Markers (30 = 6 Cly

Mark selecked item F2

Delete all markers

Impork markers. ..

Export all markers. ..

LMP Set AFH 9,763 589 875 '
Marker #5

LZCAP Configure {Ox006F, Ox0040) 2534 532 575 '
Marker #2

LMP Authentication Random Mumb 16,042 2558 8?5'
Marker #11

G0 ko marker

Edit

Delete

4. Select Delete.

The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited and left-click the marker, or
alternatively right-click and select Edit Marker or select the Marker button on the toolbar.

ellisys
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2. Select the desired marker.

3. Select Edit.

The selected marker opens for editing.

9.9 Packet Fly-Over and Identifiers

The Instant Timing pane provides various automated indications to the user, including detailed
packet information, timing information, and identifiers that are used to indicate packet
selections in the Instant Timing pane (selected packet and mouse position) and the Overview.

To enable automated packet flyover information:

1. Position the mouse over the desired packet slot.

2. The packet slot is highlighted in gray, then blue when selected (if not selected in the
Overview already, in which case it will be already highlighted in yellow).

A detailed flyover appears:

Instant Timing =]
[%]< Q [W]F - origin 2338575 ms - span: 547 ms - Logicinputs | Lig
[ A -
Wireless
"AudioSource” 00114170,
"MokbileDiev" 41 1C . POLL NULL
'"MobileDiev" 00:00:41: 1C. ]
"Phone B i 1AiDCIE6 . DML N Ho
Packet Type  BR/EDR DML packet (ACL-C, 1 Mbps) —
Inquities Packet # 22494
Time 233890133755
Throughput Duration 186.000 us
. Direction Master to Slave
SR, Channel Index 32 (2434 Mhz)
[+ DML packer (AcLs, L RX Quality Average
82 VP Narme Transactio Physical Channel Piconet ("Phone B” 00:1A:DC:66:C8:F4)
e LT_ADDR 1
+ DM1packet (ACL-C, 1. = . . e
I — l(\ P IR P S B e T T T T ek ek el ' —| Sender Master "Phone B" 001ADCE6:CBF4 b+
sdo Tk Tsdo Tk g g oA ek Tede Tk Tod Tk Tode Tkl oloied Tek Tad ek o | pecine Slave: "Mobile Sany Ericsson” 0022:98:09:24:C4 |10 1 10
Encryption Not Encrypted -

To view packet start, header end, or packet end times:

1. Place the mouse pointer directly on packet.

2. Slide the mouse pointer left and right slightly:

Depending on horizontal positioning of the mouse pointer, Packet Start, Header End, or Packet

End time will appear:

Packet Skart

Time: 3.543 077 875 5

Header End
Time: 3.543 203 875 s

Packet End

Time: 3.543 227 875 s
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Packet identifiers:

Color-coded packet identifiers are located at the lower-left of the Instant Timing pane. There
are three such identifiers. The packets relating to these identifiers are highlighted consistent
with the identifier colors.

Instant Timing ]
[%]<y Q [m]E - origin: 1247275 ms - span: 350 ms - Logicinputs | Ljg
IereIess =
"AudioSource” 00: 1470, i
"MobileDey" 00:00:41:1C... POLL I%I:I I&I I
"Phone B 00: 18:DCiE6: ..
|1Tu:‘|jxu packet (AL
+ DHI packet (AGLLI, L
|:-6:5c3g7pam.?xcu I R ‘ . ‘ S ‘ ‘ R
240 240 2d0 2d0 320 340 340 3d0 12,41‘4.nn e 41:. adn sdu 520 sda sén sdn 12_445_00 - |
Identifier Highlight color
Mouse flyover location in Instant Timing = MULL packet [ACL, 1 Mbps)
Selected Overview event 4+ DH1 packet (ACL-U, 1 Mbps)
Selected Instant Timing event = POLL packet (ACL 1 Mbps)
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9.10 Display of HCI, WCI-2, and Logic Signals

In addition to wireless traffic, the Instant Timing pane also displays any captured HCI or WCI-2
traffic, as well as logic signals.

HCI (UART and SPI) and WCI-2 traffic, as well as logic signals are captured using the Flying
Leads adapter, attached to the 10 Probe connector on the back of the unit. See Appendix A -
Flying Leads Cable for details. USB HCI is captured using the available front panel USB ports.

HCI and logic inputs can be configured for recording in the Wired tab of the Recording Options
menu, see Section 6.2, Recording Options.

Precise timing measurements can be made across any events shown in the Instant Timing
pane, for example, HCI events to over-the-air events.

Any attached HCI traffic is displayed as below:

Instant Timing =]
[%]<y @ [m]E - origin: 69385 - span: 1335 - Logicinputs | Ljg
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Wireless -
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"Noteboak! 00:02:76: 161

Throughput a0 bz
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SCOjes00

Serial HCI
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Logic
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N1
e
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Zooming IN shows more detail (such as the Token/Data/Handshake sequence of USB):

Instant Timing B
[%]< Q [W|F - origin: 8264203 ms - span: 045ms - Logicinputs | Ljg

| o
Wireloss o

"MARLO" COMEA:22iFE: 1, I

"Notebook! 00:02:76: 16+ I oL

Throughput
LZCAP
SC0fe500

Serial HCI

m

Link oUT
Link I

USB HCT

Logic
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N1

of4 | oss | nde o ode | ods | | T .. . P . Y. ¥
82,643.00 ms

126 of 201 | Instant Timing Pane ellisys




ellisys Instant Timing Pane | 127 of 201



The analyzer will capture up to 12 logic lines and will compress the logic
transitions with a very efficient engine, but the throughput of the compressed
data will be directly related to the frequency of the lines. The more lines that
are toggling fast, the higher the throughput requirement, and at some point
the internal buffer allocated to the logic stream will get full and the capture will
stop for that stream (the other streams are independent and will continue).

There are a few ways to improve the efficiency of the logic capture:

4. Use a latest generation processor with a fast SSD and make sure that
the PC is not busy doing other tasks during the capture.

5. Make sure that the faster lines are connected on the lower indexes.
For example the fastest transitioning line should be connected to input
0, the second fastest to input 1, etc.

6. If signals with high “glitch” rates (such as noisy signals) are received
on the logic capture, this will increase the required throughput. These
glitches can be avoided or reduced with better grounding and increased
space between the wires. If glitches are seen on unused inputs, it is
recommended to connect these inputs to ground.

9.11 Instant Piconet Cursor

The Instant Timing pane provides a unique cursor that allows the user to force the Instant
Piconet pane to update as the Instant Piconet cursor is moved. This is useful for various cases,
such as to visualize a role switch by dragging the Instant Piconet cursor across this event.
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To use the Instant Piconet cursor:

1. Right click in the Instant Timing pane and select Place Instant Piconet Cursor here, or
alternatively double-click over any packet in the Instant Timing pane.

The Instant Piconet cursor appears:

1] 1] 0 1] o 1 1] 0|1
I— I— I— I— ___ — —
0
—
1 1 1 1 1 T ) T ) T T
1400 16,00 12,00 22,00 24,00 26,00
69,620.00 ms

2. Select and drag the Instant Piconet cursor while observing the Instant Piconet pane.

The Instant Piconet pane updates according to the position of the Instant Piconet cursor.

Ensure the Follow in Real Time button » in the Instant Piconet pane is not
selected (not bordered) in order to use the Instant Piconet cursor.

9.12 Exporting Images
The Instant Timing display can be exported into various graphics formats.
To export the Instant Timing display to a graphics format:

1. Click on the Export Image icon located on the Instant Timing toolbar.
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The Save menu appears:

o~ =
n\:/u\:jl | <« Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples - |&,| | Search Samples =) |
Organize + Mew folder g==|= I@]
- Favorites Mame : Date Type Size
Bl Desktop ! BnepTethering (origin 30.84 s, span 0.18 s) 1/5/2012 4:21 PM GIF Image 10 KB
Al Libraries
3 Documents
-, Music
[=| Pictures
B videos
o Homearous 7 * U] [
File name: BrnepTethering (erigin 30,84 5, span 0.18 <) -
Save as type: | GIF Image (*.gif) v|
~ Hide Folders ‘ Save | | Cancel |

@ Images to be exported are automatically assigned a file name that includes the

origin and span values.

N

3. Select a directory location.

Accept the default file name or assign a new file name.

4. Select the file type in Save as type drop-down (e.g., *.gif, *.png, *.jpg, *.bmp).

5. Click on Save.

The file is exported in the desired format to the selected directory.

9.13 Synchronizing to Other Views

The Instant Timing pane is synchronized to other views, either directly or indirectly, in order to
provide the user with cohesive navigation:

= Double-clicking an event in the Instant Timing pane will cause the Overview, Instant
Channels pane, and the Instant Spectrum view to jump to the selected event/location.

= Double-clicking an event in the Instant Timing pane will force the Instant Piconet cursor
to appear at the double-click location and will therefore cause the Instant Piconet pane

to jump to the selected event.

= Selecting timestamps in the Instant Piconet pane will cause the Instant Timing pane to
jump to the selected timestamp location.

= Selecting a timestamp in the Security pane will cause the Instant Timing pane to jump
to the selected timestamp location.
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Selecting an event in an Overview or the Instant Spectrum view will cause the Instant
Timing pane to jump to the selected event.

To enable synchronization with the active Overview:

1. Select the highlighting options drop-down in the Instant Timing toolbar:

&
Highlight active overview selection
Highlight Bluetooth BR/EDR Overview selection

Highlight Bluetooth Low Energy Overview selection

Highlight Bluetooth HCI UART Owverview selection

Highlight Bluetooth HCI UART (Secondary) Overview selection
Highlight Bluetooth HCI (Injection) Overview selection
Highlight USB 2.0 Overview selection

Highlight Bluetooth WCI Overview selection

Highlight User Log Overview selection

Follow overview selection

2. Select Follow Overview selection.

The Instant Timing pane will now move in synchronization with selections made in the
Overview.

To highlight an Overview selection in the Instant Timing pane:

1. Ensure Follow Overview selection is enabled as described above.

2. Select any line in the desired Overview.

The selected line is highlighted in the Overview and in the Instant Timing pane.

(= &2 LMP Page Scan Mode (Accepted) "Headset” 00:15:7F:0 :E2:B0 <-> MNotebook™ 00:02:76: 1E: 10:E6 Slave OK
=I&g LMP Page Scan Mode Request “Headset” 00:15:7F:01:E2:B0 <-> Notebook™ 00:02:76:1E:10:E6 Slave OK
= # ACLC transfer "Headset" 00:15:7F:0 1:E2:B0 <-> Notebook™ 00:02:76: 1E:10:E6 Slave Ok 3 bytes (6D 00 01)
=~ # DMiunit (ACL-C, 1 Mbps) "Headset” 00:15: 7F:0 :E2:B0 <-> Motebook” 00:02:75: 1E: 10:E6 Slave Ok 3bytes (6D 00 01)
-+ "Headset” 00:15:7F:01:E2:B0 <-> "Notebook™ 00:02: 76: 1E: 10:E6 Master OK 12 bytes (08000100 020104 ...
. <= DM1packet (ACL-C, 1 Mbps) “Headset” 00:15:7F:0 LEZ:E0 <-> Notebook” 00:02:76:1E: 10:E6 |save  [ok | 3bytes(eD 000D
® &g LMP Accepted (LMP Page Scan Mode Request) "Headset” 00:15:7F:01:E2:B0 <-> Motebook” 00:02:75: 1E: 10:E6 Master Ok
Instant Timing =]
[%]<y Q [m|F - origin: 1104446 ms - span: 394 ms - Logicinputs | Ljg
i o
Wireless ) -
Thiofabpok” 01021781 1E1 . I ] [ [ e ] e pruyj

Throughput
L2CAP
SCOJeS00

E
4.00 ms
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+ DM packet (ACLS, 1
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When selecting a higher level abstract event, such as a request, response,
command, etc., all associated packets comprising these events are highlighted.
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To unsynchronized with the Overview:

1. Select the highlighting options drop-down in the Instant Timing toolbar:
2. De-select Follow Overview selection.

The Instant Timing pane will no longer follow selected lines in the Overview.
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10. Instant Spectrum View

The Instant Spectrum view provides a unique and intuitive way to understand the spectral
behavior of Bluetooth traffic as well as all RF traffic within the Bluetooth spectrum, and the
inter-relationship of Bluetooth packets and events to RF energy events, such as WiFi.

Bluetooth packets are presented chronologically left to right on the channel they are
transmitted and are uniquely color-coded according to the packet’s sender. On the right,
graphical per-channel statistics on packet errors and retransmissions are presented in a
graphical format.

Instant Spectrum B
E‘:‘-y Q, Iﬂg. origin: 47,5782 ms -+ span: 613 ms - | Power | BR/EDR | Low Energy | Statistics | Display = Scale - Lig
o
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polL —
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| m—
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s P —
e
Current : -40.0 dBm|_poy
Center 10 kHz [ S
Pek i -40.0 dEm
UL
[
i
iy B
= T 3
[ —
1
= PO
E—
UL
Bt 1
[ — oMt o
i S
2 LMP Version Exchange (Slave.
sl eds Cedo Tade Tade Teds b Tade Dl Clods Tade Tods Tude Tads T ade ks Cade Tzd UL Uak Tak Cak e Tk U al ek ab ek
47,580.00 |ms 47,582.50 ms

Note that certain features are included only with the optional Raw Spectrum feature. Contact
Ellisys for details.

The Instant Spectrum view is commonly used for characterization of wireless coexistence,
hopping patterns, AFH behaviors, a packet’s transmission frequency/channel, or simply for
visualizing the RF environment. It displays the RSSI of all RF events in all Bluetooth channels
with a configurable precision of up to 1 microsecond, and displays this information in
synchronization with the Bluetooth packets.

Raw RF energy is displayed in blue, in an overlay fashion with captured Bluetooth packets. The
RF energy associated with Bluetooth packets is characterized by its relationship to its nominal
channel frequency with a fly-over.

The Instant Spectrum view provides for quick and easy timing measurements, slot timing,
timing cursors, frequency offset, zoom and pan features, detailed packet flyover, color-coded
assignments to devices, and other navigation tools.
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The Instant Spectrum view is linked to the Overviews as well as the Instant Timing pane. It is
manually linked to the Instant Piconet pane by the Instant Piconet cursor, which when scrolled,
updates the Instant Piconet view according to its current location. Conversely, when events are
selected in an Overview or the Instant Timing view, this cursor is re-positioned accordingly.

Automated highlighting of spectrum areas (channels) precluded by Adaptive Frequency Hopping
(AFH) is provided.

Several scales are available, including MHz, BR/EDR Channel, Low Energy Channel, and 802.11
Channel. Other features include zoom and pan.

To access the Instant Spectrum view:

1. Select View | Instant Spectrum from the menu

The Instant Spectrum view appears:

10.1 Device and Packet Color-Coding

Packets shown in the Instant Spectrum view are color-coded based on which device is sending
the packet. Each device (and its associated packets) is assigned a unique color. This color can
be user-defined if desired (see 8.4 Device Traffic Filter).

This color-coding is consistent throughout other areas of the analyzer software, including the
Devices window, Instant Timing pane, and the Instant Piconet pane.

10.2 User Controls and Toolbar

The Instant Spectrum view provides various user controls for navigation. The table below lists
the Instant Spectrum toolbar buttons and their actions:
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Pointer Mode
Pan Mode (Hold Shift)

Zoom Mode (Hold Ctrl)

El 8 €l =]

Enable/Disable Smooth Scrolling

o’

Highlighting Options

Highlight Active Overview
Selection

Highlight Bluetooth BR/EDR

Overview Selection

Highlight Bluetooth Low
Energy Overview Selection

Follow Overview Selection
origin: Origin Box
span:  Span Box
Scale » Scale
MHz
BR/EDR Channels
Low Energy Channels
802.11 Channels

Higher Frequency on Top

Display Display

Show Establishment Traffic

Show Idle Traffic

Export Image

ellisys

Switches to Pointer Mode.
Switches to Pan Mode.
Switches to Zoom Mode.

Enables and disables the smooth scrolling
feature.

When enabled, the Instant Timing pane will be
synchronized to the active Overview selection.

When enabled, the item selected in the BR/EDR
Overview is highlighted in the Instant Timing
pane.

When enabled, the item selected in the Low
Energy Overview is highlighted in the Instant
Timing pane.

When enabled, the Instant Timing pane is
synchronized to the active Overview selection.
Displays the timestamp origin of the Instant
Timing pane. Allows for user input of
timestamp for jumping.

Displays the time span (zoom level) of the
Instant Timing pane. Allows for user input to
adjust span.

Display a scale showing the Bluetooth spectrum
in MHz.

Display a scale showing the Bluetooth spectrum
by Bluetooth channels.

Display a scale showing the placement of Low
Energy channels.

Display a scale showing the placement of
802.11 channels.

Reverses the scaling to show highest
frequencies at the top of the scales.

Shows/hides inquiries, pagings, and
advertisements.

Shows/hides ID, Null, Polling and empty
packets.

Exports the Instant Timing pane to an image
file.
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____Navigation Bar Global overview allowing for pan, zoom, and
jump.

10.3 Panning Left and Right

Various methods are available to pan (scroll) the Instant Spectrum view to the left or right.

To use the mouse to pan:
1. Position the mouse over the time scale at the bottom of the Instant Spectrum view

ﬁ"”
(recommended) or alternatively, click on Pan. [ /
The pointer changes to a pan (hand) symbol.
2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

To use the keyboard to pan:

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.

2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the
capture or alternatively, use the Navigator bar to jump to a selected location by double-
clicking at the desired location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

otigin: 3:1'34..|:|E:5,:3:,? s |v| ]

The following values are allowed:
s - seconds

ms - milliseconds

ns — nanoseconds

ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.
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2. Press ENTER.
The Instant Spectrum view is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down

arrow E| in the origin field to view and select previously entered timing origin
entries.

10.4 Zooming In and Out

The Instant Spectrum view provides a zoom feature to expand or contract the display in order
to view information from a high level or low level.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display or alternatively,

click on Zoom .

The pointer changes to a spyglass symbol Q

1. Press and hold the left mouse button and drag the pointer to the right to zoom in and
expand the display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel
forward to zoom in and backwards to zoom out. The zoom is centered at the
mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.

To define a new time span:

1. Type the new timing span in the span field.

span: | IEENNH |v|
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The following values are allowed:
» s - seconds
= ms - milliseconds
* ns - nanoseconds
= ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Spectrum display is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow
in the span field to view and select previously entered time span entries.

10.5 Making Time Measurements

The Instant Spectrum view provides quick and simple methods to manually characterize timing
between events as well as automatic flyover slot timing measurements. Timing cursors can be
duplicated or frozen with a right-click, to enable the addition of more cursors.

Timing cursors available include:

e Timing Cursors

¢ A-B Independent Cursors
To make a timing measurement:
1. Select the pointer icon at the top-left of the Instant Spectrum view. III

2. Left-click in the desired location or on the desired event.
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@ The vertical lines associated with the Instant Spectrum cursors are waved if not
attached to an event, and straight when attached. To adjust cursor position, place

the mouse pointer over either cursor and left-click and drag to adjust position
horizontally.

D—|
[—
Right Line Not Attached
D—
=
Both Lines Attached
3. Drag the mouse to the desired location or desired event.
The time between the cursors is displayed:
[
[— ]
[

@ The vertical position of the displayed timing information, including the

horizontal arrows, can be changed by selecting the information with the mouse
pointer, then dragging to the desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.
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el

2. Select Duplicate to make available another set of cursors with the exact time spread

as the original, or select Freeze “ to fix the current cursor and enable placement of
another cursor set as desired.

el

A new set of cursors appears (with Duplicate selected) and can be placed as desired.

With Freeze ' selected, the original cursor set is grayed out and new cursors can be installed
as described above.

To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.

2. The time from one packet to the next and from the previous packet is indicated in grey text.

oML N
i
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21,10 z1.20 21,20 2140 2150 2160 2170 21,80 21
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4,321.00 ms

' lB.ISU ! 2070
4,320.00 ms

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are
far apart, such that one cursor can be set, then the user can scroll as needed
to the other event to set the second cursor.

1. Select the first desired location in the Instant Spectrum view.

)
2. Right click and select Place cursor A here. W
The A cursor is placed at the location selected.

3. Select the second desired location in the Instant Spectrum view.

H4

4. Right click and select Place cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including
number of slots:

M 4999570 ms —*|
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10.6 Time Scale Set and Reset

The time scale at the bottom of the Instant Spectrum pane will (by default) be synchronized to
the Overview Time columns. The user can set and reset this time scale to force a zero
timestamp at a selected location (set), or to revert to the original timescale value (reset).

Changing (setting or resetting) the time scale in the Instant Spectrum pane will force time
indications in all other Overviews and panes throughout the application to follow.

To force a zero timestamp at a selected location:
1. Right click on the desired location or event in the Instant Spectrum pane.
2. Select Set Time Reference here.

The time scale forces a zero timestamp at the selected location, with time incrementing positive
to the right of the selected location, and decrementing to the left.

To reset the time scale to the default value:
1. Right click anywhere in the Instant Spectrum pane.
2. Select Reset Time reference.

The time scale reverts to the original value.

10.7 Channel Statistics

The Instant Spectrum view employs a graphical per-channel statistics feature that characterizes
payload errors, header errors, and retransmissions. The Channel Statistics uses a stacked-bar
chart approach and operates identically to the Instant Channels feature (see Section 12 Instant
Channels).

The Channel Statistics feature is displayed at the right side of the Instant Spectrum view. The
Channel Statistics view will scale in time according to the time span selected.
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10.8 Using Markers

Markers may be added at any location within the Instant Spectrum view. Markers can be edited
to add textual content and can be color-coded. For information on adding markers to an
Overview, see Section 7.6 Using Markers.

To add a marker in the Instant Spectrum view:

1. Right-click on a location or event in the Instant Spectrum view.
2. Select Add New Marker Here.

3. A marker is placed at the selected event/location.

To search markers:

1. Click on the Markers button (F9) on the toolbar, .= Markers ©
A list of all markers installed appears:
[ Markers (3) = 4 Chy
Mark selected item ]
Delete all markers
Import markers. ..
Export all markers. ..
D LMP Set AFH 9,763 589 575 .
Marker #5
[] L2CAP Configure (DRODGF, 0xD040) 2,534 539 575 ,
Marker #2
] LMP Authentication Random Numb 15,042 253 575 R
Marker #11

2. Select the desired marker from the list.
The Instant Spectrum view jumps to the selected marker.

To delete a marker:

1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, click on the Markers button (F9)

on the toolbar. . = Markers -
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3. Position the mouse pointer over the desired marker:

Ol Markers (3) « b o
Mark selecked item F2

Delete all markers

Impork markers. ..

Export all markers. ..

[] L™MP Set AFH 9763589 875 o to marker

Marker #5 Edit

[7] L2CAP Configure (0xD06F, 0xD040) 2,534 832 875,
Marker #2

Delete

[] LMP Authentication Random Mumb 16,042 255 8?5'
Marker #11

4. Select Delete.
The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited.

2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the
Marker button on the toolbar.

3. Select the desired marker.
4, Select Edit.

The selected marker opens for editing.

10.9 Packet Fly-Over and Identifiers

The Instant Spectrum view provides various automated indications to the user, including
detailed packet information, timing information, and identifiers that are used to indicate packet
selections in the Instant Spectrum view (selected packet and mouse position) and the
Overview.

To enable automated packet flyover information:

1. Position the mouse over the desired packet slot.

2. The packet slot is highlighted in gray, then blue when selected (if not selected in the
Overview already, in which case it will be already highlighted in yellow).
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A detailed flyover appears:

(=
Packet Type BR/EDR MULL packet (ACL)
Packet # 1541
Time 1383747750 =
Duration 126.000 us
Direction Master to Slave
Channel Index 18 (2420 Mhz)
RX Quality High
Physical Channel Piconet ("Mobile Nokia” 00:1A:DC:66:C8:F4)
LT_ADDR 1
Sender Master: "Mobile Nokia" 00:1A:DC:66:C8:F4
Receiver Slave: "AudioSource” 00:1A:7D:21:38:CD
Encryption Mot Encrypted

To view packet start, header end, or packet end times:

1. Place mouse pointer directly on packet.
2. Slide mouse point left and right slightly:

Depending on horizontal positioning of mouse pointer, Packet Start, Header End, or Packet End
time will appear:

Packet End
Time: 3.543 227 875 s

Header End
Time: 3.543 203 875 s

Packet Skart:
Time: 3.543 077 875 =

Packet identifiers:

Color-coded packet identifiers are located at the lower-left of the Instant Spectrum view. There
are three such identifiers. The packets relating to these identifiers are highlighted consistent
with the identifier colors.

Identifier Highlight color

Mouse flyover location in Instant Spectrum = MULL packet [ACL, 1 Mbps)
Selected Overview event = DHI1 packet (BCLL, 1 Mbps)
Selected Instant Spectrum event =+ POLL packet (ACL, 1 Mbps)

10.10 Instant Piconet Cursor

The Instant Spectrum view provides a unique cursor that allows the user to force the Instant
Piconet pane to update as the Instant Piconet cursor is moved. Conversely, this cursor is
positioned in Instant Spectrum as the user navigates through other panes, such as an Overview
or the Instant Timing pane.

To use the Instant Piconet cursor:

1. Right click in the Instant Spectrum view and select Place Instant Piconet Cursor here or
alternatively, double-click over any packet in the Instant Spectrum view.
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The Instant Piconet cursor appears:

1. Select and drag the Instant Piconet cursor while observing the Instant Piconet pane.

The Instant Piconet pane updates according to the position of the Instant Piconet cursor.

Ensure the Follow in Real Time button " in the Instant Piconet pane is not
selected (not bordered) in order to use the Instant Piconet cursor.

10.11 Exporting Images
The Instant Spectrum display can be exported into various graphics formats.

To export the Instant Spectrum display to a graphics format:

1. Click on the Export Image icon located on the Instant Timing toolbar.

The Save menu appears:

Save
\../’”\:/I | . < Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples

- | &?| | Search Samples

]
®

QOrganize + Mew folder
=

% Favorites Mame Date Type Size

B Desktop & BnepTethering (origin 30.84 s, span 0.18 s) 1/5/2012 4:21 PM GIF Image 10 KB

m

Al Libraries
3 Documents
J Music
[=| Pictures

E Videos

= |w I b

#d Homearoun
File name: BnepTethering (origin 30,84 5, span 018 5)

-

Save as type: | GIF Image (*.gif) ']

=) Hide Folders | sae | [ canca |

@ Images to be exported are automatically assigned a file name that includes the
origin and span values.

2. Accept the default file name or assign a new file name.

3. Select a directory location.
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4. Select the file type in Save as type drop-down (e.g., *.gif, *.png, *.jpg, *.bmp).
5. Click on Save.

The file is exported in the desired format to the selected directory.

10.12 Synchronizing to Other Views

The Instant Spectrum view is synchronized to other views, either directly or indirectly, in order
to provide the user with cohesive navigation:

= Double-clicking an event in the Instant Spectrum view will cause the Overview and the
Instant Timing pane to jump to the selected event.

= Double-clicking an event in the Instant Spectrum view will force the Instant Piconet
cursor to appear at the double-click location and will therefore cause the Instant Piconet
pane to jump to the selected event.

= Selecting timestamps in the Instant Piconet pane will cause the Instant Spectrum view
to jump to the selected timestamp location.

= Selecting a timestamp in the Security pane will cause the Instant Spectrum view to
jump to the selected timestamp location.

= Selecting an event in an Overview or the Instant Timing pane will cause the Instant
Spectrum view to jump to the selected event.
To enable synchronization with the active Overview:
1. Select the highlighting options drop-down in the Instant Spectrum toolbar:
N

Highlight active overview selection
Highlight Bluetooth BRJEDR. Cverview selection

Highlight Bluetooth Low Energy Owverview selection
Highlight Bluetooth HZT Owverview selection

Fallow averview selection

2. Select Follow Overview selection.

The Instant Spectrum view will now move in synchronization with selections made in the
Overview.

To highlight an Overview selection in the Instant Spectrum view:

1. Ensure Follow Overview selection is enabled as described above.

2. Select any line in the desired Overview.
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The selected line is highlighted in the Overview and in the Instant Spectrum pane:

H~=
- BR/EDR Overview =]
Protocol: Single selection = |[Alllayers [+ «* 2 a O B # & # 3 e
Type filter... | W v Type filter...
M- Time Ttem i
2.722435375 J_;' SDP Service Search Request [[J[JDD5555-0000-1000-8000-000;'—'
= 2,748 121750 ,t_ SDP Service Search Response
= 2.752 496 375 ‘._g L2CAP Disconnection Request (Sro=0x0041, D=t=0x00BC)

2774371 500 Bd._g L2CAP Disconnection Response (5rc=0x0041, D=t =0x008C)
2,774 371 500 Hg & Start/Complete ACL-U Transfer =

4 | i | 3

10.13 AFH Highlighting

The Instant Spectrum view provides a unique feature that highlights the channels blocked by
AFH at any given point in time. The AFH Highlighting feature tracks AFH commands throughout
the capture process and provides a visually highlighted spectral area in the Instant Spectrum
view that indicates those channels blocked by AFH at the point selected.

See Section 10.12, Wireless Spectrum Capture for details on viewing AFH Highlighting with

Wireless Spectrum capture enabled.

To view the AFH Highlighting:

1. Open a capture with active AFH, i.e., one that includes AFH Commands as shown below:

El &g LMP Message

E “¢ Header
W Transacton ID
@ OpCode
E “# Payload
@ Available Channels Count
@ AFH Instant
@ AFH Mode
= “# AFH Channel Map
@ Channels 0- 14
@ Channels 15 - 35
@ Channels 36 - 78

2. Select View | Instant Spectrum

Initiated by master
LMP_set_AFH

58
0x000F2462, as Clock[27-0]: Ox001E48C4
AFH enabled

Used
Unused
Used

3. Select a packet at the desired location in the Instant Spectrum view.
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Analyzer User Guide

The channels precluded by the active AFH command are now highlighted:

Wekcome || BR/EDR Overview || Low Energy Overview Instantpeonet | 13 _Instant Audo| ]
&Y Q ([~ | origin: 296625.05 ms span: 12095
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10.14 Wireless Spectrum Capture

In addition to spectral display of captured Bluetooth and Low Energy packets, the Instant
Spectrum view can also display raw RF energy present within the Bluetooth spectrum.
Spectrum energy is typically seen from Wi-Fi sources, but can also be generated by various
other wireless technologies or commercial equipment.

Wireless Spectrum information is presented in the Instant Spectrum view as blue energy
indicators, interspersed with any captured Bluetooth or Low Energy packets. The RSSI of this
energy is indicated with a fly-over.

A color gradient is used to indicate the relative strength of captured RF. Darker blue energy
indications indicate stronger RSSI, whereas lighter blue indications indicate weaker RSSI. A
mouse-over on any RF event will display the precise RSSI.

0 Wireless Spectrum capture is an optional feature. As needed, contact Ellisys to
upgrade your BEX400 to include this feature. No hardware change is needed;
updates are done with a software enable file.

To enable Wireless Spectrum capture:

1. Check the Wireless Spectrum box in the Recording Options menu (Record |
Recording Options).

Recerding options (=]
General | Logic inputs

Capture

| Classic Bluetooth (BR/EDR)
Bluetooth Low Energy

Resolution: (100 = |us

a

USE HCI

UART HCI {primary)
SPI HCI {primary)

Wireless Coexistence Interface 2

Radio

RF Gain 1 ods

Save setfings... |

Load settings from file... £ | | Cancel | | Apply |

2. Select a Resolution and click OK.

3. Click on Record I on the toolbar or Select Record | Start Recording (Ctrl+R) from the
menu.
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4. Open the Instant Spectrum view (View | Instant Spectrum) and select the desired packet
(or mouse-over).

Captured Wireless Spectrum information is displayed along with any capture Bluetooth packets:

verview | Low Energy Overvew | _HCl Overview (Seria)_| §d _Tnstont Tming | o2 _Instent Ponet. | J3 _Instant Audio_ juf Instant Spectrum v x
h Q] [@F- | oigin: 2067483 ms  + span: 242ms - Scale = Displey ~ Lig

RF Energy
Scales
Mouse Fly-Over Indicates RSSI
 — T

= Bluetooth Packets RF Energy from Bluetooth Packet

E e "
s
T | e ! w0 mn ' mskh | mw 0 om0 | me 0 sw 0 se 0 mw TR - S - RE T 5 R 5 T S "R ) ! Fo I )

. . oy . .
220675.00 ms 220,676.00 ms 220677.00 ms

To view the AFH Highlighting with Wireless Spectrum Enabled:

1. Take a capture with Wireless Spectrum enabled, or open a capture that was taken with
Wireless Spectrum capture enabled.

AFH Highlighting is displayed along with Wireless Spectrum information. In the figure below,
the Instant Spectrum shows both raw RF energy and Bluetooth packets. Note the presence of
Wi-Fi traffic in the highlighted areas and the absence of Bluetooth packets in these areas:

% vidcone | SR/ER Overv
A Q] [@]F- | origin: 22
a

Low Energy Overview | _ HCl Overview (Sera) | 4 InstantTmng | 472 InstantPiconet_| JJ _Instant Audo e} Instant Spectrum v x
s pan: 2703 ms - Scale = Displey - Lig

==
-
-
CE——
=2
e
CCJrsasi—
7
[ V3 packen (500, 1 bye)
e osbe omho o LT ahe T owbe Uoeho Coedp T oeshe owbe oeo oo oeho o T oo T ophe Uombe Uozebe T ombe U ombe Uowhe oaho U ombe ol owho U owmhe s ossho
220860.00 ms 220570.00 ms 220,600.00 ms
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11. Instant Audio

The Instant Audio feature provides a visual representation of captured audio traffic that can be
played real-time (during recording) or post-capture, looped, or configured to play selected user-
defined ranges. As audio is played, a vertical cursor tracks the present position of the audio
being played. Various control features are provided, including rewind, looping, pausing, enable
and disable of selected streams, and other controls. Any available sound devices installed on

the controlling PC are can be selected for use by this feature.
@ To better ensure optimal reception by the analyzer of audio traffic, please

review Expert Note EEN_BT04, Optimal Placement of Your Analyzer, located in
the Welcome view of the application.

To export audio to WAV format, see Export of Bluetooth Audio in Section 4.9.

To access the Instant Audio pane:

1. Select View | Instant Audio from the menu

The Instant Audio pane appears:

Instant Audio =]

[y Q |m |- origin: 4375 - span: 8387 s - &) > 90 b

BRJEDR.

“audio SRC/AudioSource’ 0.

“Phons B/Mabile Mokia" 00:...

@+ @5c0 a3 A a3 J A

@+ @sco Ap el i) J Ap
I " ede " owhe U ossbo b ozshe | osebo | osmbe | aho T oashe C T T eshs U oeabo | oesho T osebo | o7 owbe | oesbo | sobe
0 s 50.00 s

Ihl_ﬂlnstanl'riming ﬂ[nstantAudio @, Instant Throughput

11.1 User Controls and Toolbar

The Instant Audio pane provides various user controls. The table below lists the Instant Audio

toolbar buttons and their actions:

IEI Pointer Mode Switches to Pointer Mode.
f;"'j.J Pan Mode (Hold Shift) Switches to Pan Mode.
Zoom Mode (Hold Ctrl) Switches to Zoom Mode.

IEI Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling.

‘&~ Highlighting Options

Highlight Active Overview When enabled, the Instant Audio pane will be
Selection synchronized to the active Overview selection.
Follow Overview Selection When enabled, the Instant Audio pane is

synchronized to the active Overview selection.
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origin:

span:

Origin Box

Span Box

Audio Enable/Disable

Displays the timestamp origin of the Instant
Audio pane. Allows for user input of timestamp
for jumping.

Displays the time span (zoom level) of the
Instant Audio pane. Allows for user input to
adjust span.

Toggle on/off for enable/disable of playback for
audio stream(s) selected.

[A] Zoom Zooms Out the Instant Audio display
Follow Live Audio is played as it is captured

B+  Play Initiates play of audio

]| Pause Pauses the playing of audio

| Stop Stops the playing of audio

5 Rewind Reestablishes the initial play point of the audio
to the Instant Audio cursor

s Loop Playback Repeats the audio or range of audio selected

2 Mute Mutes audio

# Volume Slide bar to adjust volume up or down
[} Options Open Options dialog

11.2 Playing Audio

The Instant Audio feature allows for playing of captured audio during recording as well as
playback of audio from a saved capture. Individual audio streams from either over-the-air
sources or HCI sources can be enabled or disabled as desired.

Audio streams are represented by graphical bars, with time progressing left to right. The user
can zoom or pan using the controls in the Tool Bar, using the Zoom Bar at the bottom of the
pane, or using the Navigation Bar at the top of the pane.

The user may select various features to set playback characteristics. These include setting a
range of audio for playback, looping a selected portion of audio, and selecting an initial playback
starting point.

To play captured audio during a recording:

1. During a recording which includes decrypted audio traffic, select the Follow Live button

Audio is played as the capture progresses.
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To establish the initial playback starting point:

1. Left-click anywhere in the Instant Audio pane or select the Instant Audio cursor and drag to
the desired location.

The Instant Audio cursor appears at the selected position:

n-_

/
Cursor
|

25.IDD ' 3D.IE|EI ' 35.IDD
To select a range of audio to play:

1. Left-click at the desired starting position and drag to select the range desired.

The select range is highlighted and characterized with a time indication:

R
To enable or disable playback from a selected audio stream:
g .

1. Select the speaker icon associated with the desired audio stream

2. Click once to toggle the present mode (enabled or disabled). When disabled, the speaker

icon will appear as %.
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To loop audio:

1. Initiate playback by selecting the Play button > .
2. Select the Loop Playback button A .

Audio is looped from the beginning of the Instant Audio cursor, or if a range is selected, loops
the selected range.

11.3 Audio Options

To set Instant Audio options:

1. Select the Options icon on the Instant Audio toolbar {} .

The Options dialog opens:

Options =]
Protocol verifications | Audio Rendering | web Control | Advanced |

Audio Rendering Options

Audio Output [Directsound: Speakers {Conexant 20672 Smartaudio v]
Default DirectSound Device

Default WaveOut Device

DirectSound: Speakers (Conexant 20672 SmartAudio HD'
Decklink Audio Render
Speakers (Conexant 20672 SmartA

’ (o]'4 H Cancel ][ Apply ]

2. Select the desired device and click OK.

11.4 Audio Stream Flyover and Details

To see details on a captured audio stream:

1. Place the mouse over the desired location in the Instant Audio pane.
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Details on the selected audio are displayed in a fly-over:

Codec SBC

Channels Stereo

Sampling Frequency 48kHz
Subbands 8

Block Length 16

Allocation Loudness
Protection SCM5-T -

1 1
28,5 2 T T TS
I:l 30,00 s

11.5 Using Markers

Markers may be added at any location within the Instant Audio pane. Markers can be edited to
add textual content and can be color-coded. Markers placed in the Instant Audio pane are
replicated in various views throughout the application.

To add a marker in the Instant Audio pane:

1. Right-click on a location or event in the Instant Audio pane.
2. Select Add New Marker Here.

3. A marker is placed at the selected location.

To search markers:
1. Click on the Markers button (F9) on the toolbar. ) Markers ~
A list of all markers installed appears:

T Markers (3) = ) Cly =

Mark selected item ]

Delete all markers

Import markers. ..

Export all markers. ..

|:| LMP Set AFH 9,763 589 875 "
Marker #5

[] L2CAP Configure (Dx0D6F, DxD040)  2.534 537 675 ,
Marker #2

[] LMP Authentication Random Mumb 16,042 255 875 R
Marker #11

2. Select the desired marker from the list.
The Instant Audio pane jumps to the selected marker.

To delete a marker:

1. Click on the Markers button (F9) on the toolbar. (Tl Markers -
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2. Position the mouse pointer over the desired marker:

Ol Markers (3) « b o
Mark selecked item F2

Delete all markers

Impork markers. ..

Export all markers. ..

[] L™MP Set AFH 9763589 875 o to marker

Marker #5 Edit

[7] L2CAP Configure (0xD06F, 0xD040) 2,534 832 875,
Marker #2

Delete

[] LMP Authentication Random Mumb 16,042 255 8?5'
Marker #11

3. Select Delete.
The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited.

2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the
Marker button on the toolbar.

3. Select the desired marker.
4, Select Edit.

The selected marker opens for editing.

11.6 Panning Left and Right

Various methods are available to pan (scroll) the Instant Audio pane to the left or right.

To use the mouse to pan:
1. Position the mouse over the time scale at the bottom of the Instant Audio pane

(recommended) or alternatively, click on Pan. Q“}
The pointer changes to a pan (hand) symbol.
2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.
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To use the keyboard to pan:

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.

2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the
capture or alternatively, use the Navigator bar to jump to a selected location by double-
clicking at the desired location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

arigin: E:l'?.

The following values are allowed:
s — seconds

ms - milliseconds

ns — nanoseconds

ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Audio pane is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down
arrow L'l in the origin field to view and select previously entered timing origin
entries.

11.7 Zooming In and Out

The Instant Audio pane provides a zoom features to expand or contract the display in order to
view information from a high level or low level. Zoom can be done using the mouse, the
keyboard, the Zoom button on the toolbar, the span window, or using the Navigation bar.
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To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended)

or alternatively, click on Zoom .

The pointer changes to a spyglass symbol Q

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and
expand the display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel
forward to zoom in and backwards to zoom out. The zoom is centered at the
mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.

To define a new time span:

1. Type the new timing span in the span field.

span:

The following values are allowed:
= s - seconds
= ms - milliseconds
* ns - nanoseconds
= ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Audio pane is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow
E| in the span field to view and select previously entered time span entries.
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11.8 Making Time Measurements

The Instant Audio pane provides quick and simple methods to manually characterize timing
between or within audio streams. Timing cursors can be duplicated or frozen with a right-click,
to enable the addition of more cursors.

Timing cursors available include:

e Range Select Timing Cursors

¢ A-B Independent Cursors
To make a timing measurement:
1. Select the pointer icon in the toolbar IEI
2. Left-click in the desired location in the Instant Audio pane.
3. Drag the mouse to the desired location or desired event.

The time between the cursors is displayed:

@ The vertical position of the displayed timing information, including the
horizontal arrows, can be changed by selecting the information with the mouse
pointer, then dragging to the desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.

ol

2. Select Duplicate to make available another set of cursors with the exact time spread

as the original, or select Freeze * to fix the current cursor and enable placement of
another cursor set as desired.

el

A new set of cursors appears (with Duplicate selected) and can be placed as desired.

With Freeze ** selected, the original cursor set is grayed out and new cursors can be installed
as described above.
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To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.

2. The time from one packet to the next and from the previous packet is indicated in grey text.

DML MU
i

T v T T T T T v T v T v T v T ' 1
21,10 2120 21,20 2140 2150 2160 2170 21.80 21

e ——
4,321.00 ms

. T T T T S T T T
‘ 20,10 20,20 Z0.30 Z0.40 2050 2060 .70 0,80 20,90
4,320.00 ms

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are
far apart, such that one cursor can be set, then the user can scroll as needed
to the other event to set the second cursor.

1. Select the first desired location in the Instant Spectrum view.

2. Right click and select Place cursor A here. *!
The A cursor is placed at the location selected.

3. Select the second desired location in the Instant Spectrum view.

H4

4. Right click and select Place cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including
number of slots:

M 4999570 ms —*|
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12. Instant Channels

The Instant Channels feature provides visual and statistical analyses on various per-channel

transmission characteristics, including packet retransmissions, header errors, and payload
errors.

The Instant Channels pane includes a Navigator bar, which allows for global pan and zoom to
traffic concentrations of interest.

Each Bluetooth channel (0 through79) is listed across the bottom of the Instant Channels pane,
increasing left to right. A histogram is associated with each channel and is color-coded to
indicate OK packets (green), retransmissions (blue/original packet transmission and
grey/retransmitted packet), and packet header and payload errors (red).

To access the Instant Channels pane:

1. Select View | Instant Channels from the menu

The Instant Channels pane appears:

Instant Channels =
begin: 28.23s ~ end: 33.79s * span: 5.56s8 ~ | Options ~ =
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
o 2 4 & 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 30 40 42 44 46 43 S0 G2 G4 SR GB OBOD B2 B4 BRE BB FO F2 F4 TE TR

./_J Details | &% Instant Piconet :!J Summary Instant Channels

@ The Instant Channels feature will track all packets from all devices being
displayed in the application. To narrow the Instant Channels display down to
specific devices, use a Device Filter to show only the devices of interest. See
Section 8.4 Device Traffic Filter for more information on filtering the display.

12.1 Users Controls and Toolbar

begin: 45.953 - Timestamp Begin Tracks Navigator selection and can also be used
to manually enter a timestamp origin.
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end: 43.953 - Timestamp End
span; 4.00s ~ Span
Options = Options

To view per-channel statistics:

Tracks Navigator selection and can also be used
to manually enter a timestamp end.

Tracks Navigator selection and can also be used
to manually enter a display span.

Enables and disables display options.

1. Place the mouse over the histogram associated with the desired channel.

A statistical summary of the selected channel appears:

Channel:

Mot applicable:
Retransmitted:
Header errors:
Payload errors:

O

]
0(0.00%)
0(0.00%)
0(0.00%)
1(25.00%)
3(75.00%)

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window. The Navigator window will

reflect the entire contents

Instant Channels

begin; 88.48s + end: 93.37s * span: 48335

Options -~

Al

Ve

Navigation Bar

;Details " Instant Piconet @Summal"r‘ Wt Instant Channels

H_l
/

Navigation Window

e e o [ e S B L A | L e Sy I S S R I S B
0 2 4 & & 10 12 14 16 18 20 22 24 26 2% 230 32 24 36 38 40 42 44 46 43 B0 52 G4 BB 52 B0 62 Bd BE EX FO T2 74 Fe TR

2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.
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To define a new time span:

1. Type the new timing span in the span field.

span:

|T|

2. The Instant Channels display updates to show the span specified.

To jump to another location:

1. Use the Navigator bar to jump to a selected location by double-clicking at the desired
location in the Navigator bar.

12.2 Synchronizing to Other Views

The Instant Channels display is synchronized to the active Overview (BR/EDR Overview or LE
Overview). As the user selects an event in these Overviews, the Instant Channels display will
orient to the location selected.

To disable synchronization with the active Overview:
1. On the Instant Channels toolbar, select the Options drop-down:

Options -

Follow overview selection

2. Select or de-select Follow overview selection as desired to follow or not follow selections
made in the active Overview.
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13. Instant Throughput

The Instant Throughput pane displays payload throughput by device and by protocol (L2CAP
channel and SCO/eSCO). A color-coded scheme is used to differentiate these various
device/protocol throughput indications. The user is able to select anywhere from a single
throughput stream to all throughput streams for display (aggregate).

A hierarchy of all devices is shown at the left of the display, with the throughput graphs at the
right. A Navigation bar is available at the top of the display, which shows a global indication of
throughput and also allows the user to pan, zoom, and jump to any desired location.

Timing cursors are available in order to make one or more timing measurements across one or
more data streams. Markers can be placed at any point within the display and can be searched
using the Markers feature.

To access the Instant Throughput pane:

1. Select View | Instant Throughput from the menu

The Instant Throughput pane appears:

Instant Throughput =]

Al devices. (%] Q [m |- | origin: 0455 - span: 117855 (i | G

1 Audio SRCIAudioSource. o0zt ' f STy [
Phone BiMabile Mokia 00:14:DCesca:F4 |

16,8 kBs

& | 2Cap: (x00BB

e > L2 DxDDBD

= D From Phone B/Mohwle 'lukla

M T DeSCD “7
e L2Csp D‘xDDm
L e tox 850 B ]
& [ 2Cap: 0x0041 I T T @b | whe | wbo | sao | eobo | 7ooo | soo a0 | " o
L] otk 52 8 e 240 215 0 s 100.00 s
18 nstant Timing | J Instant Auio | A, Instant Throughput
IEI Pointer Mode Switches to Pointer Mode.
="| Pan Mode (Hold Shift) Switches to Pan Mode.
Zoom Mode (Hold Ctrl) Switches to Zoom Mode.

Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling.

‘& - Highlighting Options
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Highlight Active Overview When enabled, the Instant Throughput pane
Selection will be synchronized to the active Overview
selection.

Follow Overview Selection When enabled, the Instant Throughput pane is
synchronized to the active Overview selection.

arigin: Origin Box Displays the timestamp origin of the Instant
Throughput pane. Allows for user input of
timestamp for jumping.

span:  Span Box Displays the time span (zoom level) of the
Instant Throughput pane. Allows for user input
to adjust span.

Follow Live Throughput is displayed as it is captured
Export Image Exports the Instant Throughput pane to an
image file.

13.1 Panning Left and Right

Various methods are available to pan (scroll) the Instant Throughput view to the left or right.

To use the mouse to pan:
1. Position the mouse over the time scale at the bottom of the Instant Throughput view or

r\-'”
alternatively, click on Pan. L* /
The pointer changes to a pan (hand) symbol.
2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

To use the keyboard to pan:

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.

2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the
capture.
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2. Alternatively, use the Navigator bar to jump to a selected location by double-clicking at the
desired location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

origin: E:l'E!,IZlE:._..E:.- 5

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Throughput view is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down

arrow EI in the origin field to view and select previously entered timing origin
entries.

13.2 Zooming In and Out

The Instant Throughput view provides a zoom feature to expand or contract the display in order
to view information from a high level or low level.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended or

alternatively, click on Zoom .

The pointer changes to a spyglass symbolQ.

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and
expand the display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can
smoothly scroll large amounts of time without having to press and release the
mouse button several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel
forward to zoom in and backwards to zoom out. The zoom is centered at the
mouse position.
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To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.

To define a new time span:

1. Type the new timing span in the span field.

span: | IEENNE |v|

The following values are allowed:
= s -seconds
= ms - milliseconds
* ns - nanoseconds
= ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.
The Instant Throughput display is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow
EI in the span field to view and select previously entered time span entries.

13.3 Making Time Measurements

The Instant Throughput view provides quick and simple methods to manually characterize
timing between throughput events. Timing cursors can be duplicated or frozen with a right-
click, to enable the addition of more cursors.

Timing cursors available include:

e Timing Cursors

e A-B Independent Cursors
To make a timing measurement:
1. Select the pointer icon at the top-left of the Instant Throughput view. III

2. Left-click in the desired location or on the desired event.
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@ The vertical lines associated with the Instant Throughput cursors are waved if not
attached to an event, and straight when attached. To adjust cursor position, place

the mouse pointer over either cursor and left-click and drag to adjust position
horizontally.

D—
[—
Right Line Not Attached
D—
=
Both Lines Attached
3. Drag the mouse to the desired location or desired event.
The time between the cursors is displayed:
[
[— ]
[

@ The vertical position of the displayed timing information, including the

horizontal arrows, can be changed by selecting the information with the mouse
pointer, then dragging to the desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.
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ol

2. Select Duplicate to make available another set of cursors with the exact time spread

as the original, or select Freeze * to fix the current cursor and enable placement of
another cursor set as desired.

el

A new set of cursors appears (with Duplicate selected) and can be placed as desired.

With Freeze “* selected, the original cursor set is grayed out and new cursors can be installed
as described above.

To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.

2. The time from one packet to the next and from the previous packet is indicated in grey text.

oML N
i

T T T v T T T v T v T v T v T ' |
21,10 z1.20 21,20 2140 21,50 21,60 21,70 21,80 21

T S T T N A .
! 20,10 20,20 20,30 20,40 2050 20,60 20,20 20,90 I
4,321.00 ms

' l?.ISU ! 2070
4,320.00 ms

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are
far apart, such that one cursor can be set, then the user can scroll as needed
to the other event to set the second cursor.

1. Select the first desired location in the Instant Spectrum view.

)
2. Right click and select Place cursor A here. W
The A cursor is placed at the location selected.

3. Select the second desired location in the Instant Spectrum view.

H4

4. Right click and select Place cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including
number of slots:

M 4999570 ms —*|
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14. Summary Pane

The Summary pane provides a summary of all baseband traffic recorded, including
synchronous, ACL, and link control events. Selected events in the Summary pane will enable
the Find arrows located at the top-left of the Summary pane, enabling the user to jump the

Overview to the first, next, or previous such selected event.

The Summary pane will update real-time as traffic is captured.

To access the Summary pane:

1. Select View | Summary from the menu.

The Summary pane appears:

Summary
@ @ Find next
Item
E Baseband Packets
Total 15'119
= Baseband ACL 1'357
DH1 14
DM3 16
DM35 403
DHS 807
= Baseband Link Control 13'762
jinj 7091
MULL 5'945
POLL 724
FHS 2
ﬂ Details a Summary '.,‘. Instant Piconet

Total

Bytes
347 kB

347 kB
T
324 bytes
571 bytes

77.9kB
267kB

40 bytes
0 bytes

0 bytes

0 bytes
40 bytes

Items not captured will be grayed out in the Summary pane.

To find an event located in the Overview:

1. Select the item or event desired in the Summary pane.

2. Click on the Find next arrow @) Find niext to search forward, or the left arrow @ to search

backward.
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The Overview orients to the searched item, highlighting it with a gray line.
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15. Security Pane

The Security pane displays encryption-related information and allows for various user inputs.
The Security pane will update as traffic is recorded, and can be saved with the capture,
alleviating the need to re-enter link keys on successive captures. The Security pane also
accepts user-entry of link keys, a private key, PIN codes, and user-defined device nhames.

Security pane features include:

= Link key, authenticated ciphering offset (ACO), and PIN code displays

= Automatic deciphering of PIN codes and calculation of link keys from non-SSP pairings
= User entry of link keys to enable the software to decrypt related traffic

= Entry of friendly device names for easier recognition throughout the application

= Selectable timestamp indicators for pairings that are linked to the Overview

= Alerts for incomplete pairings, PIN code conflicts, missing link key, incorrect link key

= A utility to calculate public keys from a private key

To access the Security pane:

1. Select View | Security from the menu.

The Security pane appears:

Security =]
Fill missing fields Manage S5P Keys
Time Master / Slave PIN Link Key ACO v

ﬁ 14734 017875 "Notebook" 00:02:76:1E:10:E6 1234 654D 06A4:83D7BD56:E8105114:FOD7AS86 A341AFBA:EFFEAS3C:FB985B08 Not

& 16.186 055 000 00:15:7F:01:E2:B0 1234 654D06A4:83D7BD56:E8105114:FOD7AS86  AS41AFBA:EF7EAG3C:F8985808

15.1 SSP versus Non-SSP Pairings

For PIN-code pairings, the analyzer will decipher the PIN code, calculate the link key, and
decrypt all related packets, all without user intervention.

For SSP pairings, the user can enter the link key during a recording, or on a static or saved
capture. The software will then decrypt the traffic. If an HCI interface is being captured, the
software will automatically extract the link key from the captured HCI traffic and use this for
decrypting the traffic automatically.

15.2 Debug Mode

When Debug Mode is used, the analyzer will use the pre-defined Diffie Hellman private key and
public keys that are used with this mode to automatically decrypt the traffic.
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15.3 Proper Entry of Link Key

Entry of a link key into the Security pane may be needed to decrypt traffic, especially for SSP
pairings. This can be done during a capture or after a capture is saved. Different methods for
proper entry of a link key are discussed below.

To enter a link key in hex (lowest order byte on left):

1. Specify each byte of the Link Key in hex, starting with the lowest order byte on the left. In
this case DO NOT use ":" as a separator and use either "0x" for every byte, or do not use it
at all, as shown below:

0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 0x09 0x0A 0xOB 0x0C 0x0D 0xOE Ox0F 0x10
01 02 03 04 05 06 07 08 09 OA 0B 0C OD OE OF 10
To enter a link key in hex (highest order byte on left):

1. Specify the Link Key as a big hex number, with highest order byte on the left. Use ":" as a
separator and/or specify a single "0x" at the beginning, as shown below:

0x100FOEOD:0COBOA09:08070605:04030201
100FOEOD:0COBOAO09:08070605:04030201

0x100FOEODOCOBOA090807060504030201

& DO NOT enter a link key like this: 01020304:05060708:090A0B0C: 0DOEOF10

15.4 Synchronization to Overviews
Each displayed security event is linked to the pertinent Overview by a timestamp column,
includes an indication of the applicable master/slave connection, shows the calculated (or

provided) link key, the PIN code (as applicable), and the authenticated ciphering offset (ACO).

To synchronize the Overview to a security event:

1. Left-click on the timestamp associated with any security event shown in the Security pane.

2. The Overview jumps to the location of the selected timestamp.

15.5 Indicators and Icons

Various background colors are used to provide the user with an at-a-glance understanding of
each security event.
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Background Description

0000 BACI04DC 9SEAFEFA: 2B 7 D2 286 44 D0E 79T
Link key and/or PIN code calculated

0000 G81CSZAE:AS642081:36513945:346F1 054 o _ ,
00000 4CBEF70&:507F6729:091 1 AESCE:BOSS2ZAGS Conflict with PIN code or incorrect link
key entered (note the differing PIN

codes at left)

Hiissi
isSing. Link key not entered

Various icons indicate pairing and decryption status:

Icon Meaning

B Incomplete pairing
& Pairing detected
@ Decrypted
@ Pairing detected, decrypted
& Incomplete pairing, not decrypted

15.6 Calculation of Public Keys from Private Key

The Security pane provides a simple utility to calculate public keys (X and Y) from a private key.

To calculate public keys from a private key:

Manage S5F Keys

1. Select Manage SSP Keys from the Security pane toolbar.

The Secure Simple Pairing Key Management window opens:

Secure Simple Pairing Key Management E]
Private Key RB6654303CCARS958RAABCFFF44CCER3RE443ACFFASS385543
Public Key X BFEB306638BABFDATS87CB3ZEDBB03785E2CA40EI3SETDES

Publickey Y | 7747A46R624352060720BF0BSDICF10B43C1294BADZE61TE

Delete Add
Private Public X Public Y
000000000A6654309CCAASIIBAABCFFF44CCEASAE443ACFF  37ESD1A1B859186912E721648564B5364DA734985DF 59409 70040858 1C67EES 13F0DE4EDO 55098760 5FFC 1532DB82668
< »
Cancel

2. Enter the private key in the Private Key box.

3. Select Add.
The public keys are calculated and displayed in the Public Key X and Public Key Y boxes. The

public keys can now be copied to the clipboard by right-clicking either public key box and
selecting Select All (or double-click and select Copy).
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4. Close the Key Management window.

15.7 Entry of User-Defined Device Names

The Security pane provides a method to enter a user-defined text string to identify a particular
device throughout various panes in the application.

This entry is only accessible when a connection is captured and the link key has not been
entered (resulting in a “missing” indication in the Link Key column associated with the device).
The primary approach to adding a user-defined name is to use the Edit button located in the
Device Traffic Filters dialog. See Section 8.4 Device Traffic Filter for details.

To create a user-defined name for a device:

1. Double-click “Missing” on the line associated with the desired device pair as indicated in the
Security pane or select the Fill Missing Fields button at top-left of the Security pane.

Link Key
Missing
The Security Details window opens:
Security Details =)
Master Device
MName Device A Name
Address 04:DB:56:E0:1A:19
Slave Device
MName Device B Name
Address B8:E8:56:F3.61:42
Security info
PIN
Link Key
[ ok || Caneel

2. Enter the desired name in one or both device Name boxes.

The user-entered name now appears in the Security pane as well as throughout various panes
in the application.
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16. Instant Piconet Pane

The Instant Piconet pane provides an instantaneous, dynamic, and graphical depiction of
Bluetooth devices, events, and topologies captured by the analyzer. The Instant Piconet pane

updates as traffic is captured, and can also be used on saved captures to step through topology
changes.

Features are provided to show/hide labels (BD ADDR, LMP name, or user-defined name) and to
show/hide broadcast events. Mouse fly-over will present master/device information. A

selectable timestamp is provided to force the Overview to align to the present Instant Piconet
location.

To access the Instant Piconet pane:

1. Select View | Instant Piconet from the menu.

The Instant Piconet pane appears:

Instant Piconet =)

e °
'@ 10,
Piconet 23

-,
(o]

Ficonet 17

B | MM 4w | 100951 887 000 ‘,ﬁb,;:

[ Details | @9 Summary | Y% Instant Piconet

Instant Piconet pane toolbar:

g | M » M4 PM 134,487 427 625 ’;L;;

(" Follow live. Instant Piconet tracks topology while capturing.
Note: When active, Instant Piconet cursor in Instant Timing is disabled.

- Previous change.
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H Next change.
144 Previous data channel topology change.
FH Next data channel topology change.

134,457 427 625 Timestamp of current view (links to Overview when selected).

bR Show/hide addresses/device labels.

s Show/hide broadcast events.

16.1 Instant Piconet Graphics and Icons

Various graphical elements are provided to give the user an understanding of events, including
which devices are the master (always blue-bordered) or a slave, RSSI indications (green
histogram), connection types such as paging and inquiry events, piconet indicators, and data
transfers.

Here is a quick summary of the various representations you can find in the Instant Piconet:

. Represents an idle connection between a master and a

- I slave. Master devices always have a blue outline. Slave
devices always have black outline. The gauge on the side
represents the RSSI of the device.

-

14

e
g-a,ﬂi"es I Represents an active data connection. Throughputs are
3‘555"& indicated.
] 4

)

I' Represents a scatternet composed of two simple piconets.

*: The device in the center is the slave of the device on the right,

" and the master of the device on the left.
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I O Represents an inquiry. The inquirer device is represented
7 with blue outline, like masters, while responding devices are
QI represented with black outline.

Represents a paging. The pager device is represented with
'.' << 0 I blue outline, like masters, while the paged device is
represented with black outline.

And here are a few more details about other visual elements:

Slave device
(black-bordered) —
\\ ‘/K"’I;-‘- -HH'\
™,
.-"'f . Y Master device
I rr- \ (blue-bordered)
| n
Ly
w.. (
| G Y
Connection type < % -
{paging shown) S g
Paging 1
Simple Piconet, Showing a Paging
Slave device, , Color-specific background
(black-bardered) ™, " [consistent with master)
Y
\\*h /._,f
‘ RSSI indicator
s /
*
v, ’
Master device ____..---"' _Piconet label
(blue-bordered) = -~

-

&~

Simple Piconet, Showing a still connection
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Data transfer
(one direction) ™.

Piconet 12

Bordered piconet
(indicates piconet selected)

Piconet, with data transfers shown
Paging event Data transfers

N

Device being paged —i "(

———

) o Faging 3 Piconet 3
Master of paged device
(slave to Piconet 3)

Simple Scatternet

16.2 Display Features

To use the flyover:

1. Position the mouse over any device.

_ Data transfers
_~" (bath directians)

Master device

Static connection

»

.
- Picanet 2 -,

Master of Piconet 2

~Master of Piconet 3
(slave to Piconet 2)

2. The flyover indicator appears, advising the user of the device’s name, and master/slave

status:

"MyDevicex" 00:01:60:91:07:B4
Slave #5 of MyDeviced

To show/hide BD ADDR, LMP Name, or user-provided name:

1. Toggle the ADDR button % in the Instant Piconet toolbar.
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Each device shown will show/hide the BD ADDR. If an LMP name is available, this will be
displayed. If the user has edited the device name in the Devices window, the edited name will
be displayed.

To follow the topology in real-time, show/hide BD ADDR, LMP Name, or user-provided
name:

1. Toggle the ADDR button or in the Instant Piconet toolbar.

Each device shown will show/hide the BD ADDR. If an LMP name is available, this will be

displayed. If the user has edited the device name in the Devices window, the edited name will
be displayed.
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17. Details Pane

The Details pane provides detailed information on the event selected in the Overview, including
protocol and profile decoding, baseband information, and various format options. The Details
pane also provides a very useful feature allowing the user to re-populate the Overview, by
allowing the user to drag selected fields of interest into the Overview to create a new column.

To access the Details pane:

1. Select View | Details from the menu.

The Details pane appears:

Dretails =)
DEC IEIEIN OFS  LEM % _I‘ﬂ -
Name Value -
& Baseband Information -43.5 dBm (High) on channel 17
E 4 Baseband Packet

B %% Header E
@ LT_ADDR 1 1
@ Packet Type DM1
+ RN
@ ARQN Mak i
@ SEQM 1
4 HEC valid
= 3[3 Payload Header
@ LLID ACL-C (LMF message)
@ Flow Go
# Length 2 bytes
B “# LMP Data
Bl %% Header
@ Transaction ID Initiated by slave
@ OpCode LMP_encryption_key_size_req
= v}[g Payload
W Key Size 7 bytes
s CRC Valid |
4| i | 3
g Details | Summary | &% Instant Piconet

Details toolbar:

Y
¥ DECG HEX BIM OF= LEM % —Iﬂ
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&

DEC
HEH®
BIMN
aFs

LEM

=

Show all fields. Some fields not typically needed (such as good CRC values) are

hidden by default.

Show numeric values in decimal.

Show numeric values in hexadecimal.

Show numeric values in binary.
Show fields’ bit offset.
Show fields’ bit length.

Display selected field in Overview.

Export the Details pane (text or XML).
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17.1 Abstraction and Relationship to Overviews

The Details pane will show all elements of higher level abstracts when these are selected, and
as lower-level abstracts are exposed in the Overview and selected, the Details pane will drill-
down to match the abstraction level selected (e.g., transaction, request, response, packet,
etc.). For example, when selecting the SDP Service Search Attribute Transaction (below),

the Details pane will show information on both the underlying request and response.

Details (=]
¥ | oEc EI BIN | oFs —S -
Name Value

SDP Service Search Attribute Request (Hands-Free Audio Gateway, L2CAP, RFCOMM)

»

& Baseband Information -79.5dBm {Low) on channel 72
4 Baseband Packet Ltaddr 4, DH1 f 2-DH1, ACL-U
p LICAP Frame Channel=0x0040
e L2CAP SDU Basic, 33 bytes
B Jd SDPPDU

i Transaction ID 0x0033

= % Parameters
“4 ServiceSearchPattern
B “i# AttributeIDList

@ Attribute ID ProtocolDescriptorList

@ Attribute ID BluetoothProfileDescriptorList
@ Attribute ID VendorSpecific (0x0301)

@ Attribute ID VenderSpedfic (0x0311)

»

SDP Service Search Attribute Response (Hands-Free)

g* Baseband Information -74.5 dBm (Low) on channel 50
=¥, Baseband Packet LtAddr 4, DV / 3-DH1, ACL-U
3 L2CAP Frame Channel=0x0040
&.4' L2CAP 5DU Basic, 55 bytes
B J4 SDP PDU
@ Transaction ID 0x0081
E % Parameters
E ¥ AttributeLists
[ ¢ Attributelist 1
E 4 serviceRecordHandie
E “i# Element 1
@ Element 1
@ Element 2
@ Element 3
“4 BluetoothProfileDescriptorList
 VendorSpedific (0x0301) 1
i VendorSpedific (0x0311) 3
4| i 3

ﬂ Details 9 Summary \‘. Instant Piconet

When selecting just the SDP Service Search Attribute Request, only this request (and
underlying protocols, profiles, and packets) will be provided in the Details pane:

= SDP Service Search Attribute Transaction (000001 11F: L2CAP RFCOMM Ch 0x0D)

S0 arch Attribute Request 00111F)
SDP Service Search Attribute Response (L2CAP RECOMM Ch 0x0D)
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Details

x |DECE|BIN | ors E“ ||-h

Name

& Baseband Information
+ Baseband Packet
Q L2CAP Frame

ey L2CAP SDU

B JQ SDPPDU

@ Transaction ID
El i Parameters

B i ServiceSearchPattern
W Service Class 1
@ Protocol 1
@ Protocol 2

B % AttributeIDList
@ Attribute ID
@ Attribute ID
@ Attribute ID
@ Attribute ID

m

Value

-79.5 dBm (Low) on channel 72
LtAddr 4, DH1/ 2-0H1, ACLU
Channel=0x0040

Basic, 33 bytes

0x0083

Hands-Free Audio Gateway
L2CAP
RFCOMM

ProtocolDescriptorList
BluetoothProfileDescriptorList
VendorSpecific (0x0301)
VendorSpedfic (0x0311)

<
ﬂ Details a Summary 'E-'. Instant Piconet

This concept holds true as each underlying Overview element is exposed, for example as shown

below where a NULL (ACK) baseband packet is selected:
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= SDP Service Search Attribute Transackion (0x0000111F: L2CAP RFCOMM Ch Ox0D)
=I P& SDP Service Search Attribute Request (0x0000111F)
=)y L2CAP Data Cut
=+ F StartjComplete L2CAP DML
=/ F StartComplete L2CAP DML

= StartjComplete L2CAP DML
= MULL (ACK)

F  Continuation LZCAP DM1
SDP Service Search Atkribute Response (L2ZCAP RFCOMM Ch 0x0D)

Details ]
¥ |DECE|EIN | ors E“% |Lh | Search -
Mame Value
& Baseband Information -72.5 dBm {Average) on channel 27
= ¢ Baseband Packet

El %4 Header
@ LT_ADDR 4
[ W Packet Type MULL
@ Flow Go
@ ARGON Ak
@ SEQN 0
4| m | b
E Details 65ummary 'E'. Instant Piconet

Details Pane
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Grouping of procedures and transactions is enabled or disabled by selecting or deselecting the
Group Procedures and Transactions selection, available in the Protocol: drop-down menu,
shown below. This feature is enabled by default.

Protocol: Single selection -
Single selection

Multiple selection

Custom grouping

Group procedures and transactions

With Group Procedures and Transactions selected, transactional grouping is displayed at the
highest level, such as shown below, where the ATT READ subsumes a transaction consisting of
and ATT READ REQUEST and an ATT READ RESPONSE.

[@ ATT Read (Characteristic Dedaration: Read, Handlz =11, LUID =Glucose Measurement)

[ ATT Read (Glucose Measurement: Seq=E8, Ofs se=0 g/fdl, Type=7, Location=7)

= [@ ATT Read (Characteristic Presentation Fermat: Format=Int16, Exponent=-1, Unit=0, lNamespace =Bluetooth SIG Assigned Numbers, Description=0)
[ ATT Read Transaction (Characteristic Presentation Format: Format=Int1e, Ex t=0, =Bluetooth SIG Assigned Mumbers, [

[ ATT Read (Characteristic Declaration: Read, Handl==14, UUID =Battery Level)

[= [@ ATT Read (Battery Level: 33 %)
= [ ATT Read Transaction (Battery Level: 33 %)
£, ATT Read Request Packet (Battery Level)
Ee ATT Read Response Packet ( 33 %)

f@ ATT Read (Battery Power State: Present zcharging=Unknown, Level=Unknown)
[/ ATT Read (Characteristic Dedaration: Read, Handl==11, UUID =Glucose Measurement)
[@ ATT Read (Characteristic Declaration: Read, Handl==14, UUID =Battery Level)

With Group Procedures and Transactions deselected, transactional grouping is reduced to
the next lower level, such as shown below, where the ATT READ REQUEST and ATT READ
RESPONSE are the highest abstraction.

|5 ATT Read Response Packet (OE FF 00 00 01 00 00)
|5, ATT Read Request Packet (Characteristic Declaration)
[E¢ ATT Read Response Packet (02 OE 00 19 2A)

s ATT Read Request Packet (Battery Level)

Ee ATT Read Response Packet (21)

|5 ATT Read Request Packet (Battery Power State)

[E¢ ATT Read Response Packet (21 03 E8)

& ATT Read Request Packet (Characteristic Dedaration)
[E ATT Read Response Packet (02 0B 00 18 24)
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17.2 Adding Details Fields to an Overview

To place a Details field into the Overview:

1. Select the event desired in the Overview.
The Details pane repopulates to show details on the event selected.
2. Select the desired field in the Details pane.

3. Select the Show in Overview % Show in overview button in the Details toolbar.

or

4. Left-click and drag the desired field from the Details pane and drop in the Overview.
The field from the Details pane is now shown in the Overview.

@ Adding fields from the Details pane into the Overview is especially powerful
when combined with Instant Filters. This can be done during or after

recording.
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18. Raw Data Pane

The Raw Data pane provides a low-level data view of items selected in the Overview and
includes various format and copy options. The Raw Data pane is linked to the Details pane, as
fields selected in the Details pane are highlighted in the Raw Data pane, and therefore it is
indirectly linked to the selection in the active Overview. Fields selected in the Details pane are
highlighted in the Raw Data pane. The Raw Data pane also includes a search mechanism.

To access the Raw Data pane:

1. Select View | Raw Data from the menu.

The Raw Data pane appears, showing data from the item selected in the Overview:

Raw data =
Data type: |Audio Stream |'| b
o 1 2 3 4 5 & 7 8 8 4 01234567594
0x 0000 : EZ'? Fi 44 CZ 94 9B C4 1C AF €8 76 L v
O0x000B: EF 7C B7 19 <1 94 §6 33 ©3 1E E4 P . Faus
O0x0016: D5 44 65 24 94 C9 77 A5 41 10 F7 Jh*oow. ...
Ox0021: 22 08 D3 05 13 37 03 90 42 DE EO ... 7. 8.,
Ox00z2C: 15 93 C3 82 53 F2 94 1E E4 DS 44 T J
0x0037: 65 ZA 94 C9 77 A5 41 AC 05 BC DS h¥..w......
Ox004z2: CC DD C4 5F A1 E&6 &8 F4 26 EE 75 P . 4

0x004D: 22 BDL 91 Do FC AC 04 FZ 94 BS C8 M e
O0x0055: 56 CE 4D 28 EA DE 61 7B 56 A9 01 W.M({..ai...

O0x0053: 64 62 B3 1E B4 DS 44 68 24 94 C9 db....Jh¥*..
Ox008E: 77 AS Al 10 63 8B 15 3C 4C 21 A4 W...c. <Ll
O0x0073: Eo CA VT 1C 54 4D C5 DZ 46 5D 3F .| .TH..F].
0x0054: DF 1E B4 D5 4h 65 24 94 C9 77 AS RS s

O0x008F: A4l

I Raw data | 3 Security

18.1 Synchronization to Details Pane and Overviews

To highlight Details pane fields in the Raw Data pane:

1. Select the desired item in the Overview.
The Details pane displays all fields applicable to the item selected.
2. Select the desired field from the Details pane.

The selected field is highlighted in the Raw Data pane.

18.2 Searching the Raw Data Pane

To search the Raw Data pane:

1. Enter the desired text or hex value string in the Search box.

2. Press ENTER.
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The left area of the Raw Data pane is searched. Strings found are highlighted in blue in the left
and right areas.

18.3 Formatting the Raw Data Pane

To format the Raw Data pane display:

1. Right-click in the left or right areas in the Raw Data pane.

2. Set display options as per the table below:

Addresses Sets left-border addressing to hex or decimal.

Width Sets horizontal length of data displayed.

Group by Groups data in byte, word, long, or quad formats.

Left Area Formats the left area in character, hex, binary, decimal, or octal.
Right Area Formats the right area in character, hex, binary, decimal, or octal.

Text Size Sets text size to small, medium, or large.

To copy data from the Raw Data pane:

1. Right-click in the left or right areas in the Raw Data pane.

2. Select Edit.

3. Select Copy as Displayed (Ctrl+C) to copy data in the format presently displayed.
or
4. Select Copy as Binary Data (Ctrl+Shift+C) to copy data in a binary data format.
or
Select Copy as Generator Hex Array to copy in a format used by the USB Explorer 280

Generator. Note: This feature not yet implemented.

@ Copy actions will copy all data from the left area of the Raw Data pane, unless a
mouse selection is made over specific data, in which case only the selected data
is copied.
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19. Protocol Error Verifications

The analyzer is designed to detect and display various errors and warnings. Errors of various
types are flagged in the Overview and the Details pane. Detection and display of these errors

can be disabled as desired.

To open the Protocol Verifications tab:

1. Select Tools | Options from the menu.

The Options menu appears:

Options

Protocol verifications | web Control

Advanced

Selectin the list below fields to be verified by the software.

=-[¥] Bluetooth

E)-[7] Baseband Packets

- [J] Missing data

- [f] Undecoded data
[ LAP

- [J] CRE

- [J] L2CAP FCS

- [¥] AES-CCM MIC

- [¥] Signal Strength
- [] LLB Packet Fields

El-[#] HCI Packets
- [¥] Missing data
- [Jf] Undecoded data

- [¥] Link Key Length
- [] L2CAP Length
(=[] Profile

-~ [Jf] RFCOMM Length
- [¥] RFCOMM FCS

- [¥] OBEX Length

- [¥] HEC {Header Checksum)

-] Reverse Data During Inguiry Packet Fields

-~ [J] Parameter Total Length

[

J [ concel J[ oty |

19.1 Enabling and Disabling Protocol Errors

1. Under the Protocol Verifications tab, expand the categories to reveal the desired verification
and uncheck the associated box.

2. Click on OK.

ellisys
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Display of errors in the Details pane:

& Baseband Information

@ Length
@ Destination CID
= 4%3 Command (1)
@ Code

< m

4 Baseband Packet
18 bytes

Details ]
¥ |DEC|E|BIN |0FS|E ll-h | Searc -
Mame Value

-31.5 dBm {Low) on channel 44
LtAddr 1, DV / 3-DH1, ACL-U

0x0005

Unknown Command 0x45

0 Details | Summary | % Instant Piconet

Display of Errors in the Overview:

Errors @ are flagged on the lowest level element that contains the error, and up into the higher

level abstracts as shown below.

Warnings & such as RSSI Too Low are also flagged.

{"AFOMESARHL")
ﬁf, LMP Marme Request
Egﬁ LMP Mame Response {"aFOMESARHL")
2 MULL unit {x 2)

4&  Control DML

g Contral DM1
-+ POLL (NAK)
g Control D1

o B

Placing the mouse over the flagged error provides an indication of the specific error:

A Too Low

@ CRC s nok valid.
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20. Task Pane

The Task pane provides the user with statuses on various actions initiated by the user and also

allows the user to cancel tasks in progress.

To access the Task pane:

1. Select View | Other Windows | Tasks from the menu.

The Task pane appears:

Tasks [E3]
Opening file
Processing Encrypted Data...
M Raw data | 3 Security ETasks
Task statuses provided by the Tasks pane include:
= File Open
= File Save
= Search
= Instant Search
= File Export
= File Import
Task Pane |

ellisys
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21. Software and Support

The analyzer application provides a convenient method to access the latest updated software
and access technical support from an Internet-connected PC. The application will check
automatically for new major updates at a given specified interval (by default at every startup)
and will notify new version if any.

The installed version of the software is displayed in Help | About, and is also displayed at the
bottom-right of the GUI. When a new version is available, this bottom-right display will include
a red background to prompt the user to update.

Only major versions will be notified to users, so for example if the software
version changes from 2.0 to 2.1. Minor versions are not automatically notified,
but can still be checked by doing a manual Check for Update.

21.1 Updating the Software

To check for the latest software:

1. Select Help | Check for updates from the menu or alternatively, double-click the version
number at the bottom-right of the GUI.

The Check for Update window appears:

Check for Update @

An updated version of your software is available for download

Update Information

Cument version 2.1.4360
New version 214384 Release date  1/2/2012
Summairy 4384; Improved ATT display -

4374 Fiwed an issue with LE fitering
4371: Fixed a timeout issue
4366 Fed an issue with LE key update =

Check automatically every | Startup -

2. Follow the onscreen prompts to download and install the updated application software.
To be notified of new updates:
1. Select the desired notification interval under Check automatically every drop-down.

Upon opening the application, the user is notified when new update is available, and given an
option to download the new update.

Some networks require the use of proxy servers or other special
configurations. The Ellisys software will automatically use Windows Internet
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settings (which are configured in Internet Explorer). If Internet Explorer can

access Internet then most likely the update mechanism will work as well.

If your internal network will not allow access to the Ellisys software update site,

or if you are otherwise unable to access this site, please contact Ellisys at

support@ellisys.com to request that a link to the latest BEX400 software be

sent to you.

21.2 Getting Technical Support

Ellisys technical support is available from the Ellisys website and E-mail, each accessible from
the BEX400 application. The user can access technical support from the Help menu, which will
open the default browser to the Ellisys technical support web page. In the event of a software
malfunction or crash, the user can easily and automatically compress pertinent application
information to be E-mailed to the Ellisys support team.

To access the technical support web page from the application:

1. Select Help | Contact support from the menu.

The default web browser opens to display the Ellisys technical support web page.

To send automated technical support information to Ellisys:

1. Select Tools | Prepare support info from the menu.

The Save-As dialog appears:

Save As

@u?‘%’ + Computer » Lenovo_Recovery () - ‘41,| | Search Lenova Recovery (Q el |
Organize v New folder e (]
=
™ Mame Date modified Type

e Libraries &
- o . (31, Windows7_0S (C) - Shortcut

S E ocuments

-, Music

lb=| Pictures

$# videos

m

- #d Homegroup

4 M Computer
&, Windows7_05 (C:)
» %’ Lenovo_Recovery (Q:)

([ i,

File pame:  Ellisys Bluetooth Analyzer suppert info

8/16/2011 1:45 PM Shortcut

Save as type: | Zip Files (*.zip)

* Hide Folders

Save ] | Cancel |

2. Select a convenient destination directory and click Save.

3. E-Mail the saved file to Ellisys at support@ellisys.com.
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Appendix A - Flying Leads Cable

The Flying Leads Cable connects the IO Probe connector (located on the analyzer’s back panel)
to one or more external HCI, WCI-2, Audio I2S, or logic implementations. This traffic will be
captured concurrently with through-the-air traffic and will be displayed in the respective
Overviews and other views as applicable (e.g., the Instant Timing View).

The I0 Probe connector contains 26 pins (two rows of 13 pins), which mate with sockets on the
mating connector of the Flying Leads Cable. Spacing is 1.27 x 1.27mm. Color-coded flying
lead sockets will mate with pins from the user’s HCI and/or logic implementation.

Flying Leads Cable

O—NMTHLNONT
ccecSecech

Pinout for IO Probe Connector

On the Flying Leads Cable, Inputs 0 and 1 are used for the primary UART capture, Inputs 2 and
3 are used for the secondary UART capture, and Inputs 4 and 5 are used for the WCI-2 capture.
Use GND as shown. For UART, signal lines (Inputs 0,1 and 2,3) may be reversed, as the
analyzer will auto-detect the polarity.

ellisys Appendix A - Flying Leads Cable | 195 of 201



HII/IS PSPPI, W (i s

Input 0 / Input 8

- o WA,
- s WA

: o WP
T A,

Pinout for Mating Connector on Flying Leads Cable
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Appendix B - Remote API

The BEX400 can be operated using a remote application programming interface (API) which
allows for automated control of the application, including extraction of captured traffic.

The link provided below contains an introductory guide, the plug-in DLL, and sample code
written in C#, using Microsoft Visual Studio 2010. Compatibility is Visual Studio 2005 or higher.

Link to download the Remote API:
http://www.ellisys.com/better analysis/bex400a_remote api.zip
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Appendix C - Frequently Asked Questions

Q. Why is the USB driver is not loading?

A. If the controlling PC does not detect the presence of the rear USB port on the analyzer (or if
the driver otherwise fails to install), the user can manually install the USB driver by going to the
operating system’s Device Manager, typically located in the Windows Control Panel, selecting
the attached Ellisys analyzer, and manually pointing via “Update Driver” to the Ellisys “Drivers”
folder which installs with the Bluetooth Explorer application. This folder is typically located in
your Program Files folder at [path]\Ellisys\Ellisys Bluetooth Analyzer\Drivers.

Q. How do I hide traffic?

A. A wide variety of filtering options are available. Please consult Chapter 8 Display Filters for
more information about filtering or see Expert Note EEN_BTO08, Separating the Wheat from the
Chaff, located on the Welcome page of the application.

Q. Does the analyzer use the clock from the master device or otherwise participate
actively in the Piconet?

A. The BEX400 is purely passive. It does not require synchronization with any device under
test and does not in any way participate actively in the Bluetooth environment.

Q. What do I need to do in order to update the software?

A. If your PC is connected to the Internet, go to the Help menu and select “Check for Updates.”
Otherwise, please contact support@ellisys.com or visit the Downloads section on the Ellisys
website at www.ellisys.com to request the latest software.

Q. Is there a cost for upgrading the software?

A. There is never a cost for software updates. These are provided without cost for the life of
the product.

Q. Does the position of the antenna have an effect on the capture?

A. The position of the analyzer’s antenna as well as the position of the device’s antenna is
pretty important for getting optimal captures. Each antenna has a specific radiation pattern
which needs to be known in order to avoid blind spots. Please consult the Ellisys EEN_BTO05 -
Understanding Antenna's Radiation Pattern Expert Note to get more information about
antennas.

Q. Is there an optimal placement of devices that I am analyzing?

A. Please consult the Ellisys EEN_BT04 - Optimal Placement of Your Analyzer Expert Note to get
more information about optimal placement.
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Q. I captured traffic but do not see traffic being decrypted by the analyzer. What do I
need to do to have traffic decrypted?

A. There are a few points to be considered in order to get the traffic decrypted. Please consult
the Ellisys EEN_BTO3 - Your First Wide-band Capture Expert Note to learn about conditions to
get decryption.

Q. Are link keys stored so I don’t have to re-capture a connection in order to see the
traffic decrypted?

A. Yes, the user is provided the option to save link keys when a capture is closed.
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Appendix D - General Technical Data

RF Characteristics

= Ellisys Rainbow™: Wideband, concurrent
capture of all BR/EDR/LE channels

®*  Frequency band: 2.402-2.480 GHz
= Sensitivity range: From -90 to +15 dBm
®  Gain: Programmable from -30 to +15 dB

=  Modulations: All BR/EDR/LE modulations
(GFSK, p/4-DQPSK, 8-DPSK)

= Baseband: Support of Bluetooth 4.0,
4.1, upgradeable by software
Logic Capture Characteristics
"  Maximum bandwidth: 50 MHz
=  Sampling precision: 5 ns

=  Supported input voltage: 1.8 to 7V

HCI Capture Characteristics

= USB transport: Low, Full, and High
Speed, with automatic detection

=  UART transport: Up to 8 Mbit/s,
automatic detection of all parameters

= SPI transport: Up to 8 Mbit/s, automatic
detection of all parameters
Timing
®  Clock: £1ppm frequency accuracy over -
10 to +60 degrees Celsius range
=  BR/EDR/LE timestamp accuracy: 125ns
=  USB HCI timestamp accuracy: 16.7ns

=  Logic timestamp accuracy: 5ns

Embedded Memory

= 128 MB of FIFO memory (HDD is
ultimate destination)

=  Data is stored in highly optimized format

"  Analyzed data is uploaded in real time
through a USB 2.0 connection
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Front-Panel Connectors
= Capture: Standard SMA female

= HCI: USB 2.0 Standard-A and Micro-B

Rear-Panel Connectors
=  Computer: USB 2.0 Standard-B
=  Power: 12-17 VDC, max 18 W

"  Trigger: SMA in and out, 50 Q, max
5vVDC

= IO Probe: supports UART / SPI HCI,
WCI-2 and logic analysis

= Inter-equipment: in and out, supports
connection of several units
Power Supply
=  Universal 100-240 VAC, 50-60 Hz

" 12VDC, 18 W

Enclosure
"= 174 x 111 x58 mm (6.9 x 4.4 x 2.3")

= 1.0kg (2.0 Ibs.)

Hardware Upgrade

®  The Ellisys Rainbow™ engine is
automatically updated with each
software release (no user intervention
required)

Maintenance and Licensing

"  Free lifetime software updates - no
maintenance fees

"  Free full-featured viewer software -
easily share annotated traces between
computers and colleagues and replay
captured traffic

= Use Ellisys hardware on any computer -
no additional licenses needed

Warranty

=  Two-year limited warranty

ellisys
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